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Cisco 640-802: Practice Exam

QUESTION NO: 1
What functions do routers perform in a network? (Choose two.)

A. path selection

B. packet switching

C. VLAN membership assignment

D. microsegmentation of broadcast domains

Answer: A,B

Explanation:
The primary functions of a router are: Packet Switching and Path Selection. It is the routers job to
determine the best method for delivering the data, and switching that data as quickly as possible.

(1)Intercept datagrams sent to remote network segments between networks, playing a translated
role.

(2)Select the most reasonable route to guide communications. In order to achieve this function,
the router will check the routing table based on certain routing communication protocol, and the
routing table lists all the nodes contained in the entire internet , the path conditions between nodes
and transmission costs associated with them. If a specific node has more than one path, then
select the optimal path based on pre-determined specifications. Because a variety of network
segments and their mutual connection situations may change, the routing information needs to be
updated in time, which is completed by timing update or updating according to changes
determined by the routing information protocol used. Each router in the network dynamically
updates its routing table according to this rule to maintain effective routing information.

(3)When forwarding datagrams, in order to facilitate transferring datagrams between networks,
routers will divide large data packets into appropriate sized data packets according to pre-
determined specifications, and those appropriate sized data packets will be turned into their
original form when reaching the destination.

(4)Multi-protocol routers can connect and use network segments of different communication
protocols , they can be used as communication connecting platforms of network segments of
different communication protocols.

(5)The main task of router is to guide the communications to the destination network, and then
reach the addresses of the specific node station. Another function is completed through the
decomposition of internet address. For example, assign parts of the network address to specific
network, subnet and a group of regional nodes , while the rest can be used to specify the
particular station of subnet. Hierarchical addressing allows routers to store addressing information
of networks with many node stations.
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QUESTION NO: 2
Which of the following is true regarding the use of switches and hubs for network connectivity?

A. Using hubs can increase the amount of bandwidth available to hosts.
B. Hubs can filter frames.

C. Switches increase the number of collision domains in the network.

D. Switches do not forward broadcasts.

E. Switches take less time to process frames than hubs take.

Answer: C

Explanation:

A hub is a broadcast domain and a collision domain, while a switch is a broadcast domain, each
interface is a collision domain. The switch is a device of data link layer, forwards and floods data
frames based on the MAC address. The hub adopts the shared bandwidth working mode, while

the switch adopts dedicated bandwidth.

Switches increases the number of collisions domains in the network. Switches that are configured
with VLANSs will reduce the size of the collision domains by increasing the number of collision
domains in a network, but making them smaller than that of one big, flat network.

Incorrect Answers:

A: Switches and hubs can be equally efficient in processing frames, in theory. In practice, switches
are generally more efficient as they usually have more CPU and memory allocated to them, and
are generally much more expensive than a simple hub.

B: Switches are capable of VLAN configurations, but hubs are not.

E: Switches forward broadcasts and multicasts, by default, to all ports within the same VLAN. Only
routers block all broadcast traffic by default.

QUESTION NO: 3

When comparing and contrasting the similarities and differences between bridges and switches,
which of the following are valid statements? (Choose two)

A. Bridges and switches learn MAC addresses by examining the source MAC address of each
frame received.

B. A switch is a multiport bridge

C. Bridges and switches increase the size of a collision domain.

D. Bridges are faster than switches because they have fewer ports.
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Answer: A,B

Explanation:

Bridge is a Layer2 device, which is designed to create two or more LAN segments. Each segment
is an independent collision domain. Bridge is also created to provide more available bandwidth, Its
purpose is to filter the LAN traffic, making local traffic be in the local area, and those directed to
other parts of the LAN (sub) be forwarded there. Each NIC on each device has a unique MAC
address. Bridge will record the MAC address of each port and then make forwarding decisions
based on this MAC address table.

Switch is a device of the data link layer, it combines multiple physical LAN segments into a large
network.. Similar to bridge, the switch will transfer and flood the communication frames based on
the MAC address. Because the switching process is performed in hardware, the switching speed
of the switch is faster than that of a bridge performed by software. Regarding each switching port
as a mini-bridge, then each switching port will work as an independent bridge to provide full
medium??s bandwidth to each host.

The number of ports of bridges and switches are the same as that of collision domains. All ports
are in the same broadcast domain.

Both bridges and switches build the bridge table by listening to incoming frames and examining
the source MAC address in the frame.

Switches are multiport bridges that allow you to create multiple broadcast domains. Each
broadcast domain is like a distinct virtual bridge within a switch.

Incorrect Answers:

D: Switches are generally faster than bridges. Bridges also do not necessarily have fewer ports
than switches.

QUESTION NO: 4

As a network administrator, you will need to decide on the appropriate network devices to use.
Which of the following correctly describes the roles of devices in a WAN? (Choose three)

A. A modem terminates a digital local loop.

B. A CSU/DSU terminates a digital local loop.

C. A CSU/DSU terminates an analog local loop.

D. A modem terminates an analog local loop.

E. A router is commonly considered a DTE device.

Answer: B,D,E

Explanation:

Layer 2 switching is considered hardware-based bridging because it uses specialized hardware
called an application-specific integrated circuit (ASIC). ASICs can run up to gigabit speeds with
very low latency rates.
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A router is commonly considered to be a DTE device, while a CSU/DSU is considered the DCE
device.

Switches usually have higher port number then bridge. Generally bridges have two ports. Both
operates on Data link layer.

QUESTION NO: 5
Which of the following statements are true regarding bridges and switches? (Choose 3.)

A. Both bridges and switches make forwarding decisions based on Layer 2 addresses.
B. Switches have a higher number of ports than most bridges.

C. Switches are primarily software based while bridges are hardware based.

D. Both bridges and switches forward Layer 2 broadcasts.

E. Bridges define broadcast domains while switches define collision domains.

F. Bridges are frequently faster than switches.

G. Both bridges and switches make forwarding decisions based on Layer 2 addresses.

Answer: A,B,D

Explanation:

Both bridges and switches operate at the second layer of the OSI model, processing and
forwarding frames from the data-link layer.

Bridges are software based and switches are hardware based.

Switches have more ports than bridges.

Both bridges and switches forward frames based on MAC addresses.

QUESTION NO: 6

Refer to the exhibit. What two results would occur if the hub were to be replaced with a switch that
is configured with one Ethernet VLAN? (Choose two.)
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A. The number of broadcast domains would remain the same.
B. The number of collision domains would increase.

C. The number of collision domains would decrease.

D. The number of broadcast domains would decrease.

E. The number of collision domains would remain the same.
F. The number of broadcast domains would increase.

Answer: A,B

Explanation:

Basically, a collision domain is a network segment that allows normal network traffic to flow back
and forth. In the old days of hubs, this meant you had a lot of collisions, and the old CSMA/CD
would be working overtime to try to get those packets re-sent every time there was a collision on
the wire (since ethernet allows only one host to be transmitting at once without there being a traffic
jam). With switches, you break up collision domains by switching packets bound for other collision
domains. These days, since we mostly use switches to connect computers to the network, you
generally have one collision domain to a PC.

Broadcast domains are exactly what they imply: they are network segments that allow broadcasts
to be sent across them. Since switches and bridges allow for broadcast traffic to go unswitched,
broadcasts can traverse collision domains freely. Routers, however, don't allow broadcasts
through by default, so when a broadcast hits a router (or the perimeter of a VLAN), it doesn't get
forwarded. The simple way to look at it is this way: switches break up collision domains, while
routers (and VLANS) break up collision domains and broadcast domains. Also, a broadcast
domain can contain multiple collision domains, but a collision domain can never have more than
one broadcast domain associated with it.

Collision Domain: A group of Ethernet or Fast Ethernet devices in a CSMA/CD LAN that are
connected by repeaters and compete for access on the network. Only one device in the collision
domain may transmit at any one time, and the other devices in the domain listen to the network in
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order to avoid data collisions. A collision domain is sometimes referred to as an Ethernet
segment.

Broadcast Domain: Broadcasting sends a message to everyone on the local network (subnet).

An example for Broadcasting would be DHCP Request from a Client PC. The Client is asking for a
IP Address, but the client does not know how to reach the DHCP Server. So the client sends a
DHCP Discover packet to EVERY PC in the local subnet (Broadcast). But only the DHCP Server
will answer to the Request.

How to count them?

Broadcast Domain:

No matter how many hosts or devices are connected together, if they are connected with a
repeater, hub, switch or bridge, all these devices are in ONE Broadcast domain (assuming a
single VLAN). A Router is used to separate Broadcast-Domains (we could also call them Subnets
- or call them VLANS).

So, if a router stands between all these devices, we have TWO broadcast domains.

Collision Domain:

Each connection from a single PC to a Layer 2 switch is ONE Collision domain. For example, if 5

PCs are connected with separate cables to a switch, we have 5 Collision domains. If this switch is
connected to another switch or a router, we have one collision domain more.

If 5 Devices are connected to a Hub, this is ONE Collision Domain. Each device that is connected
to a Layer 1 device (repeater, hub) will reside in ONE single collision domain.

QUESTION NO: 7

Refer to the exhibit. The switch in the graphic has a default configuration and the MAC table is
fully populated. In addition, this network is operating properly. The graphic represents selected
header information in a frame leaving host A. What can be concluded from this information?

B>

Destination Source Destination Source

FFFF.FFFF.FFFF 000a.8a47.e612 192.168.14.1 152.1ﬁﬁtagﬁes
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A. The MAC address of host A is FFFF.FFFF.FFFF.

B. The router will forward the packet in this frame to the Internet.

C. The switch will only forward this frame to the attached router interface.
D. All devices in this LAN except host A will pass the packet to Layer 3.

Answer: D

QUESTION NO: 8

Which destination addresses will be used by Host A to send data to Host C? (Choose two.)

Host C  Email
Server

ActualTests

Host A Host B

A. the IP address of Switch 1

B. the MAC address of Switch 1

C. the IP address of Host C

D. the MAC address of Host C

E. the IP address of the router's EO interface

F. the MAC address of the router's EO interface

Answer: C,F

QUESTION NO: 9
Which two of the following are advantages of Layer 2 Ethernet switches over hubs? (Choose two.)

A. increasing the size of broadcast domains

B. filtering frames based on MAC addresses

C. allowing simultaneous frame transmissions

D. increasing the maximum length of UTP cabling between devices
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Answer: B,C

QUESTION NO: 10

Refer to the exhibit. SW1 and SW2 have default configurations. What will happen if host 1 sends a
broadcast?

A. Hosts 2, 3, and 4 will receive the broadcast.

B. Hosts 1, 2, 3, and 4 will receive the broadcast.

C. Host 2 and the Fa0/0 interface of R1 will receive the broadcast.

D. Hosts 1, 2 and the Fa0/0 interface of R1 will receive the broadcast.

E. Hosts 1, 2, 3, 4 and interface Fa0/0 of R1 will receive the broadcast.

F. Hosts 2, 3, 4, and interfaces Fa0/0 and Fa0/1 of R1 will receive the broadcast.

Answer: C

QUESTION NO: 11

As a frame leaves a Layer 3 device, the Layer 2 encapsulation information is changed from what it
was when it entered the device. For what two reasons can this happen? (Choose two.)

A. The data is moving from 10BASE-TX to 100BASE-TX.

B. The WAN encapsulation type has changed.

C. The data format has changed from analog to digital.

D. The source and destination hosts are in the same subnet.
E. The source and destination MAC addresses have changed.
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Answer: B,E

Explanation:
Section 2: Select the components required to meet a network specification (3 questions)

QUESTION NO: 12 DRAG DROP

Refer to the exhibit. Complete this network diagram by dragging the correct device name of
description name or description to the correct location. Not all the names or descriptions will be
used.
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QUESTION NO: 13
What are two reasons a network administrator would use CDP? (Choose two.)

A. to obtain VLAN information from directly connected switches

B. to determine the status of network services on a remote device

C. to determine the status of the routing protocols between directly connected routers
D. to verify the type of cable interconnecting two devices

E. to verify Layer 2 connectivity between two devices when Layer 3 fails

F. to obtain the IP address of a connected device in order to telnet to the device
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Answer: E,F

Explanation:

Cisco Discovery Protocol (CDP) is primarily used to obtain protocol addresses of neighboring
devices and discover the platform of those devices. CDP can also be used to show information
about the interfaces your router uses. CDP is an independent media protocol and runs on all
Cisco-manufactured devices including routers, bridges, access servers, and switches. It should be
noted that CDP is a protocol which works on the layer2. By default, multicast advertise is sent
every 60 seconds to 01-00-0 c-cc-cc-cc as the destination address . When reaching the holdtime
of 180 seconds , if not receiving the advertise from neighboring devices yet, the information of
neighboring devices will be cleared.

Cisco Discovery Protocol (CDP) is a proprietary protocol designed by Cisco to help administrators
collect information about both locally attached and remote devices. By using CDP, you can gather
hardware and protocol information about neighbor devices, which is useful info for troubleshooting
and documenting the network.

You can use:

Show cdp neighbor
Show cdp neighbor details
Commands to gather the information of connected neighbors.

QUESTION NO: 14

Refer to the exhibit. Two buildings on the San Jose campus of a small company must be
connected to use Ethernet with a bandwidth of at least 100 Mbps. The company is concerned
about possible problems from voltage potential differences between the two buildings. Which
media type should be used for the connection?

San Jose 1

A. coaxial cable

B. STP cable

C. UTP cable

D. fiber optic cable
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Answer: D

Explanation:

Current Ethernet technology typically comes via either copper UTP or fiber cables. In this scenario
the distance between the buildings is only 55 meters so either copper or fiber could be used, as
the distance limitation for 100M UTP Ethernet is 100 meters . However, fiber would be a better fit
as it is not prone to errors that could occur due to the voltage potential differences. Because fiber
is a dielectric material, it's not susceptible to electrical interference. FO-product vendors also claim
that fiber systems make secure communications easier. Interference immunity and lack of
emissions are givens in FO systems and in the fiber medium itself.

Section 3: Use the OSI and TCP/IP models and their associated protocols to explain how data
flows in a network (9 questions)

QUESTION NO: 15

It is known that the OSI model has seven layers. Can you tell me at which layers of the OSI model
WANSs operate? (Choose two.)

A. session layer
B. datalink layer
C. transport layer
D. physical layer

Answer: B,D

Explanation:

A WAN is a data communications network that covers a relatively broad geographic area and that
often uses transmission facilities provided by common carriers, such as telephone companies.
WAN technologies generally function at the lower two layers of the OSI reference model: the
physical layer and the data link layer as shown below.
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Note: Occasionally WAN's would also be considered to operate at layer 3, but since this question
asked for only 2 choices layers 1 and 2 are better choices.

QUESTION NO: 16

Which of the following correctly describe steps in the OSI data encapsulation process? (Choose
two)

A. The data link layer adds physical source and destination addresses and an FCS to the
segment.

B. The transport layer divides a data stream into segments and adds reliability and flow control
information.

C. The presentation layer translates bits into voltages for transmission across the physical link.

D. Packets are created when the network layer adds Layer 3 addresses and control information to
a segment.

Answer: B,D

Explanation:

The Application Layer (Layer 7) refers to communications services to applications and is the
interface between the network and the application. Examples include: Telnet, HTTP, FTP, Internet
browsers, NFS, SMTP gateways, SNMP, X.400 mail, and FTAM.

The Presentation Layer (Layer 6) defining data formats, such as ASCII text, EBCDIC text, binary,
BCD, and JPEG. Encryption also is defined as a presentation layer service. Examples include:
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JPEG, ASCII, EBCDIC, TIFF, GIF, PICT, encryption, MPEG, and MIDI .

The Session Layer (Layer 5) defines how to start, control, and end communication sessions. This
includes the control and management of multiple bidirectional messages so that the application
can be notified if only some of a series of messages are completed. This allows the presentation
layer to have a seamless view of an incoming stream of data. The presentation layer can be
presented with data if all flows occur in some cases. Examples include: RPC, SQL, NFS, NetBios
names, AppleTalk ASP, and DECnet SCP

The Transport Layer (Layer 4) defines several functions, including the choice of protocols. The
most important Layer 4 functions are error recovery and flow control. The transport layer may
provide for retransmission, i.e., error recovery, and may use flow control to prevent unnecessary
congestion by attempting to send data at a rate that the network can accommodate, or it might not,
depending on the choice of protocols. Multiplexing of incoming data for different flows to
applications on the same host is also performed. Reordering of the incoming data stream when
packets arrive out of order is included. Examples include: TCP, UDP, and SPX.

The Network Layer (Layer 3) defines end-to-end delivery of packets and defines logical
addressing to accomplish this. It also defines how routing works and how routes are learned; and
how to fragment a packet into smaller packets to accommodate media with smaller maximum
transmission unit sizes. Examples include: IP, IPX, AppleTalk DDP, and ICMP. Both IP and IPX
define logical addressing, routing, the learning of routing information, and end-to-end delivery
rules. The IP and IPX protocols most closely match the OSI network layer (Layer 3) and are called
Layer 3 protocols because their functions most closely match OSI's Layer 3.

The Data Link Layer (Layer 2) is concerned with getting data across one particular link or medium.
The data link protocols define delivery across an individual link. These protocols are necessarily
concerned with the type of media in use. Examples include: IEEE 802.3/802.2, HDLC, Frame
Relay, PPP, FDDI, ATM, and IEEE 802.5/802.2.

The Physical Layer (Layer 1) deals with the physical characteristics of the transmission medium.
Connectors, pins, use of pins, electrical currents, encoding, and light modulation are all part of
different physical layer specifications. Examples includes: EIA/TIA-232, V.35, EIA/TIA-449, V.24,
RJ-45, Ethernet, 802.3, 802.5, FDDI, NRZI, NRZ, and B8ZS.

The Transport Layer :

You can think of the transport layer of the OSI model as a boundary between the upper and lower
protocols. The transport layer provides a data transport service that shields the upper layers from
transport implementation issues such as the reliability of a connection. The transport layer
provides mechanisms for:

Segmenting upper layer applications The establishment, maintenance, and orderly termination of
virtual circuits Information flow control and reliability via TCP. Transport fault detection and
recovery

The Network Layer :
Layer three of the OSI model is the network layer.
The network layer creates and sends packets from source network to destination network.
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It provides consistent end-to-end packet delivery services and control information.
It creates and uses layer 3 addresses for use in path determination and to forward packets.
Incorrect Answers:
A: Although the data link layer adds physical (MAC) source and destination addresses, it adds it to
a frame, not a segment.
C: This correctly describes the physical layer, not the presentation layer.

QUESTION NO: 17

Refer to the exhibit. The network manager is evaluating the efficiency of the current network
design. RIPv2 is enabled on all Layer 3 devices in the network. What network devices participate
in passing traffic from the PC at 10.10.1.7 to File Server at 10.20.1.6 in the order that they will
forward traffic from source to destination?

Routar2

Switch2
—

VLAN 10 VLAN 20

File Server

w'zﬂﬂ-]fﬁialTests

A. Switchl, Switch2

B. Switch 1, Routerl, Switchl, Switch2
C. Switchl, Routerl, Router2, Switch2
D. Switchl, Switch2, Router2, Switch2

Answer: C

Explanation:

When data traffic is sent from the PC having the 10.10.1.7 IP address to the PC with 10.20.1.6 it
goes through Switclh, Routerl, Routerl, Switch2. Since the PC and server reside on different IP
subnets traffic will need to go through a router.

The gateway IP address of PC 10.10.1.7 is the router Switchl's Ethernet IP. So when sending the
data it goes to gateway through switchl. When packet reached to routerl it forwards to the router2
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based on the routing table. Finally, router2 forwards the packets to the switch2.

QUESTION NO: 18 DRAG DROP

Match the terms en theldeft with the appronriate OS5l laver on the right (Net all cptions are used)

bits

Network Layer

packets

UDP

IP addresses

segments

MAC addresses Transport Layer

windowing

routing

ACITATTESTS

swithing

Answer:

Match the terms on theleft with the appronriate OS] laver on the right (Not all options are used)

bits
Network Layer
packets e
uDP
IP addresses
IP addresses Fouting
segments
MAC addresses TS
windowing segments
routing windowing
AL Al TEStS
swithing UDP
Explanation:
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bits
MNetwork Layer
packets
packets
UDP
IP addresses
IP addresses =
routing
segments
MAC addresses o
windowing segments
routing windowing
swithing _ UDP  actualfrests

Network layer: Packets, IP addresses, routing
Transport Layer: UDP, segments, windowing

Physical layer: Bit, physical device, cable, NIC
Data link layer: MAC, NIC, Frame

QUESTION NO: 19
At which OSI layer is a logical path created between two host systems?

A. transport
B. network
C. session
D. physical
E. data link

Answer: B

Explanation:

The Network Layer (Layer 3) defines end-to-end delivery of packets and defines logical
addressing to accomplish this. It also defines how routing works and how routes are learned; and
how to fragment a packet into smaller packets to accommodate media with smaller maximum
transmission unit sizes. Examples include: IP, IPX, AppleTalk DDP, and ICMP. Both IP and IPX
define logical addressing, routing, the learning of routing information, and end-to-end delivery
rules. The IP and IPX protocols most closely match the OSI network layer (Layer 3) and are called
Layer 3 protocols because their functions most closely match OSI's Layer 3.

"Pass Any Exam. Any Time." - www.actualtests.com 17



Cisco 640-802: Practice Exam

QUESTION NO: 20

As a CCNA candidate, you need to know OSI model very well, a packet is the protocol data unit
for which layer of the OSI model?

A. network
B. presentation
C. session
D. data link

Answer: A

Explanation:
PDU, Protocol Data Unit, is a kind of communication data unit, bit for Data layer, frame for data
link layer, PDU for network layer, and message for transport layer.

QUESTION NO: 21

As data passes downward through the layers of the OSI model, it is encapsulated into various
formats.

Which of the following is the correct order of encapsulation?

A. Bit, frame, packet, segment
B. Segment, packet, frame, bit
C. Segment, frame, packet, bit
D. Bit, packet, frame, segment

Answer: B

Explanation:

The OSI is the Open System Interconnection reference model for communications. As illustrated
in Figure 1.1, the OSI reference model consists of seven layers, each of which can have several
sublayers. The upper layers of the OSI reference model define functions focused on the
application, while the lower three layers define functions focused on end-to-end delivery of the
data.
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QUESTION NO: 22

While troubleshooting a network connectivity problem, a technician observes steady link lights on

both the workstation NIC and the switch port to which the workstation is connected. However,

when the ping command is issued from the workstation, the output message "Request timed out.”

is displayed. At which layer of the OSI model does the problem most likely exist?

A. the access layer

B. the application layer
C. the network layer
D. the session layer

E. the data link layer
F. the protocol layer

Answer: C

Explanation:
The ICMP protocol operates at the network layer.
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QUESTION NO: 23

A receiving host computes the checksum on a frame and determines that the frame is damaged.
The frame is then discarded. At which OSI layer did this happen?

A. physical
B. session
C. data link
D. transport
E. network

Answer: C

Explanation:

The Data Link layer provides the physical transmission of the data and handles error notification,
network topology, and flow control. The Data Link layer formats the message into pieces, each
called a data frame, and adds a customized header containing the hardware destination and
source address. Protocols Data Unit (PDU) on Datalink layer is called frame. According to this
guestion the frame is damaged and discarded which will happen at the Data Link layer.

Section 4: Describe common networked applications including web applications (4 questions)

QUESTION NO: 24
Which of the following services use UDP? (Choose three.)

A. Telnet
B. TFTP
C. SNMP
D. DNS

Answer: B,C,D

Explanation:
Common TCP/UDP ports:
TCP ports:

20 FTP data
21 FTP control
23 Telnet

25 SMTP

53 DNS

80 WWWwW

100 POP3
UDP ports:

53 DNS
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69 TFTP
161 SNMP
Note: DNS use TCP for regional transmission, and use UDP for name inquiry.

QUESTION NO: 25

Refer to the graphic. Host A has established a connection with the HTTP server attached to
interface EO of the xyz router. Which of the following statements describe the information
contained in protocol data units sent from host A to this server? (Choose three.)

Exhibit:

A HTTP
sérver-

A. The destination IP address of a packet will be the IP address of the network interface of the
HTTP server.

B. The destination address of a frame will be the MAC address of the EOQ interface of the abc
router.

C. The destination address of a frame will be the MAC address of the HTTP server interface.

D. The destination port number in a segment header will have a value of 80.

E. The destination port number in a segment header will have a unique value greater than or equal
to 1023.

F. The destination IP address of a packet will be the IP address of the EO interface of the abc
router.

Answer: A,B,D

Explanation:
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HTTP uses TCP port 80. The source port will be chosen randomly, but not the destination TCP
port. The destination IP address will be left unchanged, and since HTTP server is on a remote
network, the destination MAC address will be the MAC address of the default gateway ( EO on
abc).

The exhibit shows the communications between the Host ABC and the HTTP Server. The port
number of the HTTP server is 80, HTTP Server is connected to the EO interface of the Router Xyz
, SO, the IP address is the IP address of EO interface .

Before sending data packets to the HTTP server, the Host ABC will first send ARP request, the EO
interface of Abc will receive this broadcast ARP information, but it will not forward this broadcast
information, so ARP request is still unreachable. Meanwhile, Abc knows the IP address of the
HTTP Server which is its destination, so it will use its EO interface to reply, that is the proxy ARP
reply, at this time ,the MAC address is the MAC address of EO interface of Abc .

Proxy ARP: Proxy ARP is evolved from ARP . If a computer without configuring the default
gateway wants to communicate with computers of other networks, when receiving ARP request
from the source computer , the gateway will use its own MAC address and the IP address of the
destination computer to reply to the source computer.

QUESTION NO: 26 DRAG DROP

Drag and drop the network user application to the appropriate description of its primary use. (Mot all oplions are used.)

provides & way to look at and interact with

e-mall information on the Internat
allows users to create and send text to other users in
wab browser real ime
allows users to send messages and fikes bo users on
or outside their network
instant message
allows users to store and retrieve information from a
central location
IP telephofry creates a space where users can interact on
COMMON projects
collaboration
ActualTests
databass

Answer:
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Drag and drop the network user application to the appropriate description of its primary use. (Mot all oplions are used.)

&-maill wab browser
INStant messags
wab browser
e-mail
instant message
database

IF telephomy
collaboration

collaboration

Aaahaes ActualTests

QUESTION NO: 27
Which of the following are associated with the application layer of the OSI model? (Choose two.)

A. IP

B. Telnet
C.TCP
D. FTP

E. ping
Answer: B,D

Explanation:

Ping operates at the network layer; TCP operates at the transportation layer; and IP operates at
the network layer.

Section 5: Describe the purpose and basic operation of the protocols in the OSI and TCP models
(7 questions)

QUESTION NO: 28

A TCP/IP transfer is diagrammed in the exhibit.
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Sender Receiver
Send 1
Send 2 %) Receive 1
Send 3 \) Receive 2
Receive 3
ArtualTests

A window size of three has been negotiated for this transfer. Which message will be returned from
the receiver to the sender as part of this TCP/IP transfer?

A. send ACK 3
B. send ACK 1-3
C.send ACK 4
D. send ACK 4-6

Answer: C
Explanation:
Client Server
Client State Server State
Wait For Server e ‘
assive Open:
Create TCB
Active Open: Create
TCB, Send SYN
v ™ Wait For Client
SYN
SYN-SENT
Wait for ACK Receive SYN, !
to SYN Send SYN+ACK
e
SYN+ACK
v  Receive SYN+ACK, e Wait for ACK
send ACK to SYN
~_&
ACK
¥
Receive ACK

TCP is knows as a reliable service. Reliable data delivery ensures the integrity of a stream of data
sent from one machine to the other through a fully functional data link. It guarantees that the data
won't be duplicated or lost. This is achieved through something called positive acknowledgment
with retransmission a technique that requires a receiving machine to communicate with the
transmitting source by sending an acknowledgment message back to the sender when it receives
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data.

The sender documents each segment it sends and waits for this acknowledgment before sending
the next segment. When it sends a segment, the transmitting machine starts a timer and
retransmits if it expires before an acknowledgment is returned from the receiving end. In this
case, 3 segments were received, so the receiver sends back an ACK value of 4 as it is expecting
the 4 th segment next.

QUESTION NO: 29

As a CCNA candidate, you will be expected to know the OSI model very well. Acknowledgements,
sequencing, and flow control are characteristics of which OSI layer?

A. Layer 3
B. Layer 5
C. Layer 4
D. Layer 2
E. Layer 7
F. Layer 6

Answer: C

Explanation:

Layer 2 data link layer: This layer implements data sub-frame and deals with flow control. The
layer also designates topology and provides hardware addressing;

Layer 3 network layer: This layer creates links between two nodes by addressing, including the
routing and data trunking through interconnected network;

Layer 4 transport layer: routine data transmission, connected or non-connected, Includes full-
duplex or half-duplex, flow control and error recovery services;

Layer 5 Session Layer: create links in-between two nodes. This service includes the establishment
connection in manners of half-duplex or full-duplex, although full-duplex can be dealt with in layer
4.

QUESTION NO: 30

As a teacher in Cisco academe, you need to describe the various types of flow control to your
students. Which of the following are types of flow control that can be used in a network? (Choose
three)

A. congestion avoidance
B. buffering
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C. windowing
D. load balancing

Answer: AB,C

Explanation:

Buffering, including receive buffer and send buffer, is a temporary data storage area. Windowing is
used for flow control, to prevent the flooding of data from sending end to receiving end, and thus
avoid over flow of receiving end buffer. The size of window use packet byte as a unit, not packet
amount. Windowing belongs to TCP flow control. Supported by monitoring network
communications loading, congestion avoiding mechanism is able to predict and avoid congestion
of common network bottlenecks point. With the use of complex algorithms (rather than simply
discarding Tail Drop) to discard the packet, switches can avoid congestion.

QUESTION NO: 31

As a CCNA candidate, you will be expected to know the OSI model very well.

Why does the data communication industry use the layered OSI reference model? (Choose two.)

A. It provides a means by which changes in functionality in one layer require changes in other
layers.

B. It encourages industry standardization by defining what functions occur at each layer of the
model.

C. It supports the evolution of multiple competing standards, and thus provides business
opportunities for equipment manufacturers.

D. It divides the network communication process into smaller and simpler components, thus aiding
component development, design, and troubleshooting.

Answer: B,D

Explanation:

The Open Systems Interconnection Basic Reference Model (OSI Reference Model or OSI Model)
is an abstract description for layered communications and computer network protocol design. It
was developed as part of the Open Systems Interconnection (OSI) initiative. In its most basic form,
it divides network architecture into seven layers which, from top to bottom, are the Application,
Presentation, Session, Transport, Network, Data-Link, and Physical Layers. It is therefore often
referred to as the OSI Seven Layer Model.

A layer is a collection of conceptually similar functions that provide services to the layer above it
and receives service from the layer below it. For example, a layer that provides error-free
communications across a network provides the path needed by applications above it, while it calls
the next lower layer to send and receive packets that make up the contents of the path.
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The OSI (Open System Interconnection) reference model was created as a reference point for
communications devices. A layered approach is used to segment the entire telecommunications
process into a series of smaller steps.

A is correct because it encourages a level of standardization by encouraging that functions be
compared to known layers. D is also correct because it allows engineers to focus on the
development, refining, and perfection of simpler components.

QUESTION NO: 32
Which of the following protocols uses both TCP and UDP ports?

A. FTP
B. Telnet
C. SMTP
D. DNS

Answer: D

Explanation:
For further information please check RFC1035, reference link http://www.ietf.org/rfc/rfc1035.txt

The following port numbers for the protocols listed above are as follows:

FTP: TCP Port 20 and 21

SMTP: TCP Port 25

Telnet: TCP Port 23

DNS: both TCP and UDP Port 53

QUESTION NO: 33
Which of the following services use TCP? (Choose three.)

A. SNMP
B. SMTP
C.FTP

D.HTTP

Answer: B,C,D

Explanation:

TCP (Transmission Control Protocol) is a transport layer protocol which is connection-oriented,
reliable, and based on byte-stream, usually stated by IETF RFC 793.

SMTP (Simple Mail Transfer Protocol): SMTP is a protocol that offers reliable and valid e-mail
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transmission.

FTP (File Transfer Protocol): it is used for two-way transmission of control document On the
Internet. It is also an application. Users are able to connect their PC to all servers operating FTP
protocol all over the world, access a large number of programs and information.

HTTP (HyperText Transfer Protocol) is used to send the WWW data. For further information,
please refer to RFC2616. HTTP protocol uses the request/response model. Client send a request
to server, which contains request methods, URI, protocol version, and message structure, similar
to MIME, which contains request modifier, customer information and content. Server use state as
a response, relevant content includes message protocol agreement, success or error code, server
information, entity meta-information and entity content if possible.

TCP (Transmission Control Protocol) is a reliable mechanism for data delivery. SMTP, FTP and
HTTP services use TCP via ports 25, 20/21, and 80, respectively.

QUESTION NO: 34
What is the purpose of an ARP request message?

A. It encapsulates the Layer 3 address and then passes the packet to Layer 2.

B. It binds the IP address of a host to the network that it is on.

C. It builds a correlation between an IP address and a MAC address.

D. It creates a session by passing a header with the destination Layer 2 address to the transport
layer.

E. It provides connectivity and path selection between hosts on a network.

Answer: C

QUESTION NO: 35 DRAG DROP

The left describes OSI layers, while the right provides some terms. Drag the items on the right to
the proper locations.
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Network Layer—

IP addresses

Transporl Layer

UDP

segments

packets

ouling . - Test

Answer:

Network Layer—

packets

IP addresses

routing

IP addresses

Transporl Layer

ubP

segments

segments

windowing

packets

UDP

rouling . - Test

Explanation:
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MNetwork Layer

packets |
windowing ].
IP addresses | ]
]
[ e———— = IP addresses
routing
UDP
Transporl Layer
segments
segments ‘
[ ; packets
| windowing
U
T : e = e ) 1
uDP ‘ routing ActualTests

Section 6: Describe the impact of applications (Voice Over IP and Video Over IP) on a network (1
guestion)

QUESTION NO: 36

A company is installing IP phones. The phones and office computers connect to the same device.
To ensure maximum throughput for the phone data, the company needs to make sure that the
phone traffic is on a different network from that of the office computer data traffic. What is the best
network device to which to directly connect the phones and computers, and what technology
should be implemented on this device? (Choose two.)

A. VLAN

B. hub

C.STP

D. subinterfaces
E. router

F. switch

Answer: AF

Explanation:
You can configure VLANSs on the switch to distinguish two types of data traffic.
Section 7: Interpret network diagrams (3 questions)

QUESTION NO: 37

Refer to the exhibit. A technician is investigating a problem with the network that is shown. The
router is a 2800 model and all switches are 2950 models. These symptoms have been observed:
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- All of the user hosts can access the Internet.
- None of the user hosts can access the server located in VLAN 9.
- All of the hosts can ping each other.

What could cause these symptoms?

ISP

ActualTests

A. Interface Fal/0 on the Routerl is down.

B. Interface S0/0 on the Routerl is down.

C. Trunking is not enabled on the link between Switch3 and Switch1l.
D. Interface Fa0/4 on Switchl is down.

Answer: D

Explanation:

A Router is used for communication between different VLANs and it is stated that none of the
hosts can access the server in VLAN 9 it means that there is no connection of the network with
router so FA1/0 is down. In this example, connectivity problems only occur with inter-VLAN
communication, which means the problem is with the routing element.

Incorrect Answers:

A: This choice is wrong because Host C can ping Host D so FAQ/5 cannot be down.

B: This may indeed be true, but until the LAN interface problems of the router are resolved, it is not
an issue. If this was the only problem, then there would be no problems with Host A trying to reach
Host C or D.

QUESTION NO: 38

Refer to the graphic. How many collision domains are shown?
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huh Routerd hub2

||_|EI_|E|I_|!|I_IEI_I§

A. four

B. one

C. six

D. fourteen
E. three

F. two

Answer: F

Explanation:
The hub cannot segment the network into collision domains. Each part connected to RouerA is
considered as a collision domain.

The multi-segment configuration guidelines apply only to a single Ethernet "collision domain." A
collision domain is formally defined as a single CSMA/CD network in which there will be a collision
if two computers attached to the system transmit at the same time. An Ethernet system composed
of a single segment or multiple segments linked with repeaters is a network that functions as a
single collision domain.

/ RN DTl:E:é] |
. | (LI ,.
~ DTE 1 DTE 2 d

"—\—|_|_\- —_
— —_

J— —_— —

mingle Collision Domain AttualTests

FIGURE 1 Repeater hubs create a single collision domain

The figure shows two repeater hubs connecting three computers. Since only repeater connections
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are used between segments in this network, all of the segments and computers are in the same
collision domain.

In the next figure, the repeaters and DTESs are instead separated by a router (packet switch) and
are therefore in separate collision domains, since routers do not forward collision signals from one
segment to another. Routers contain multiple Ethernet interfaces and are designed to receive a
packet on one Ethernet port and transmit the data onto another Ethernet port in a new packet.

Ilultiport Hwitching Hub
{Creates Separate
]_@-I: Collision Domains
-~ T e .
dm P L]
h
f et e
. [DTE1 / } q DTE 4 :
' ;oo /
) d ' DTE 3 d
. [DTE2}V.~ N e
e o~ — 7 ActyalTests
Collision Domain 1 Collision Dn::maintéJ

FIGURE 2 Routers creates separate collision domains

Instead of propagating collision signals between Ethernet segments, routers interrupt the collision
domain and allow the Ethernets they link to operate independently. Therefore, you can use packet
switching hubs to build larger network systems by interconnecting individual Ethernet systems.

QUESTION NO: 39

A network administrator is designing a new corporate internetwork. The corporation is concerned
about downtime due to link failure and also about link costs. Which topology will provide some
redundancy to increase reliability for all sites but will cost less than a fully redundant topology?
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A. Design4
B. Designl
C. Design2
D. Design3

Answer: C

Explanation:

Partial-mesh network topology in Frame Relay network should be considered (not all nodes have
the entire physical connection to other nodes), to reduce costs.

Take the following topology as an example:

=

AN
vice Provid 2D
Service Provider _ — —; s
/ ’rovid — 7 . W

@.
i
\

\

\

\

\

G-_;El%‘-" ActualTests

Section 8: Determine the path between two hosts across a network (7 questions)

QUESTION NO: 40
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Refer to the exhibit. What is the correct addressing for a frame and packet received by Host B
from Host A?

Router1 FADIO Router1 FAOM
IP: 192.168.24.1 & IP: 192.168.60.1
MAC: 0007.0e56.ab2e W:i MAC: 0007.0e8f.088a

Switch2
IP: 192.168.60.2
MAC: 0007.0e97.afde

Switch1
IP: 192.168.24.2
MAC: 0007.0e84.acef

HostA [ | [ ] Host B
IP: 192.168245 [—F — IP: 192.168.60.5
MAC: 00b0.dOef5f6a | . gty MAC: 0011.43¢a 2c98

A. Destination MAC: 0011.43da.2c98
Source MAC: 0070.0e8f.088a
Destination IP: 192.168.60.5

Source IP: 192.168.24.5

B. Destination MAC: 0011.43da.2c98
Source MAC: 00b0.d0Oef.5f6a
Destination IP: 192.168.60.5

Source IP: 192.168.24.5

C. Destination MAC: 0011.43da.2c98
Source MAC: 0070.0e8f.088a
Destination IP: 192.168.60.5

Source IP: 192.168.60.1

D. Destination MAC: 0011.43da.2c98
Source MAC: 0070.0e97.af4de
Destination IP: 192.168.60.5

Source IP: 192.168.60.2

Answer: A

Explanation:

When packets leave from the host, the packets contains the source MAC and IP of the host
address. The source and destination IP address will not change. Because the host knows that
the destination is on another subnet, it will forward the packet to the default gateway device, so the
destination MAC address will be of the default gateway, which is the FAO/O interface of routerl.

QUESTION NO: 41

Refer to the graphic. Workstation A in the Sales location is communicating with the server in the
Production location. What will be the source MAC address of the frames received by workstation A
from the server?

"Pass Any Exam. Any Time." - www.actualtests.com 35



Cisco 640-802: Practice Exam

Production

A. the MAC address of router interface el

B. the MAC address of host A

C. the MAC address of the server network interface
D. the MAC address of router interface e0

Answer: D

Explanation:

Whereas switches can only examine and forward packets based on the contents of the MAC
header, routers can look further into the packet to discover the network for which a packet is
destined. Routers make forwarding decisions based on the packet's network-layer header (such
as an IPX header or IP header). These network-layer headers contain source and destination
network addresses.

Local devices address packets to the router's MAC address in the MAC header. After receiving the
packets, the router must perform the following steps:

1. Check the incoming packet for corruption, and remove the MAC header . The router checks the
packet for MAC-layer errors. The router then strips off the MAC header and examines the network-
layer header to determine what to do with the packet.

2. Examine the age of the packet. The router must ensure that the packet has not come too far to
be forwarded. For example, IPX headers contain a hop count. By default, 15 hops is the maximum
number of hops (or routers) that a packet can cross. If a packet has a hop count of 15, the router
discards the packet.

IP headers contain a Time to Live (TTL) value. Unlike the IPX hop count, which increments as the
packet is forwarded through each router, the IP TTL value decrements as the IP packet is
forwarded through each router. If an IP packet has a TTL value of 1, the router discards the
packet. A router cannot decrement the TTL value to 1 and then forward the packet.

3. Determine the route to the destination. Routers maintain a routing table that lists available
networks, the direction to the desired network (the outgoing interface number), and the distance to
those networks. After determining which direction to forward the packet, the router must build a
new header. (If you want to read the IP routing tables on a Windows 95/98 workstation, type
ROUTE PRINT in the DOS box.)

4. Build the new MAC header and forward the packet. Finally, the router builds a new MAC header
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for the packet. The MAC header includes the router's MAC address and the final destination's
MAC address or the MAC address of the next router in the path.

Figure 5 shows the contents of a packet before and after it has been forwarded by a router. Figure
5 also shows the contents of the router's routing tables.

The network of the sales department and the production department is separated by the router.
From a technical point of view, regardless of data transmitted from the sales department to the
production department or the contrary, these data will be encapsulated and de-encapsulated

data will not have any change. Because of cross network segment addressing, IP addresses can
be used to locate for devices. But the layer2 MAC address will be replaced by a new in certain
network segment. In this subject, when receiving data from the host called server of the production
department to the host named workstation A of the sales department, the router will re-
encapsulate layer2 address to replace the MAC address whose MAC address is the address of its
EO interface .

QUESTION NO: 42

Refer to the exhibit. After HostA pings HostB, which entry will be in the ARP cache of HostA to
support this transmission?

Fa0/1 Fa0/1
; IP-10.1.2.5/30 : IP -192.168.4.6 /24
1-!!""""'"-n 4 MAC- 0D00f.2480.8917 ht!""‘i.l. MAC- 000f.2405.2425

Fa0/0
Fa0/0 IP -10.1.2.6 /30

IP -192.168.6.1 /24 i
MAC- 000f,2480.8916 MAC- 000f.2405.2424

IP - 192.168.6.2 /24

S
Fa0/24
MAC- 000f.2485.8918
Hitﬁ HostB
IP -192.168.6.27 /24 IP -192.168.4.7 /24
MAC - 0010.5a0c.fdB6 MAC - 001856t Feats
Gateway — 192.168.6.1 Gateway - 192.168.4.6
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C A
Interface Address lP!?.Y?"??'_.Ed‘!!eSS Type
192.168.4.7 0001.2480.8916 | dynamic

C B.

Interface Address JPhysical Address | Type
192.168.4.7 0010.5a0c.feae |dynamic

O
Interface Address | Physical Address | Type

192.168.6.1 0010.5a0c.feae | dynamic
oD

Interface Address |Physical Address Type

192.168.6.1 0001.2480.8916 | dynamic

CE
Interface Address Physical Address | Type
192.168.6.2 0010.5a0c.feae | dynamic

CF
Interface Address |Physical Address | Type
192.168.6.2 000f.2485.8918 | dynarniie™"

A. A

B.B

C.C

D. D

E.E

F.F

Answer: D

Explanation:

Configuring HostA with a default gateway to Routerl, HostA knows that the destination host-HostB
is in another network segment, so , Host A will not send ARP request directly to 192.168.4.7,
instead , it will achieve its purpose with the help of its gateway 192.168.6.1. Therefore, HostA will
send an ARP request to Routerl, the gateway will advertise back its MAC address of interface
Fa0/0. HostA will store this MAC address into its ARP cache.

When a host needs to reach a device on another subnet, the ARP cache entry will be that of the
Ethernet address of the local router (default gateway) for the physical MAC address. The
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destination IP address will not change, and will be that of the remote host (Router2).

QUESTION NO: 43

In the network below, host PC-A is transferring a file to the FTP server. Point A represents the
frame as it goes toward routerl. What will the Layer 2 destination address be at this point?

IP Address MAC Address

PC-A 192.168.1.5 abcd, 1123.0045

- falil (Router1) 182,188.1.1 abcd.2240,0035
fall0 |Router2) 192.168.7.1 aabb.7777.3333 ActualTests

FTP Server 192.168.7.17 aabb.5952.2222

A. abcd.2246.0035
B. 192.168.1.1

C. 192.168.7.17

D. abcd.1123.0045

Answer: A

Explanation:

For packets destined to a host on another IP network, the destination MAC address will be the
LAN interface of the router. Since the FTP server lies on a different network, the host will know to
send the frame to it's default gateway, which is Router1.

QUESTION NO: 44

Refer to the exhibit. Host A needs to send data to Host B. Which Layer 2 and Layer 3 destination
addresses will be used to send the data from Host A to Host B?
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FAQ/O IP: 192.168.24.1
FAOQ/O MAC: 0007.0e56.ab2e

FAOQM IP: 192.168.60.1
AO0/1 MAC: 0007.0e8f.088a

IP: 192.168.24.2 =

MAC: 0007.0e84.acefL SWitch1 |

I
!
|
IP: 192.168.24 .5 IP: 192.168.60.5
MAC: 00b0.d0ef.5f6a MAC: 0011.43da.2c9¢
S S ]

ActualTests
A

A. 192.168.24.2 and 0007.0e84.acef
B. 192.168.60.5 and 0007.0e56.ab2e
C. 192.168.60.5 and 0011.43da.2c98
D. 192.168.24.1 and 0007.0e56.ab2e

MAC: 0007.0e97.afde

Answer: B

Explanation:

When packets leave from the host, the packets contains the source MAC and IP of the host
address. The source and destination IP address will not change. Because the host knows that
the destination is on another subnet, it will forward the packet to the default gateway device, so the
destination MAC address will be of the default gateway, which is the FAO/O interface of router
Switch2.

QUESTION NO: 45

Refer to the exhibit. Host A is to send data to Host B. How will ROUTER1 handle the data frame
received from Host A? (Choose three.)
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S

- B
152.153.?0.5 192.168.40.5 192.168.60.5
Router1# show ip arp
Protocol Address Age(min) Hardware Addr Type Interface
Intemet 192.168.20.5 4 0000.0cO7.1892 ARFA  FastEtherneti0
Intermat  192.168.60.5 g 0000.0cO7.ac0d ARFA  FasiEthematlN
Internat  192.168.20.1 - 0000.0cO7 ands ARPA  FastEthemet(/0
Intermeat 192.168.40.5 2 0000.0cO7.4320 ARPA Fastethernet(/2
Intermnat 192.168.60.1 - 0000.0c63.1300 ARPA  Fastftmmetdid
Internet 192.168.40.1 - 0000.0c63.6965 ARPA  FastEthemetd/2

A. ROUTERL1 will strip off the destination MAC address and replace it with the MAC address of
Host B

B. ROUTERL1 will strip off the source IP address and replace it with the IP address on the
forwarding FastEthernet interface.

C. ROUTERL1 will forward the data frame out interface FastEthernet0/2.

D. ROUTERL1 will strip off the source MAC address and replace it with the MAC address on the
forwarding FastEthernet interface.

Answer: A,C,D

Explanation:

Whereas switches can only examine and forward packets based on the contents of the MAC
header, routers can look further into the packet to discover the network for which a packet is
destined. Routers make forwarding decisions based on the packet's network-layer header (such
as an IPX header or IP header). These network-layer headers contain source and destination
network addresses.

Local devices address packets to the router's MAC address in the MAC header. After receiving the
packets, the router must perform the following steps:

1. Check the incoming packet for corruption, and remove the MAC header . The router checks the
packet for MAC-layer errors. The router then strips off the MAC header and examines the network-
layer header to determine what to do with the packet.

2. Examine the age of the packet. The router must ensure that the packet has not come too far to
be forwarded. For example, IPX headers contain a hop count. By default, 15 hops is the maximum
number of hops (or routers) that a packet can cross. If a packet has a hop count of 15, the router
discards the packet.

IP headers contain a Time to Live (TTL) value. Unlike the IPX hop count, which increments as the
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packet is forwarded through each router, the IP TTL value decrements as the IP packet is
forwarded through each router. If an IP packet has a TTL value of 1, the router discards the
packet. A router cannot decrement the TTL value to 1 and then forward the packet.

3. Determine the route to the destination. Routers maintain a routing table that lists available
networks, the direction to the desired network (the outgoing interface number), and the distance to
those networks. After determining which direction to forward the packet, the router must build a
new header. (If you want to read the IP routing tables on a Windows 95/98 workstation, type
ROUTE PRINT in the DOS box.)

4. Build the new MAC header and forward the packet. Finally, the router builds a new MAC header
for the packet. The MAC header includes the router's MAC address and the final destination's
MAC address or the MAC address of the next router in the path.

Figure 5 shows the contents of a packet before and after it has been forwarded by a router. Figure
5 also shows the contents of the router's routing tables.

Figure 5: Routers forward packets based on the network address.

10100 = 10.2.0.0
| |

Metwork 10.1.0.0 Mask 255.255.0.0 Intertace 1
Metwork 10.2.0.0 Mask 255.255.0.0 Interface 2
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FARG Header: BALC Header:
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QUESTION NO: 46
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Refer to the exhibit. The partial frame shown in the exhibit displays select header information as it
arrives at the destination host. Which graphic represents the correct header information in the
responding frame returned to the remote host?

Destination Source

000d.56ad.a313 | 000a.8a47.e612

C A

Destination Source

000a.8a47.e612 | D00d.56ad.a313

< B.

Destination Source

000a.Ba47.e612 | 000d.56ad.a313

O ¢

Destination Source

000d.56ad.a313 | 000a.8ad7.e612

Destination Source

000a.Bad7.e612 | 000d.56ad.a313

Destination Source

000d.56ad.a313 | 000a.8a47.0612

A A
B.B
C.C
D.D
E.E

Answer: D

Explanation:

On the basis of the layer3 information of the datagram header provided in the subject, remote
devices and destination devices are in the same network segment. So , when remote devices
reply to this data, the source and the destination address of layer2 information will transfer order,
so do the layer3 and layer4 information.

Section 9: Describe the components required for network and Internet communications (0
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guestions) Section 10: Identify and correct common network problems at layers 1, 2, 3 and 7
using a layered model approach (4 questions)

QUESTION NO: 47 DRAG DROP

Answer image was added from the Engine.What kind of information can you deduce from an 10S
image file name?

A user is unable to connect to the Internet. Based on the layered approach to troubleshooting
and beginning with the lowest layer.Follow the guide and drag the contents to relevant

modules
Verify URL Step1
Verify NIC operation Step2
Verify IP configuration Step3
Verify Ethernet cable connection Stepd  ActualTests
Answer:

A user is unable to connect to the Internet. Based on the layered approach to troubleshooting
and beginning with the lowest layer.Follow the guide and drag the contents to relevant

modules
|
Verify URL Verify Ethernet cable conne
|
Verify NIC operation Verify NIC operation
|
Verify IP configuration Verify IP configuratior
1
Verify Ethernet cable connection VerffjiumLests

= |

Explanation:

Verify URL Verify URL
Verify IP configuration

Verify NIC operation

Verify Ethernet cable connection Jts

|
|
|

l [
| Verify NIC operation ;
| _[
| I

I
|
Verify IP configuration |
Verify Ethernet cable connection I

Source Taraet
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Steps, place here

Verify Ethernet cable connection

Verify NIC operation

Verify IP configuration

Verify URL ActualTests

Step 1 ---- Check cable (Layer 0)

Step 2 ---- Check NIC (Layer 1, 2)

Step 3 ---- Check IP address (Network layer)
Step 4 ---- Check URL (Application layer)

QUESTION NO: 48

Refer to the exhibit. The two connected ports on the Switch3 are not turning orange or green.
What would be the most effective steps to troubleshoot this physical layer problem? (Choose
three.)

EROIE% a & Switch3 |~ A

A. Ensure that the Ethernet encapsulations match on the interconnected Router2 and Switch3
ports.

B. Reseat all cables.

C. Ensure that cables A and B are straight-through cables.

D. Ensure the Switch3 has power.

Answer: B,C,D

Explanation:
Straight-through cables are used to connect hosts to a switch (or hub) and routers to a switch (or
hub). See the table below:
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Hub Switch | Router |Workstation
Hub Crossaver |Crossaver | Straight | Straight
Switch Crossaver |Crossaver | Straight | Straight
Router straight | straight | Crossaover %Lqiaaqaf_egqfq
Workstation |Straight | Straight | Crossover | Crossover

Incorrect Answers:
A: This would mean that there was a layer 2 issue, not layer 1. If the problem was related to the
encapsulation, the lights on the switch would indicate layer 1 activity.

QUESTION NO: 49

Refer to the exhibit. A problem with network connectivity has been observed. It is suspected that
the cable connected to switch port Fa0/9 on Switchl is disconnected. What would be an effect of
this cable being disconnected?

ISP

A. Host B would not be able to access the server in VLAN9 until the cable is reconnected.

B. The transfer of files from Host B to the server in VLAN9 would be significantly slower.

C. For less than a minute, Host B would not be able to access the server in VLAN9. Then normal
network function would resume.

D. Communication between VLAN3 and the other VLANSs would be disabled.

Answer: C

Explanation:

After Fa0/9 is down, the topology is changed. The protocol builds a new topology. When the new
topology is being built, the devices that communicate with other devices through Fa0/9 experience
communication problems. Then normal network function would resume.

Spanning-Tree Protocol (STP) is a Layer 2 protocol that utilizes a special-purpose algorithm to
discover physical loops in a network and effect a logical loop-free topology. STP creates a loop-
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free tree structure consisting of leaves and branches that span the entire Layer 2 network. The
actual mechanics of how bridges communicate and how the STP algorithm works will be
discussed at length in the following topics. Note that the terms bridge and switch are used
interchangeably when discussing STP. In addition, unless otherwise indicated, connections
between switches are assumed to be trunks.

STP keeps the port either in block or in forward states, when forward port disconnect then within
the less then a minute blocked port comes into forward state so packets starts to go through new
forward port.

The Spanning Tree Protocol (STP) would identify the best path as well as alternate path to reach
in proper destination. In a redundant link, if the primary link fails then the secondary links will
automatically start after few minutes. If port Fa0/9 became disconnected, then the packets would
be re-routed automatically using the A-Switch2-Switch3 path.

QUESTION NO: 50
Which line from the output of the show ip interface command indicates a layer 1 problem?

A. Serial0/1 is up, line protocol is down

B. Serial0/1 is down, line protocol is down

C. Serial0/1 is up, line protocol is up

D. Serial0/1 is administratively down, line protocol is down

Answer: B

Explanation:
Section 11: Differentiate between LAN/WAN operation and features (2 questions)

QUESTION NO: 51
Which statement is true about full-duplex Ethernet in comparison to half-duplex Ethernet?

A. Full-duplex Ethernet uses a loopback circuit to detect collisions. Half-duplex Ethernet uses a
jam signal.

B. Full-duplex Ethernet can provide higher throughput than can half-duplex Ethernet of the same
bandwidth.

C. Full-duplex Ethernet consists of a shared cable segment. Half-duplex Ethernet provides a point-
to-point link.

D. Full-duplex Ethernet uses two wires to send and receive. Half-duplex Ethernet uses one wire to
send and receive.
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Answer: B

Explanation:

Full-duplex Ethernet uses two pairs of wires instead of one wire pair like half duplex. And full
duplex uses a point-to-point connection between the transmitter of the transmitting device and the
receiver of the receiving device. This means that with full-duplex data transfer, you get a faster
data transfer compared to half duplex.

Full-duplex mode: when data sending and receiving split stream, and transmit through two
different transmission lines, both communication sides are able to send and receive at the same
time, this kind of transmission is called full-duplex;

Half duplex manner: If a single transmission line is used both for sending and receiving, although
the data can be transmitted in two directions, but the two sides can not simultaneously send and
receive data, such transmission is half-duplex.

CSMA/CD is used to detect whether conflict protocol exists in half-duplex Ethernet. It is a half-
duplex Ethernet work mode.

Full-duplex mode will use two links to distinguish between send and receive action, and thus avoid
conflict domain.

To use full-duplex, the following requirements are required:

1. P2P Link, or point-to-point connection;

2. Both nodes support full-duplex;

3. Close conflict detection (CSMA/CD).

QUESTION NO: 52

You work as a network engineer, study the exhibit carefully. Host B is actively communicating
through Ethernet with the server. Host A has frames to send to the Internet. How will host A
proceed?
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MAC Addresses:
A - 1012.2332.ABCD

B - 1012.2300.1212

C - 1012.2305.3C3C
gt gade- D - 1012.2311.04AA

. Server - 1002.0002.1654

Server
ActualTests

A. Host A will listen and transmit when there is no traffic on the segment.

B. Host A can send its frames at any time because it will be sending them through the router.
C. Host A will immediately begin transmitting because the destination is different.

D. Host A must wait for the server to reply to host B before transmitting.

Answer: A

Explanation:

The objective of this subject is to examine the examinee's understanding of CSMA/CD:

Ethernet is a type of LAN medium which works at the data link layer. Ethernet sends information
by use of CSMA/CD(Carrier Sense Multiple Access/Collision Detection) in the shared
environment. In the traditional or the hub-based Ethernet environment, only one NIC can
successfully send frames at a certain moment. However, all NICs can listen before transmitting at
the same time. Before transmitting frames, NIC will check to see whether the cable is busy, if there
are no data frames being transmitted on cable, NIC will send its own frames ,otherwise it will not
transmit frames until the completion of the previous transmission.

In this example, PC and server are connected to one hub. Therefore, PCA will listen first before
sending data frames.

QUESTION NO: 53

Refer to the exhibit. What kind of cable should be used to make each connection that is identified
by the numbers shown?
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—

R

End-user
Workstation

A. 1 - Ethernet straight-through cable
2 - Ethernet crossover cable

3 - serial cable

4 - Ethernet straight-through cable

B. 1 - Ethernet rollover cable

2 - Ethernet crossover cable

3 - serial cable

4 - null modem cable

C. 1 - Ethernet straight-through cable
2 - Ethernet crossover cable

3 - serial cable

4 - rollover cable

D. 1 - Ethernet crossover cable

2 - Ethernet straight-through cable

3 - fiber optic cable

4 - rollover cable

E. 1 - Ethernet straight-through cable
2 - Ethernet straight-through cable

3 - serial cable

4 - rollover cable

Answer: E

Explanation:

When connecting other devices to a switch, such as a router or workstations, a straight through
cable is used. The only exception to this rule is when you are connecting another switch to a

e 5
.,axFramE Relay [ -

connected to con

switch, in which case a cross over cable should be used.

For a serial connection to another router or to a WAN, a serial cable should be used. Finally,
when connecting directly to the console port of a Cisco device, a rollover cable should be used.

This cable is also commonly referred to as a console cable.

'ﬂ@[ﬂ%ﬂ'! Bsts
sole po
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QUESTION NO: 54

The network administrator is connecting PC hosts A and B directly through their Ethernet
interfaces as shown in the graphic. Ping attempts between the hosts are unsuccessful. What can
be done to provide connectivity between the hosts? (Choose two.)

Straight-thraugh cable

IP address: 192.1.1.20 IP address: 192.401.20Ests
Subnet mask: 255.255.255.240 Subnet mask: 255.255.255.240

A. The hosts must be reconfigured to use private IP addresses for direct connections of this type.
B. A default gateway needs to be set on each host.

C. The subnet masks should be set to 255.255.255.0.

D. A crossover cable should be used in place of the straight-through cable.

Answer: C,D

Explanation:

This problem is due to the misconfiguration of subnet mask as well as the fact that a straight-
through cable is used to connect the two devices. To ensure connectivity, the correct subnet
mask needs to be used so that the two devices are in the same subnet and when connecting two
PC's back to back a crossover cable should be used.

First, from the IP address mask we can see that although both the two hosts are in 28 bit network,
this subnet 192.1.1.0 can only include 15 hosts, because the two hosts do not belong to the same
subnet. You may change the mask to make the two hosts belong to the same network segment.
Second, the connection between hosts and hosts should use cross-line rather than straight line.
Straight line is used to connect network devices.

QUESTION NO: 55

Refer to the exhibit. Assuming none of the switches autoconfigure, which of the topologies are
properly cabled to allow the administrator to ping Host1 from the router?

"Pass Any Exam. Any Time." - www.actualtests.com 51



Cisco 640-802: Practice Exam

T

Stralght
[ Y]

Host Connecied o convole pon Hostl Connecied to convole port
VLAN S VLANS
Stalght
thi
D
Cressove Crossower
Suaight
thisugh
Network Admisivy ator
Hosrt e A i R R R ot
| VLAN & VIANS
A A
B.B
C.C
D.D
Answer: A
Explanation:

When connecting other devices to a switch, such as a router or workstations, a straight through
cable is used. The only exception to this rule is when you are connecting another switch to a
switch, in which case a cross over cable should be used. For a serial connection to another router
or to a WAN, a serial cable should be used. Finally, when connecting directly to the console port of
a Cisco device, a rollover cable should be used. This cable is also commonly referred to as a

console cable.

QUESTION NO: 56

You work as a network technician. Please study the exhibit carefully. What types of cables are
recommended to make the connections that are shown?
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e

—

Canaale connection

Smtch?- - g

‘ ‘/ ActualTests

A. A-straight-through
B-crossover
C-rollover
D-straight-through
E-straight-through

B. A-rollover
B-straight-through
C-straight-through
D-rollover
E-crossover

C. A-straight-through
B-straight-through
C-rollover
D-straight-through
E-straight-through

D. A-crossover
B-straight-through
C-rollover
D-straight-through
E-straight-through

Answer: D

Explanation:

Crossover is used to connect two hosts; straight-through is to connect network devices and hosts,
or network devices and network devices; rollover is mainly used to connect workstations and COM
interface of network devices.

Crossover Cables are Used to Connect :
Host to Host (Peer to Peer) Networking
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Switch to Switch

Hub to Hub

Computer to Router's Ethernet Port
Straight through Cable:

Host to Switch

Host to Hub

Switch to Router

Serial Cable:

Router's Serial Port to Serial Port
Rollover Cable :

To connect Router/Switch Console port.

QUESTION NO: 57

Which set of terms correctly identifies the cable types shown in the exhibit? Assume that none of

the switches autoconfigure.

A
Fa0/1

sz

A. A: crossover

B. crossover

C. rollover

D. A: crossover

E. straight-through
F. rollover

G. A: straight-through
H. straight-through
l. rollover

J. A: crossover

K. straight-through
L. straight-through
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Answer: B

Explanation:

For Ethernet, use crossover cable for connection between DTE devices or connection from DCE
to DCE devices; use straight-through cable for connection from DTE to DCE. DCE device is a hub
or switch. Rollover cable is not used to connect Ethernet, which is used to connect host and port
com of the router. The cable to connect console port is known as console cable.

QUESTION NO: 58

You work as a network technician. Please study the exhibit carefully. Host PC-A has been added
to the network. Which type of cable should be used between Switc2h and host PC-A?

=
Switch1 ﬁ “\!%
bcol

Switch3 ) %"'

B
5

ArctualTests
X

A. straight-through cable
B. console cable

C. rollover cable

D. crossover cable

Answer: A

Explanation:

The same layer devices use crossover cable to connect, which is to connect two computers;
different layer devices use straight-through cable to connect, which is to connect network devices
and computers or network devices and network devices; rollover cable is used to connect host and
the com interface of router.

Straight-through cables are used to connect hosts to a switch (or hub) and routers to a switch (or
hub). See the table below:
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Hub Switch | Router |Workstation
Hub Crossaver |Crossaver | Straight | Straight
Switch Crossaver |Crossaver | Straight | Straight
Router straight | straight | Crossaover %Lqiaaqaf_egqfq
Workstation |Straight | Straight | Crossover | Crossover

QUESTION NO: 59

Choose suitable connecting cables for the following two network equipment connection graphs
(Choose two.)

Fa0/24 Fa0/24

"~

QB Fa0/0

alTests

A. QA --- straight-through
QB --- straight-through

B. QA --- Crossover

QB --- Crossover

C. QA --- straight-through
QB --- Crossover

D. QA --- Crossover

QB --- straight-through

Answer: B

Explanation:
Devices of the same layer are connected by crossover cable, while devices of different layers are
connected by straight-through cable.

Router ------ Crossover ------- Router
Router ------ Crossover ------- PC

Router ------ straight-through ------- Switch
Switch ------ straight-through ------- PC
Switch ------ Crossover ------- Switch
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In addition, types of cables for special interfaces are used depending on the actual situations.

QUESTION NO: 60 DRAG DROP

Drag the options on the right to the proper locations.

| Access Port | carries traffic for a multiple VLAN

carries lraffic for a single VLAN

uses a straight-through cable to connect a device

Facilitalcs interVLAN communications when
connecled o a Layer 3 device

Trunk Port
uses B02.1q to identify traffic from different VLANS
connecls an end-user workstation to a switch
ActualTests
Answer:
| fcrass Pan carries traffic for a multiple VLAN
carries traffic for a single VLAN

carries traffic for a single VLAN

connects an end-user workstation to a switch

uses a straight-through cable to connect a device

i uses a straight-through cable to connect a device

Facilitatcs interVLAN communications when
connecled o a Layer 3 device

[ Trunk Port |

uses 802.1q to identify traffic from different VLANS uses 802.1q to identify traffic from different VLANS

canries traffic for a multiple VLAN connects an end-user warkstation to a switch

Faciltalcs interVLAN communications when ActualTests
connecled lo a Layer 3 device

Explanation:

[ Access Forl carries tralfic for a multiple VLAN

cames traffic for a singie VLAN

camies fraffic for a single VLAN

connects an end-usac worksiation o a swilch l

uses a siraighl-through cable to connect a device

uses a straighl-through cable to connect a device

Facilitalcs interVLAN communications when
connected fo a Layer 3 device

Trunk Port |

502,13 1o Kioniy £afho fromm Gliorort VLS |'umm1qw|ﬁmw traffic from differant VLANS
TR T connects an end-user workslation 1o a switch
[ Facilitalcs interVLAN communications when ArctualTests

connecied o 8 Layer 3 dovice

Section 2: Explain the technology and media access control method for Ethernet networks (4
guestions)
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QUESTION NO: 61
Which one of the following statements is the media access method that Gigabit Ethernet uses?

A. CSMA/CA
B. CSMA/CD
C. point-to-point
D. token passing

Answer: B

Explanation:

Carrier Sense Multiple Access/Collision Detect (CSMA/CD) is the protocol for carrier transmission
access in 10/100/1000 Ethernet networks. On Ethernet, any device can try to send a frame at any
time. Each device senses whether the line is idle and therefore available to be used. If it is, the
device begins to transmit its first frame. If another device has tried to send at the same time, a
collision is said to occur and the frames are discarded. Each device then waits a random amount
of time and retries until successful in getting its transmission sent. CSMA/CD is specified in the
IEEE 802.3 standard.

Reference: http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci213869,00.html

QUESTION NO: 62

A network administrator wants to control which user hosts can access the network based on their
MAC address. What will prevent workstations with unauthorized MAC addresses from connecting
to the network through a switch?

A. port security
B. RSTP
C.STP

D. BPDU

Answer: A

Explanation:

Understanding How Port Security Works :

You can use port security to block input to an Ethernet, Fast Ethernet, or Gigabit Ethernet port
when the MAC address of the station attempting to access the port is different from any of the
MAC addresses specified for that port. Alternatively, you can use port security to filter traffic
destined to or received from a specific host based on the host MAC address.

When a secure port receives a packet, the source MAC address of the packet is compared to the
list of secure source addresses that were manually configured or autoconfigured (learned) on the
port. If a MAC address of a device attached to the port differs from the list of secure addresses,
the port either shuts down permanently (default mode), shuts down for the time you have
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specified, or drops incoming packets from the insecure host. The port's behavior depends on how
you configure it to respond to a security violation.

If a security violation occurs, the Link LED for that port turns orange, and a link-down trap is sent
to the Simple Network Management Protocol (SNMP) manager. An SNMP trap is not sent if you
configure the port for restrictive violation mode. A trap is sent only if you configure the port to shut
down during a security violation.

Reference:
http://www.cisco.com/en/US/products/hw/switches/ps700/products_configuration_guide chapterO
9186a008007fal3.html#xtocid256011

QUESTION NO: 63

When you consider half-duplex and full-duplex Ethernet, what are unique for half-duplex Ethernet?
(Choose two.)

A. Half-duplex Ethernet operates in an exclusive broadcast domain.
B. Half-duplex Ethernet has efficient throughput.

C. Half-duplex Ethernet operates in a shared collision domain

D. Half-duplex Ethernet has lower effective throughput.

Answer: C,D

Explanation:

A single device could not be sending a frame and receiving a frame at the same time because it
would mean that a collision was occurring. So, devices simply chose not to send a frame while
receiving a frame. That logic is called half-duplex logic.

Ethernet switches allow multiple frames to be sent over different ports at the same time.
Additionally, if only one device is connected to a switch port, there is never a possibility that a
collision could occur. So, LAN switches with only one device cabled to each port of the switch
allow the use of full-duplex operation. Full duplex means that an Ethernet card can send and
receive concurrently.

Incorrect Answers:

A: Full duplex effectively doubles the throughput of half-duplex operation, because data can be
both sent and received at the full 10/100 speed.

B: In half duplex operation, the network is shared between all devices in the collision
domain.Reference: CCNA Self-Study CCNA INTRO exam certification Guide (Cisco Press, ISBN
1-58720-094-5) Page 62-63.

QUESTION NO: 64

For what two purposes does the Ethernet protocol use physical addresses? (Choose two.)
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A. to uniquely identify devices at Layer 2

B. to allow communication with devices on a different network

C. to differentiate a Layer 2 frame from a Layer 3 packet

D. to establish a priority system to determine which device gets to transmit first
E. to allow communication between different devices on the same network

F. to allow detection of a remote device when its physical address is unknown

Answer: A,E

Explanation:
Section 3: Explain network segmentation and basic traffic management concepts (6 questions)

QUESTION NO: 65

Which of the following statements describe the network shown in the graphic? (Choose two.)

ctu allTests
Sales Production

A. There are four broadcast domains in the network.
B. There are five collision domains in the network.
C. There are four collision domains in the network.
D. There are two broadcast domains in the network.
E. There are six broadcast domains in the network.
F. There are seven collision domains in the network.

Answer: D,F

Explanation:

A hub is both a broadcast domain and a collision domain.

A switch is a broadcast domain and each interface of a switch is a collision domain.
Each interface of a router is a broadcast domain.
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EO and E1 are interfaces of the router; therefore, EO and E1 are broadcast domains. There are
two broadcast domains in the network.

The hub connected to the EO interface of the router is a collision domain.

The switch connected to the E1 interface of the router is a collision domain.

The five PCs connected to the switch are five collision domains.

Therefore, there are seven collision domains in the network.

In this network we have a hub being used in the Sales department, and a switch being used in the
Production department. Based on this, we have two broadcast domains: one for each network
being separated by a router. For the collision domains, we have 5 computers and one port for E1
so we have 6 collision domains total because we use a switch in the Production Department so 5
are created there, plus one collision domain for the entire Sales department because a hub is
being used.

QUESTION NO: 66

Both Switches and Hubs are used in the network, please study the exhibit carefully, how many
broadcast domains are shown in the graphic assuming only the default VLAN is configured on the
switches?

SwWiItch Switch

A. one
B. twelve
C. six
D. two

Answer: A

Explanation:

VLAN (Virtual Local Area Network) technology is to solve the problem that switches can't limit
broadcast within the LAN interconnection. This technology can divide a LAN into more logical
LAN- VLAN, each VLAN is a broadcast domain, the communication between the hosts within a
VLAN is like that of the hosts in a LAN, while the communication can't be achieved between
VLANS directly. Thus the broadcast datagram is limited within a LAN. Based on the network
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structure shown in the above figure, there is only one default VLAN for two switches, so they are in
the same broadcast domain and can communicate with each other.

A broadcast domain is a logical division of a computer network, in which all nodes can reach each
other by broadcast at the data link layer.

In terms of current popular technologies: Any computer connected to the same Ethernet repeater
or switch is a member of the same broadcast domain. Further, any computer connected to the
same set of inter-connected switches/repeaters is a member of the same broadcast domain.
Routers and other higher-layer devices form boundaries between broadcast domains.

This is as compared to a collision domain, which would be all nodes on the same set of inter-
connected repeaters, divided by switches and learning bridges. Collision domains are generally
smaller than, and contained within, broadcast domains. In this case, since all devices belong to
the default VLAN (VLAN 1) they all belong to the same broadcast domain.

QUESTION NO: 67
What are some of the advantages of using a router to segment the network? (Choose two.)

A. Filtering can occur based on Layer 3 information.
B. Broadcasts are eliminated.

C. Routers generally cost less than switches.

D. Adding a router to the network decreases latency.
E. Broadcasts are not forwarded across the router.

Answer: AE

Explanation:

By using a router to segment the network, we can

1. Control the traffic across Layer 3 and filter data based on Layer 3 information.
2. Reduce broadcasts to save on network resources and improve efficiency.

When the router's interface receives the broadcast, it discard the broadcast without forwarding it
on to other networks. Even though routers are known for breaking up broadcast domains by
default, it's important to remember that they break up collision domains as well.

There are two advantages of using routers in your network:

* They don't forward broadcasts by default.

* They can filter the network based on layer 3 (Network layer) information (e.g., IP address) by
using 10S based firewall ie. ACL

Four router functions in your network can be listed as follows:

* Packet switching

* Packet filtering

* Internetwork communication
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* Path selection

QUESTION NO: 68
How does replacing a hub with a switch affect CSMA/CD behavior in an Ethernet network?

A. In increases the size of the collision domain by allowing more devices to be connected at once.
B. It effectively eliminates collisions.

C. It reduces the total amount of bandwidth available to each device.

D. It decreases the amount of time that a jam signal must be sent to reach all network devices.

Answer: B

Explanation:

If all network segments in the Ethernet connect with repeaters, because they can not avoid
conflict, they remain in the same conflict domain. Switches can be used effectively prevent conflict,
but not HUB. Because switch can choose route using physical address, each of its port is a
conflict domain. But HUB has no such ability, it will only send out the received data through
broadcast, which will easily cause broadcasting storm. All of its ports are in a single conflict
domain.

Ethernet hubs use a process with the name carrier sense multiple access collision detect
(CSMA/CD) to communicate across the network. Under CSMA/CD, a node does not send out a
packet unless the network is clear of traffic. If two nodes send out packets at the same time, a
collision occurs and the packets are lost. Then, both nodes wait for a random amount of time and
retransmit the packets. Any part of the network where packets from two or more nodes can
interfere with each other is a collision domain. A network with a large number of nodes on the
same segment often has a lot of collisions and, therefore, a large collision domain.

Switching on the other hand allows a network to maintain full-duplex Ethernet. Before switching
existed, Ethernet was half duplex. Half duplex means that only one device on the network can
transmit at any given time. In a fully switched network, nodes only communicate with the switch
and never directly with each other. In the road analogy, half duplex is similar to the problem of a
single lane, when road construction closes one lane of a two-lane road. Traffic attempts to use the
same lane in both directions. Traffic that comes one way must wait until traffic from the other
direction stops in order to avoid collision.

Fully switched networks employ either twisted pair or fiber-optic cable setups. Both twisted pair
and fiber-optic cable systems use separate conductors to send and receive data. In this type of
environment, Ethernet nodes can forgo the collision detection process and transmit at will; these
nodes are the only devices with the potential to access the medium. In other words, the network
dedicates a separate lane to traffic that flows in each direction. This dedication allows nodes to
transmit to the switch at the same time that the switch transmits to the nodes. Thus, the
environment is collision-free.
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Reference: How LAN Switches Work
http://www.cisco.com/en/US/tech/tk389/tk689/technologies _tech_note09186a00800a7af3.shtml

QUESTION NO: 69

Refer to the exhibit. How many broadcast domains exist in the exhibited topology?

VLAN
trunk

A. three
B. four
C. two
D. six
E. five
F. one

Answer: A

Explanation:
From the features of the VLAN, we know that a VLAN is a broadcast domain. There are three
VLANSs in the exhibit, so three broadcast domains exist in the exhibited topology.

QUESTION NO: 70

A network associate is trying to understand the operation of the FLD Corporation by studying the
network in the exhibit. The associate knows that the server in VLAN 4 provides the necessary
resources to support the user hosts in the other VLANSs. The associate needs to determine which
interfaces are access ports. Which interfaces are access ports? (Choose three.)
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A. Switchl - Fa 0/2
B. Switchl - Fa 0/9
C. Switch2 - Fa 0/3
D. Switch2 - Fa 0/4
E. Switch2- Fa 0/8
F. Router - Fa 1/0

Answer: A,C,D

Explanation:
Section 4: Explain basic switching concepts and the operation of Cisco switches (16 questions)

QUESTION NO: 71 DRAG DROP

Drag and drop question. Drag the items to the proper locations.

| In order to complete a basic swilch configuration, drag each swilch 102 command on the left lo its purpose on the right,

allows accass o high-level testing commands, such
ip default-gateway 3¢ debug
allows access to configuration commands that affect
interface vian 1 the system as a whole
sets the system name
hostname
aclivates the interface configuration maode for VLAN
1
ip address
anabiles the switch management interface
enable sels the switch management IP address
allowes the switch to be managed from remate
no shutdown netwaris
ActualTests
configure terminal

Answer:
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In order to complete a basic swilch configuration, drag each switch 105 command on the left lo its purpose on the right.

allows access to high-level testing commands, such
as debug

allows the switch to be managed from remoate
natworks

- allowes access to configuration commands that affect
activates the interface configuration mode for VLAN the system as awhols
1

5&ts the system name

5ets the system name

aclivates the interface configuration mode for WYLAN
1

sals the swtch management IP address
enables the switch management interface

allows access o high-level testing commands, such

at debug sals the switch managameant IF address

allows the switch to be managed from remote
natworks

enables the switch management interface

alloves access to configuration commands that affiect ArtualTests

the system a5 a whole

QUESTION NO: 72

Refer to the exhibit. After the power-on self test (POST), the system LED of a Cisco 2950 switch
turns amber. What is the status of the switch?

RO PlosT statun
LELD LED=

Syratod
LED

LELr=

A. The switch has a problem with the internal power supply and needs an external power supply to
be attached.

B. The switch has experienced an internal problem but data can still be forwarded at a slower rate.
C. The POST was successful.

D. POST failed and there is a problem that prevents the operating system of the switch from being
loaded.

Answer: D

Explanation:
When switch is connected to power and conduct Self Test, LED lights turn to Amber, this tells us
of POST failure. POST failure is a fatal error; it means the switch does not work.
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QUESTION NO: 73

In which circumstance are multiple copies of the same unicast frame likely to be transmitted in a
switched LAN?

A. when a dual ring topology is in use

B. in an improperly implemented redundant topology
C. after broken links are re-established

D. when upper-layer protocols require high reliability
E. during high traffic periods

Answer: B

Explanation:

A redundant topology eliminates single points of failure, but it also causes broadcast storms,
multiple frame copies, and MAC address table instability problems. Multiple Frame Copies--when
a new switch is added, the other switches may not have learned its correct MAC address. The
host may send a unicast frame to the new switch. The frame is sent through several paths at the
same time. The new switch will receive several copies of the frame. This causes MAC database
instability. MAC database instability results when multiple copies of a frame arrive on different
ports of a switch. Layer 2 has no mechanism to stop the loop. This is the main reason for the
Spanning Tree Protocol(STP) IEEE 802.1d which was developed to prevent routing loops.

If multiple connections between switches are created for redundancy purposes, network loops can
occur in an improperly designed topology. Spanning Tree Protocol (STP) is used to stop network
loops while still permitting redundancy.

QUESTION NO: 74
Why will a switch never learn a broadcast address?

A. Broadcasts only use network layer addressing.

B. Broadcast addresses use an incorrect format for the switching table.
C. A broadcast address will never be the source address of a frame.

D. Broadcast frames are never sent to switches.

E. A broadcast frame is never forwarded by a switch.

Answer: C

Explanation:
Switches build the MAC address table by listening to incoming frames and examining the source
MAC address in the frame. Broadcast addresses are not source addresses in the broadcasts.

"Pass Any Exam. Any Time." - www.actualtests.com 67



Cisco 640-802: Practice Exam

There are three different address types:

* Unicast : One source to One destination

* Broadcast: One source to multiple destination

* Multicast: One source to multiple destination joined to group

On unicast or broadcast or multicast communication, the source address is always the unicast
address but the destination address can be unicast, broadcast or multicast.

QUESTION NO: 75

Out of which ports on Sw-AC3 will a frame be forwarded that has Source MAC address
0010.5a0c.fd86 and destination MAC address 000a.8a47.e612?(Choose three)

Fa0/0.1

Fa0/0.22
Fa0/0.33
Fa0/0.44

192.168.1.254 (24 VLAN1

192.168.22.254 /24 VLAN22
192.168.33.254 /24 VLAN33
192.168.44.254 /24 VLAN44

[ y"
Sw-AC3 |

SPPP SOPP PP

Sw-AC3#show mac-address-table

{ OIS TR R |

Server 1
192.168.22.1

Console
§ ‘
'l
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Sw-Aci¥show mac-address-table
Mzc Addresz Table

Wlan Mac

All 000f . 2485 . 8900

All 0100,
All Q1o0.

All 0100 . Ocdd . dddd

Sw-AC3#show vlan

Sw-Acifshow wlan

VLAN Hame

1 default

22 Servers

33 Hanagement
44 Production

9% no-where

Sw-AC3#show int trunk

Sw-Ac3fshow
Fort

Fad/3

Fal/9
Fad/12

A. Fa0/1
B. Fa0/3
C. Fa0/12
D. Fa0/8
E. Fa0/4
F. Fa0/6
G. Fa0/7

int trunk
Mode

on
desirable
desirable

DENAMIC
DYHAMIC
DYNAMIC
DENAMIC
DYHAMIC
DYHAMIC
DEYNAMIC
DYNAMIC
DEHAMIC
DEHAMIC
DYNAMIC

CF0

Fad/12
Fal/3
Fal/9
Fad/12
Fal/3
Fa0/12
Fad/12
Fal/3
Fal/12
Fal/ &
Fal/12

E’“""‘ﬁf&tualf&gj
DYNAMIC Fal;12

Status Porta
active Fal/l&
active
active Fald/f1, Fal/2, Fal/5, Fal/6, Fal/7
active Fal/4, Fal/B, Fal/10, Fal/l1l
active Fal/13, Fal/1d, Fald/ /15, Fad/ 17
Fal/18, Fald/19%, Fal/20 al
o122, wadyes, vajoa oA | Ests
Gid/f1l, Gild/2
Encapaulation Statua Hative wlan
802.1g trunking 1
802.1q trunking AClUalTests
B02.1q trunking 1
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Answer: A,B,C

Explanation:

The source MAC address of the frame to be transmitted is 0010.5a0c.fd86

The destination MAC address is 000a.8a47.e612

Compared with the MAC address table of Sw-Ac3, we know that the destination address does not

exist, so Sw-Ac3 will transmit this frame using all other ports (except the frame receiving port-
Fa0/6), that is to say, flooding this frame from ports Fa0/1, Fa0/3, Fa0/9, Fa0/12.

QUESTION NO: 76 DRAG DROP

Drag the items to the proper locations.

[ 1OS Commands |

ip default-gateway cnable
interface vian 1 no shutdown
hostname configure terminal
ip address

| Description

Allows access to high-level testing commands.such as debug

Allows access to configuration commands that affect the system as a whole

Sets the system name

Activates the interface configuration mode for VLAN

Enables the switch management interface

Sets the switch management 1P address

Answer:

Allows the switch to be managed from remote networks

ArctualTests
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[ 10OS Commands |

ip default-gateway cnable
interface vian 1 no shutdown
hostname configure terminal
ip address

| Description

Allows access to[ enable Is.such as debug

Allows access to wnﬂml configure terminal :t the system as a whole

hostname
Activates thel interface vian 1 e for VAN
Emblel no shutdown %erﬁec
Sets t ip address Pdrm

Allows the swi ip default-gateway note networks ActualTests

Explanation:

[ Description

Allows access to high-level testing commands.such as debug enable

Allows access to configuration commands that affect the system s a wq configure terminal

Sets the system name. hostname

Activates the interface configuration mode for VLAN interface vian 1
Enables the switch management interface no shutdown

Sets the switch management 1P address ip address

ActualTests
| Allows the switch to be managed Mrom remote networks ip default-gateway

1. The high level testing commands such as debug that allow access should be conducted under
enable mode

2. Access to configuration commands under configure terminal

3. The command to set the system name is hostname
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4. Configure vlan, interface vlan 1 may be used to configure details in vlan

5. Input no shutdown under interface configure mode to activate interface

6. Use command ip address to configure IP address, and sets the switch management
7. Use command ip default-gateway to configure default gateway

QUESTION NO: 77
The system LED is amber on a Cisco Catalyst 2950 series switch. What does this indicate?

A. The system is powered up and operational.
B. The system is forwarding traffic.

C. The system is malfunctioning.

D. The system is not powered up.

Answer: C

Explanation:

While the switch powers on, it begins POST, a series of tests. POST runs automatically to verify
that the switch functions properly. When the switch begins POST, the system LED is off. If POST
completes successfully, the LED turns green. If POST fails, the LED turns amber.

Note : POST failures are usually fatal. Call Cisco Systems if your switch does not pass POST.

QUESTION NO: 78

A Catalyst 2950 needs to be reconfigured. What steps will ensure that the old configuration is
erased?

A. Erase the running configuration.
B. Restart the switch.

C. Modify the configuration register.
D. Delete the VLAN database.

Answer: B,D

Explanation:

For switches such as the 2950, the process is much the same as a router, but you should delete
the VLAN.DAT file before reloading the router. This file contains VLAN information and is kept in
flash, so it will still be present after a reload.

switchl#delete vlan.dat

Delete filename [vlan.dat]?
Delete flash:vlan.dat? [confirm]
switchl#reload
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Make sure to hit for the two questions regarding the deletion - if you answer "y" instead, the switch
thinks you're trying to erase a file named "y"!
After the reload is complete, you'll be prompted to enter setup mode. As you did with the router,
enter "N" and begin to configure the router from user exec mode.

*k%k

QUESTION NO: 79
Which two values are used by Spanning Tree Protocol to elect a root bridge? (Choose two.)

A. bridge priority

B. IP address

C. MAC address

D. IOS version

E. amount of RAM
F. speed of the links

Answer: A,C

Explanation:
Two values are compared to elect a root bridge in STP: bridge priority and MAC address.

Switch having lowest bridge ID will become the root bridge. The bridge ID is how STP keeps track
of all the switches in the network. It is determined by a combination of the bridge priority (32,768
by default on all Cisco switches) and the base MAC address. The bridge with the lowest bridge 1D
becomes the root bridge in the network.

QUESTION NO: 80

Refer to the exhibit. Switchl has just been restarted and has passed the POST routine. Host A
sends its initial frame to Host C. What is the first thing the switch will do as regards populating the
switching table?
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HostB

- 1
B 1% _'.l‘

g
Host &

MAC -000A.8A47.E6G12

IP-192.168.22.4

EDE

Host D

Host C

MAC - 000B.DB95.2EE9
IP - 192.168.25:12a1Tests

A. Switchl will add 192.168.23.12 to the switching table.

B. Switchl will add 000B.DB95.2EE9 to the switching table.
C. Switchl will add 192.168.23.4 to the switching table.

D. Switchl will add 000A.8A47.E612 to the switching table.

Answer: D

Explanation:

That Switchl has just been restarted and has passed the POST routine indicates that the MAC

address table of Switchl is empty. When Host A sends its initial frame to Host C, Switchl records

the MAC address of Host A and the mapping port number in its MAC address table. Note that a
switch records the source MAC address rather than the destination MAC address.

QUESTION NO: 81

Refer to the exhibit. Which switch provides the spanning-tree designated port role for the network
segment that services the printers?

"\,
Switch Distribution Layer Switch?
Priority 4096 Priority 8192
MAC 0010.7hcc.7320 Aoty Sy MAC 0010.7bcc.732d
- b
4

/"

Switch3 B
Priority 32768
MAC 0010.7hcc.733a

\ Printers

Priority 32768
MAC 0010.7hcc. 7347

Access Layer Al:tuaIT_e/sté
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A. Switchl
B. Switch4
C. Switch3
D. Switch2

Answer: A

Explanation:

Printers are connected by hubs. Decide the switch that provides the spanning-tree designated port
role between Switch3 and Switch4. They have the same priority 32768. Compare their MAC
addresses. Switch3 with a smaller MAC address will provide a designated port for printers.

Designated port A designated port is one that has been determined as having the best
(lowest) cost. A designated port will be marked as a forwarding port.

QUESTION NO: 82

What will an Ethernet switch do if it receives a unicast frame with a destination MAC that is listed
in the switch table?

A. The switch will forward the frame to a specific port.

B. The switch will forward the frame to all ports except the port on which it was received.
C. The switch will return a copy of the frame out the source port.

D. The switch will remove the destination MAC from the switch table.

E. The switch will not forward unicast frames.

Answer: A

Explanation:

When an Ethernet switch receives a unicast frame with a destination MAC that is listed in the
switch table, the switch will search its own MAC address table for the specific port mapping the
MAC address. The switch won't forward the frame to all the ports. Thus, resources are saved and
efficiency is improved.

How Does the Switch Find Host MACs?
Let's use the diagram below to help us understand how address learning process takes place.

QUESTION NO: 83

Refer to the exhibit. Why does the switch have two MAC addresses assigned to the FastEthernet
0/1 port in the switch address table?
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Fali

Switch MAC Address Table

Address Port
0010.0deD.e289 FastEthermet0/1
0010.7b00.1545 FastEthemet0/1

0060.5cf4.0076 FastEthermetQ/2
00e0.1e9f.3900 FastElE\EﬁHé@xEStr

A. Either Host3 or Host4 has just had the NIC replaced.

B. Data from Host3 and Host4 has been received by switch port FastEthernet 0/1.
C. Host3 and Host4 are on two different VLANS.

D. Data from two of the devices connected to the switch has been sent to Host3.

Answer: B

Explanation:

The reason that switches are able to send data packets directly to destination node, rather than
send data packets to all nodes like hub using broadcasting, is that Switch is able to identify
network card MAC address that connected to network nodes, andplace them to MAC address
table. The MAC address table is stored in switch cache, when sending data to destination
address, switch will search for the node location of this MAC address in the MAC address table,
and then send directly to the node in this location.

Switches learn the MAC addresses of PCs or workstations that are connected to their switch ports
by examining the source address of frames that are received on that port. When more than one
device is attached to a switch port, such as via the use of a hub as shown in this example, the
switch will retain the MAC address of each of the known devices on that port.

QUESTION NO: 84
What does a Layer 2 switch use to decide where to forward a received frame?

A. source switch port
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B. destination IP address
C. destination port address
D. destination MAC address

Answer: D

Explanation:

Switches use port address table to find locations of the receiving station. When a port receives a
frame, switch will first study and then forward. Switches will check destination MAC addresses on
the frame head, and search for the corresponding entries in port address table. If matching entry is
found, switch will forward the frame from the designated port. If the port is the same port that
receives this frame (sending and receiving stations are connected to the same port), switch will
discard the frame. If no entry is found, or destination MAC address is broadcast address or multi-
cast address, switch will flood out the frame from all the rest ports.

QUESTION NO: 85

A Catalyst 2950 needs to be reconfigured. What steps will ensure that the old configuration is
erased? (Choose three.)

A. Erase flash.

B. Restart the switch.

C. Delete the VLAN database.

D. Erase the running configuration.
E. Erase the startup configuration.
F. Modify the configuration register.

Answer: B,C,E

Explanation:

For switches such as the 2950, the process is much the same as a router, but you should delete
the VLAN.DAT file before reloading the router. This file contains VLAN information and is kept in
flash, so it will still be present after a reload.

switchl#delete vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]

switchl#reload

Make sure to hit for the two questions regarding the deletion - if you answer "y" instead, the switch
thinks you're trying to erase a file named "y"!

After the reload is complete, you'll be prompted to enter setup mode. As you did with the router,
enter "N" and begin to configure the router from user exec mode.
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QUESTION NO: 86

The network administrator has discovered that the power supply has failed on a switch in the
company LAN and that the switch has stopped functioning. It has been replaced with a Cisco
Catalyst 2950 series switch. What must be done to ensure that this new switch becomes the root
bridge on the network?

A. Lower the bridge priority number.

B. Change the MAC address of the switch.

C. Increase the VTP revision number for the domain.

D. Lower the root path cost on the switch ports.

E. Assign the switch an IP address with the lowest value.

Answer: A

Explanation:
Section 5: Perform and verify initial switch configuration tasks including remote access
management (10 questions)

QUESTION NO: 87
What is the purpose of assigning an IP address to a switch?

A. To ensure that hosts on the same LAN can communicate with each other.
B. To provide local hosts with a default gateway address

C. To allow the switch to respond to ARP requests between two hosts

D. To allow remote management of the switch.

Answer: D

Explanation:

Switch is a layer 2 device and doesn't use network layer for packet forwarding. The IP address
may be used only for administrative purposes such as Telnet access or for network management
purposes.

QUESTION NO: 88

Refer to the exhibit. A network administrator is unable to connect remotely to a device and initiates
a console session. The administrator executes the show ip interface brief command. Why did the
remote connection fail?
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ORL# show ip interface brief

Interface IP-Address QKT Method Status Frotocal
FastEthemeton unassigned YES manual up up
FastEthemetlrz unassioned YES manual up up

=0utput omitted=

GigahitEthemetl i unassioned YES manual down doen
GigakitEthemetl 2 unassigned YES  manual down down
e 1921681100 YES manual administratvey down i | 519

A. The Gigabit Ethernet interfaces are not up

B. The switch does not have a management IP address assigned.

C. The switch needs to have a clock rate entered on one of its interfaces.
D. VLANL1 is shut down.

Answer: D

Explanation:

The virtual LAN Interface can be enabled or disabled with shutdown/no shutdown command. If you
interface is down, it will display administratively down status. You can bring up an interface having
administratively down interface using no shutdown command. Since the only IP configured on the
switch belongs to VLAN 1, it needs to be enabled for you to remotely access the device.

QUESTION NO: 89

As a trainee you are required to set the default gateway on a Cisco switch to the IP address of
192.168.1.115. Which I0S command should you use?

A. switch(config)# ip default-network 192.168.1.115
B. switch(config)# ip default-gateway 192.168.1.115
C. switch(config)# ip route-default 192.168.1.115
D. switch(config)# ip route 192.168.1.115 0.0.0.0

Answer: B

Explanation:

Use the "ip default-gateway" command to enter the IP address of the next-hop router interface that
is directly connected to the switch where a default gateway is being configured. The default
gateway receives IP packets with unresolved destination IP addresses from the switch.

Once the default gateway is configured, the switch has connectivity to the remote networks with
which a host needs to communicate.
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QUESTION NO: 90

Refer to the exhibit. What is the meaning of the output MTU 1500 bytes?

Fouter# show interfaces ethernet 0

Etherrnetl iz up, line protocol is up
Hardware iz QUICC Ethernet, address is 00cO.ab73.dead (bia 0010.7bcc.7321)
MTO 1500 bytes, EW 10000 Fbhit, DLY 1000 usec,

reliability 2557255, txload 17255, rxload L7255

Encapsulation ARPA, loopback not set
Eeepaliwe set (10 sec)

<output omitteds

Fouter# ActualTests

A. The maximum number of bytes that can traverse this interface per second is 1500.
B. The maximum frame size that can traverse this interface is 1500 bytes.

C. The maximum packet size that can traverse this interface is 1500 bytes.

D. The minimum packet size that can traverse this interface is 1500 bytes.

E. The minimum segment size that can traverse this interface is 1500 bytes.

F. The maximum segment size that can traverse this interface is 1500 bytes.

Answer: C

Explanation:

MTU is short for Maximum Transmission Unit , which refers to the largest data packet transmitted
on the network. The unit of MTU is byte. The MTU of most network devices is 1500 byte. If the
MTU of the router is larger than that of the gateway, large packets will be split in order to transmit,
this causes the production of many data packet fragments, increasing the packet loss rate and
lowering the network speed. If the MTU of one device matches that of another, the packet loss
rate will be reduced.

QUESTION NO: 91

The network administrator cannot connect to SWITCHL1 over a Telnet session, although the hosts
attached to SWITCH1 can ping the interface Fa0/0 of the router. Given the information in the
graphic and assuming that the router and SWITCH2 are configured properly, which of the
following commands should be issued on SWITCH1 to correct this problem?
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witch1 Fa0/0

Switch1 # show running-config
!

Hnstname Switch1

!

enable secret 551$8V435Wm12DE8KIwWU|fBEcZnFT7/
enable password guess

I

;uutﬂut omitted>

!

interface Vian1

ip address 192.168.24.2 255.255.255.0
no ip route-cache

I

ip http server

I

ine con 0

ine viy 0 4

password cisco

login

I ActualTests
end

A. SWITCH1(config)# interface fa0/1
SWITCH1(config-if)# ip address 192.168.24.3 255.255.255.0

C. SWITCH1(config)# interface fa0/1
SWITCH1(config-if)# duplex full
SWITCH1(config-if)# speed 100

D. SWITCH1(config)# line con0
SWITCH1(config-line)# password cisco
SWITCH1(config-line)#login
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Answer: B

Explanation:

To route traffic to other vlans, we need to enter the IP address of the next-hop router interface that

is directly connected to the switch where a default gateway is being configured. The default
gateway receives IP packets with unresolved destination IP addresses from the switch.

Once the default gateway is configured, the switch will have connectivity to the remote networks

with which a host needs to communicate.

QUESTION NO: 92
What are the possible trunking modes for a switch port? (Choose three)

A. Auto

B. Desirable
C.On

D. Transparent

Answer: A,B,C

Explanation:
Here, the trunk link is identified by its physical location as the switch module number and port
number. The trunking mode can be set to any of the following:

on -This setting places the port in permanent trunking mode. The corresponding switch
port at the other end of the trunk should be similarly configured because negotiation is not
allowed. The encapsulation or identification mode should also be manually configured.

off -Th
is setting places the port in permanent non-trunking mode. The port will attempt
to convert the link to non-trunking mode.

desirable -Selecting this port will actively attempt to convert the link into trunking
mode. If the far end switch port is configured to on, desirable , or auto mode, trunking
will be successfully negotiated.

auto -The port will be willing to convert the link into trunking mode. If the far end switch
port is configured to on or desirable , trunking will be negotiated. By default, all Fast
Ethernet and Gigabit Ethernet links that are capable of negotiating using DTP are
configured to this mode. Because of the passive negotiation behavior, the link will never
become a trunk, if both ends of the link are left to the auto default.

nonegotiate -The port is placed in permanent trunking mode, but no DTP frames are
generated for negotiation. The far end switch port must be manually configured for
trunking mode.
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QUESTION NO: 93

Refer to the exhibit. The host PC must be able to telnet to switch3 through routerl for
management purposes. What must be configured for this connection to be successful?

Switch3 VLAN 1 Routeri FaQ/o
192 168.2 5/28 192.168.2.1/28

@ Fa0/0
witch3

A. cross-over cable connecting switch3 and Routerl
B. VLAN 1 on routerl

C. default gateway on switch3

D. IP routing on switch3

ActualTests

Answer: C

Explanation:

Default gateway refers to router default gateway, which is used to realize access between vlans.
When a router receives a destination unknown address packet, it will be sent to the default
gateway (such as a router's interface) if default gateway exists, otherwise the packet will be
discarded.

In order for a switch to send traffic to a destination that is not located directly, as is the case in our
example, a default gateway must be configured on the switch. This will enable it to send the traffic
to router Routerl where it can be routed to the host.

Incorrect Answers:

A: A cross over cable is used to connect two switches or two routers together back to back, but a
straight through cable should be used when connecting a switch to a routers.

B: This is the default VLAN used and does not need to be configured.

D: IP routing does not need to be enabled, just the default gateway.

QUESTION NO: 94

Refer to the graphic. Computer 1 is consoled into SWITCHL1. Telnet connections and pings run
from the command prompt on SWITCH1 fail. Which of the following could cause this problem?
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Switch1# show run
hostname Switch1
<<output omitted>>
linterface FastEthernet0/1
switchport mode trunk
no ip address
|
<<putput omitted>>
interface Vlan1
no ip address
no ip route-cache

Router

witch2

{Switch1 .
[

iy <<output omitted>>

L

% ActualTests

A. SWITCHL1 is not directly connected to Routerl.

B. Port 1 on SWITCH1 should be an access port rather than a trunk port.
C. SWITCH1 does not have a default gateway assigned.

D. SWITCHL1 does not have an IP address.

Answer: D

Explanation:

For ping and Telnet the switch should be configured with the IP address and the default gateway.
IP is used for administrative purposes, and is needed so the end device will know which IP
address to direct the ICMP and telnet reply traffic to.

Incorrect Answers:

A: This is not required, since switch LANs can span multiple VLANs and switches and hubs can be
connected directly together.

B: The port type in this case will not cause any kind of connectivity problems, since Trunk ports
pass information from all VLANSs by default.

C: CDP is not required in order for ping and telnet traffic to work.

QUESTION NO: 95

The switches shown in the diagram, Core and Core2, are both Catalyst 2950s. The addressing
scheme for each company site is as follows:
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Router Ethernet port 1st usable address Core 2nd usable address Core2 3rd usable address For
this network, which of the following commands must be configured on Core2 to allow it to be
managed remotely from any subnet on the network? (Choose three.)

A. Core2(config)# interface f0/0 Core2(config-if)# ip address 192.168.1.10 255.255.255.248
B. Core2(config)# interface vlan 1 Core2(config-if)# ip address 192.168.1.11 255.255.255.248
C. Core2(config)# line con 0 Core2(config-line)# password cisco

D. Core2(config)# line vty 0 4 Core2(config-line)# password cisco

E. Core2(config)# ip default gateway 192.168.1.9

F. Core2(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.8

Answer: B,D,E

QUESTION NO: 96

An administrator would like to configure a switch over a virtual terminal connection from locations
outside of the local LAN. Which of the following are required in order for the switch to be
configured from a remote location? (Choose two.)

A. The switch must be configured with an IP address, subnet mask, and default gateway.

B. The switch must be connected to a router over a VLAN trunk.

C. The switch must be reachable through a port connected to its management VLAN.

D. The switch console port must be connected to the Ethernet LAN.

E. The switch management VLAN must be created and have a membership of at least one switch
port.

F. The switch must be fully configured as an SNMP agent.

Answer: A,C

Explanation:
Section 6: Verify network status and switch operation using basic utilities (including: ping,
traceroute, telnet, SSH, arp, ipconfig), SHOW & DEBUG commands (12 questions)
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QUESTION NO: 97

Refer to the exhibit. A network administrator attempts to ping Host2 from Host1 and receives the
results that are shown. What is a possible problem?

10.1.0.10/30
501

10.1.0.9/30

10.1.2.124 ﬁ
Fal i ‘E}

Host2

""" 10.1.2.924
C:l>ping 10.1.2.9

Pinging 10.1.2.9 with 32 bytes of data:

10.1.1.16/24

Reply from 10.1.1.1: Destination host unreachable.
Reply from 10.1.1.1: Destination host unreachahle.
Reply from 10.1.1.1: Destination host unreachable.
Reply from 10.1.1.1: Destination host unreachable.

Ping statistics for 10.1.2.9 :
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), ArctualTests

A. The default gateway on Host1 is incorrect.

B. Interface Fa0/0 on Routerl is shutdown.

C. The link between Routerl and Router2 is down.
D. TCP/IP is not functioning on Host1

E. The link between Hostl and Switchl is down.
F. The link between Switchl and Routerl is down.

Answer: C

Explanation:

Host1 tries to communicate with Host2. The message destination host unreachable from Routerl
indicates that the problem occurs when the data is forwarded from Host1 to Host2. According to
the topology, we can infer that The link between Routerl and Router2 is down.

QUESTION NO: 98

Refer to the exhibit. The network administrator has verified that a functioning cable connects
Switchl and Switch2. From the output that is shown, what two pieces of information can the
administrator validly conclude? (Choose two.)
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Switch1 Switch2
10.1.100.1/24 10.1.100.2/24

a0/1 £a0/2 2

Switchl# show interfaces FastEthernet071
FastEthernetl/l iz up, line protocol dowm (notconnect)
Hardware is FastEthernet, address is 0009.11£3,.5545 (bia 0009.11£3.5848)

<output omitteds
ArtalTedgs

A. Interface fa0/1 on Switchl is in a shutdown state.

B. Using a source MAC address of 0009.11f3.8848, Switch2 is sending frames to Switch1l.
C. There is likely to be an IP address issue on Switchl fa0/1.

D. The interface is functional at OSI Layer 1.

E. The status of fa0/2 should be checked on Switch2.

Answer: D,E

Explanation:

FastEthernet0/1 is up, line protocol down (not connect) indicate that the physical layer has been
activated, but layer 2 data link protocol has not been activated. This involves data link layer, it view
from the connecting end to maintain activation information (information used to confirm the
connectivity available between two devices), here shows the problem of clock frequency (maintain
activation information) or frame Packaging types. Maybe the devices in the opposite end are not
configured with clock frequency, or package type configuration is not consistent.

QUESTION NO: 99

Second exhibit is of the engine check which one will work.Refer to the exhibit. This command is
executed on 2960Switch:
SW(config)# mac-address-table static 0000.00aa.aaaa vlan 10 interface fa0/1

Which two of these statements correctly identify results of executing the command? (Choose two.)
Router#ishow flash

System flash directory:
No files in System flash
[0 bytes used, 8388604 available, 8388604 totalhctualTests
8192K bytes of processor board System flash (Read/Write)
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2960Switch

fa02

Tad/ A

fa03 0000.00 aa.aaaa

ActualTests

A. MAC address 0000.00aa.aaaa does not need to be learned by this switch.

B. Only MAC address 0000.00aa.aaaa can source frames on the fa0/1 segment.

C. MAC address 0000.00aa.aaaa will be listed in the MAC address table for interface fa0O/1 only.
D. Port security is implemented on the fa0/1 interface.

Answer: A,C

QUESTION NO: 100

Refer to the exhibit. Which two statements are true of the interfaces on Switch1? (Choose two.)

Exhibit:

Y] LEl oeEll BAdFreSSes Lount: 41

Topal MAC addresses:

Noj-static Address Table:

Dejcination Addreszs

0oy

00f 0. 0den . =289
00fa, 7hoo, 1540
00f 3, 7ho0, 1545
001, 5ef4. 0076
oof 1, 5cf4.0077
008D, 50£4. 1315
00D, 70ch. £301
oot a, 70ch . 3E01
0060, 1edz ., 9978
000, 1295, 3900
007, 70ch. 33£1
-,

<ot cput onitteds-

AddrezsType

Dynamic
Dynamic
Dynamic
DIynamnic
Dynamic
Dynawmic
Dynamic
DIynamic
Dynamic
Dynamnic
Dynanic
DIynamic

8w cchl# show cdp neighbors
Caj ability Codes: R - RBouter, T - Trans Bridge, B - 3ource Foute Bridge
: % - Switch, H - Host, I - IGMP, r - BEepeater

Detlce ID Local Intrfce

Sl oocha Fas 0/1
Swf:chS Fas 0/2
gwj ~chl#

¥
i
VLAN Destiaation Port

FastE ‘hernetiO/s1
FastE chernet0/ 5
FazstE chernet0/5
FastE -hernet0/s1
FastEhernetO/s1
FastEChernet0/s1
FastE thernet0/1
FaztECherne t0ys2
FastE Chernet0D/s1
FastEherneti/s1
FastE therne t0/3
FastE chernetl/s4

Ly T T TN O o R R o T T e e

Holdtime Capability FPFlatform FPort ID
157 3 2950-12 Fas 0/1

e : 2950 Mactual Tasl

"Pass Any Exam. Any Time." - www.actualtests.com 88



Cisco 640-802: Practice Exam

A. Interface FastEthernet0/2 has been disabled.

B. Multiple devices are connected directly to FastEthernet0/1.

C. FastEthernetO/1 is configured as a trunk link.

D. FastEthernetO/1 is connected to a host with multiple network interface cards.
E. FastEthernet0/5 has statically assigned MAC addresses.

F. A hub is connected directly to FastEthernetO/5.

Answer: C,F

Explanation:

Carefully observe the information given after command show. Fa0/1 is connected to Switch2,
seven MAC addresses correspond to Fa0/1, and these MAC are in different VLAN. From this we
know that FaO/1 is the trunk interface.

From the information given by show cdp neighbors we find that there is no Fa0/5 in CDP neighbor.
However, FO/5 corresponds to two MAC addresses in the same VLAN. Thus we know that Fa0/5
is connected to a Hub.

Based on the output shown, there are multiple MAC addresses from different VLANs attached to
the FastEthernet 0/1 interface. Only trunks are able to pass information from devices in multiple
VLANS.

QUESTION NO: 101

The user of Host1 wants to ping the DSL modem/router at 192.168.1.254. Based on the Host1
ARP table that is shown in the exhibit, what will Host1 do?

Hosti2

C=arp -a

Interface: 1921621 95 -~ 0x2
Internet &ddress Phiysical &ddress Type ActualTests
1921681 254 00-60-0f-2e- 14-c6 dynarric

A. send a unicast ARP packet to the DSL modem/router

B. send a Layer 2 broadcast that is received by Host2, the switch, and the DSL modem/router
C. send Layer 3 broadcast packets to which the DSL modem/router responds

D. send unicast ICMP packets to the DSL modem/router

Answer: D

Explanation:
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When Hostl sends ICMP packets to the DSL modem/router for the first time, Host1 checks the
mapping between the target IP address and the MAC with APP cache and sends unicast ICMP
packets. If Hostl cannot find the mapping between the target IP address and the MAC, Host1
sends broadcast packets to find the MAC mapping the target IP address.

The ARP cache contains the MAC mapping the target IP address 192.168.1.254, so Host1 sends
unicast ICMP packets to the DSL modem/router.

When Hostl sends ICMP packets to the DSL modem/router

QUESTION NO: 102

A network administrator issues the ping 192.168.2.5 command and successfully tests connectivity
to a host that has been newly connected to the network. Which protocols were used during the
test? (Choose two.)

A. ICMP
B. ARP
C. DHCP
D. DNS

Answer: A,B

Explanation:

PING (Packet Internet Grope) is program to test network connection amount. Ping sends an ICMP
echo request message to the destination and reports whether an expected ICMP echo response is
received or not. It is a command used to check whether the network is connected or network
connection speed. As a network administrator or a hacker, ping is the first DOS command that one
should master. Its operation principle is: the machines on the network are identified by unique IP
addresses; when we send a data packet to our destination IP address, it will return a same-sized
data packet. With this packet, we can determine the existence of the target host, and the operating
system of the host.

ARP finds the hardware address of a host from a known IP address. Here's how it works: when IP
has a datagram to send, it must inform a Network Access protocol, such as Ethernet or Token
Ring, of the destination's hardware address on the local network. (It has already been informed by
upper-layer protocols of the destination's IP address.) If IP doesn't find the destination host's
hardware address in the ARP cache, it uses ARP to find this information.

ICMP works at the Network layer and is used by IP for many different services. ICMP is a
management protocol and messaging service provider for IP. Its messages are carried as IP
datagrams. RFC 1256 is an annex to ICMP, which affords hosts' extended capability in
discovering routes to gateways. Periodically, router advertisements are announced over the
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network, reporting IP addresses for the router's network interfaces. Hosts listen for these network
infomercials to acquire route information. A router solicitation is a request for immediate
advertisements and may be sent by a host when it starts up.

QUESTION NO: 103

As the network administrator, you are troubleshooting network issues, which following commands
will allow you to find the ip address associated with each MAC address? (Choose two)

A. show hosts

B. show address
C. show interface
D. show arp

Answer: C,D

Explanation:

Use the command "show arp" to display the MAC addresses of Layer2 and the IP addresses of
Layer3 contained in the ARP table:

Router # show arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 10.0.0.2 0 0005.dcOc.ffab ARPA Ethernet01

Internet 10.0.0.4 - 0005.dcOc.ff76 ARPA EthernetO

In the same way, use the command "show interface" on router to display the related information of
the MAC addresses of Layer2 and the IP addresses of Layer3

Router# show interfaces

Ethernet O is up, line protocol is up

Hardware is MCI Ethernet, address is 0000.0d00.640c (bia 0000.0d00.640c)

Internet address is 10.112.12.85, subnet mask is 255.255.255.0

MTU 1500 bytes, BW 10000 Kbit, DLY 100000 usec, rely 255/255, load 1/255

----more----

The "show arp" command Displays the entries in the ARP table, including their layer 2 MAC
address and layer 3 IP address.

Example:

The following is the output for the show arp command on Router 1:

TK1 # show arp
Protocol Address Age (min) Hardware Addr Type Interface

Internet 10.0.0.3 0 0004.ddOc.ffcb ARPA EthernetOl1
Internet 10.0.0.1 - 0004.ddOc.ffs6 ARPA EthernetO
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To see the MAC (hardware) address of the router interfaces as well as their IP addresses, use the
"show interfaces" command as shown in the example below:

TK1# show interfaces

Ethernet O is up, line protocol is up

Hardware is MCI Ethernet, address is 0000.0¢c00.750c (bia 0000.0c00.750c)
Internet address is 10.108.28.8 , subnet mask is 255.255.255.0

MTU 1500 bytes, BW 10000 Kbit, DLY 100000 usec, rely 255/255, load 1/255

QUESTION NO: 104

While troubleshooting a connectivity problem, a network administrator notices that a port status
LED on a Cisco Catalyst series switch is alternating green and amber. Which condition could this
indicate?

A. The port is blocked by spanning tree.

B. The port is experiencing errors.

C. The port is administratively disabled.

D. The port has an active link with normal traffic activity.

Answer: B

Explanation:
Here are some Port status LEDs and their meanings:
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Port
Mode LED Color Meaning
STAT Off Mo link, or port was administratively shut down,
{port
status) Green Link present.
Flashing green | Activity, Port 13 transmutting or receiving data,
Alternating Link fault. Error frames can affect connectivity, and errors such as
green-amber excessive collisions, CRC errors, and alignment and jabber errors are
monitered for a link-fault indication
Amber Port 15 blocked by Spanning Tree Protocol (STP) and 15 not forwarding
data
Hote After a port 15 reconfigured, the port LED can remain amber for up
to 30 seconds as STP checks the swatch for possible loops
Flashing Port is blocked by STP and is transmitting or receiving packets.
amber
DUPLX Off Port 15 operating 1n half duplex.
(duplex)
Creen Port 15 cperating in full duplex
SPEED Off Port is operating at 10 Mbps.
Creen Port 13 operating at 100 Mbps

Flashing green | Port 1s operating at 1000 MMbps. ACtUalTests

QUESTION NO: 105
What is the purpose of using the traceroute command?

A. to display the current TCP/IP configuration values

B. to see how a device MAC address is mapped to its IP address

C. to see the path a packet will take when traveling to a specified destination

D. to display the MTU values for each router in a specified network path from a source to a
destination

E. to map all the devices on a network

Answer: C

Explanation:

The traceroute command traces the network path of Internet routers that packets take as they are
forwarded from your computer to a destination address. The "length" of the network connection is
indicated by the number of Internet routers in the traceroute path. This command is useful for
troubleshooting purposes and shows the router hops as well as the latency.
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QUESTION NO: 106

Refer to the exhibit. What will Routerl do when it receives the data frame shown? (Choose three.)

Frotocol
Internet
Internet
Internet
Internet
Internet
Internet

Eouter1# show ip arp

Address

192.168.20.5
192 168.60.5
192.168.20.1
192.168.40.5
192.168.60.1
192.168.40.1

Data Frame:

Age(min) Hardware Adddr

g
8

g

a000.0c07.£292
0000.0e077.acO0
0000.0c6 3. aed5
0000.0c077.4320
0000.0e63.1300
0000.0c36.6965

Type Interface

ARPA  FastEthernet0/0
ARPA  FastEthernet0i1
ARPA  FastEthernet0/0
ARPA  FastEthernet0/2
ARPA  FastEthernet0/1
ARPA  FastEthernet0/2

Source MAC
0oao.0c07 fA92

Source IP
192 168.20.5

Destination MAC Destination IP
0000.0chs . aeds

192.168.40.5
ActualTestp

A. Routerl will strip off the source MAC address and replace it with the MAC address

0000.0c36.6965.

B. Routerl will strip off the source IP address and replace it with the IP address 192.168.40.1.
C. Routerl will strip off the destination MAC address and replace it with the MAC address

0000.0c07.4320.

D. Routerl will strip off the destination IP address and replace it with the IP address of

192.168.40.1.
E. Routerl will forward the data packet out interface FastEthernetO/1.
F. Routerl will forward the data packet out interface FastEthernet0/2.

Answer: A,C,F

QUESTION NO: 107

Refer to the exhibit.

0000.M aa.aaaa

ActualTests
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This command is executed on 2960Switch:

2960Switch(config)# mac-address-table static 0000.00aa.aaaa vlan 10 interface faO/1

Which two of these statements correctly identify results of executing the command? (Choose two.)

A. Port security is implemented on the fa0/1 interface.

B. MAC address 0000.00aa.aaaa does not need to be learned by this switch.

C. Only MAC address 0000.00aa.aaaa can source frames on the fa0/1 segment.

D. Frames with a Layer 2 source address of 0000.00aa.aaaa will be forwarded out fa0/1.

E. MAC address 0000.00aa.aaaa will be listed in the MAC address table for interface faO/1 only.

Answer: B,E

Explanation:

To add static entries to the MAC address table, use the mac - address - table static command in
global configuration mode. Static entries will automatically be added to the MAC address table
and do not need to be learned dynamically. In this example, interface fa0/1 was specified so this
static entry only applies to that interface.

QUESTION NO: 108

Which router IOS commands can be used to troubleshoot LAN connectivity problems? (Choose
three.)

A. ping

B. tracert

C. ipconfig

D. show ip route
E. winipcfg

F. show interfaces

Answer: A,D,F

QUESTION NO: 109
Which command is used to see the path taken by packets across an IP network?

A. show ip route
B. show route
C. traceroute
D. trace ip route
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Answer: C

Explanation:
Section 7: Identify, prescribe, and resolve common switched network media issues, configuration
issues, auto negotiation, and switch hardware failures (4 questions)

QUESTION NO: 110

Recently, associates have noticed extremely slow network performance, intermittent connectivity,
and connection losses. After entering the "show interfaces" command, you notice that the Ethernet
interface is configured as 100 Mbps full-duplex and that there is evidence of late collisions. What
could be the cause of this problem?

A. A routing loop

B. Duplex mismatch

C. Trunking mode mismatch

D. Improperly configured root bridge

Answer: B

Explanation:

A duplex mismatch may result in performance issues, intermittent connectivity, and loss of
communication. When troubleshooting NIC issues, verify that the NIC and switch are using a valid
configuration. Some third-party NIC cards may fall back to half-duplex operation mode, even
though both the switchport and NIC configuration have been manually configured for 100 Mbps,
full-duplex. This behavior is due to the fact that NIC autonegotiation link detection is still operating
when the NIC has been manually configured. This causes duplex inconsistency between the
switchport and the NIC. Symptoms include poor port performance and frame check sequence
(FCS) errors that increment on the switchport. To troubleshoot this issue, try manually configuring
the switchport to 100 Mbps, half-duplex. If this action resolves the connectivity problems,you may
be running into this NIC issue. Try updating to the latest drivers for your NIC, or contact your NIC
card vendor for additional support.

Reference:
http://www.cisco.com/en/US/products/hw/switches/ps700/products_tech_note09186a00800a7af0.
shtml

QUESTION NO: 111

Refer to the exhibit. Given this output for SWITCH3, what should the network administrator's next
action be?
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Switch3 # show interface fa0/1
FastEthernet0/1 is up, line protocol is up (connected)
Hardware is Fast Ethernet, address is 0013.8030.5e83
MTU 1500 bytes, BW 100000 Kbit, DLY 100 uses,
reliability 255/255, txload 14/255, rxload 14/255
Encaplulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, media type is 10/100BaseTX
input flow-control is off, output flow-control is unsupportted
Text omitted
5 minute input rate 364000 bits/sec, 344 packets/sec
5 minute output rate 367000 bits/sec, 338 packets/sec
16973 packets input, 2400313 bytes, 0 no buffer
Received 1244 broadcasts (0 multicast)
0 runts, 3 giants, 0 throttles
741 input errors, 738 CRC, 0 frame, Ooverrun, 0 ignored
0 input packets with dribble condition detected
16420 packets output, 2375034 bytes, 0 underruns

Text omi
éxt omitted ActualTests

A. Check the trunk encapsulation mode for SWITCH3's fa0/1 port.
B. Check the trunk encapsulation mode for SWITCH1's fa0/2 port.
C. Check the duplex mode for SWITCH3's fa0/1 port.
D. Check the duplex mode for SWITCH1's fa0/2 port.

Answer: D

QUESTION NO: 112
Which are valid modes for a switch port used as a VLAN trunk? (Choose three.)

A. transparent
B. auto

C. desirable
D. on

E. forwarding
F. blocking
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Answer: B,C,D

Explanation:

Both the auto and on modes can be automatically switched to the desirable mode based on the

topology.

A trunk port can be configured as one of the following 5 different modes: on, off, desirable, auto,

or nonegotiate.

The table below is a summary of the configuration modes.

Mode

Function

OTP Frames
Transmitted

Final State (Local Port)

hutaoidefault)

Makes the portwilling to corvert the
link to & trunk. The port becomes a
trunk port ifthe neighbaring port is
setto onordesirab le mode.

Yes, periodic.

Trunking

on

Futs the port into permanent

convertthe link into a frunk. The port
hecomes a trunk port even ifthe
neighharing part does not agree to
the change.

fes, periodic.

Trunking,
unconditionally.

Nonegotiate

Puts the port into permanent
trunking mode but prevents the port
from generating DTP frames. You
must configure the neighborng port
manually as a trunk port to establish
a trunk link. This is useful for devices
that do not support DTP.

Mo

Trunking,
unconditionally.

Desirable

Makes the port actively attermpt to
cormert the link to a trunk link. The
part hecomes a trunk part if the
neighharing partis setto on,
dezirable, or auto mode,

Yes, periodic.

[t will end up in trunking
state orly ifthe remaote
mode iz on, auto, Or
desirable.

Qff

Futs the part into permanent non-
trunking mode and neagaotiates to
carvert the link into a non-trunk link.
The port becomes a non-trunk part
evien if the neighboring port does naot
agree to the change.

Mo in steady state, but
wiill transmit informs to
speed up remote end
detection ater the
change from o,

Man-trunking

ArctualTests

QUESTION NO: 113

A network interface port has collision detection and carrier sensing enabled on a shared twisted
pair network. From this statement, what is known about the network interface port?

A. This is a port on a network interface card in a PC.
B. This is a 100 Mb/s switch port.

C.Thisisa 10

Mb/s switch port.

D. This is an Ethernet port operating at full duplex.
E. This is an Ethernet port operating at half duplex.

Answer: E
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Explanation:

CSMA/CD is the basic way that the traditional Ethernet operates. 10M interface is the way that an

Ethernet operates at half duplex.

Section 8: Describe enhanced switching technologies (including: VTP, RSTP, VLAN, PVSTP,

802.1q) (17 questions)

QUESTION NO: 114

Refer to the topology shown in the exhibit. Which ports will be STP designated ports if all the links

are operating at the same bandwidth? (Choose three.)

MAC: 0fD0.0ace.0000
default priority

Fa0/ " i a0/1
Fa0/0 Fa0/0
Fa0/1 Fa0/1

|‘_‘
= ﬂﬂ." i

MAC: 0f00.cafe.1111 MAC: 000 face.0000
default priority

default pridxsd T £sts

A. Switch A - Fa0/0
B. Switch A - Fa0/1
C. Switch B - Fa0/0
D. Switch B - Fa0/1
E. Switch C - Fa0/0
F. Switch C - Fa0/1

Answer: B,C,D

Explanation:

1) Switch B will become the ROOT BRIDGE because it has the lowest MAC address as you can
see in the picture.lts both ports will become STP designated ports so choice C and D are right . 2)
Next Election will be of Designated Ports on the segment connecting A and C. Switch A has lower
MAC address so, its port FAO/1 will become designated port and FAO/1 of switch C will be placed
in a BLOCKING state to avoid switching LOOPS. This makes option B right. .So,ultimately B,C &

D are correct.
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QUESTION NO: 115

A switch is configured with all ports assigned to VLAN 2. In addition, all ports are configured as
full-duplex FastEthernet. What is the effect of adding switch ports to a new VLAN on this switch?

A. The additions will create more collisions domains.

B. An additional broadcast domain will be created.

C. More bandwidth will be required than was needed previously.
D. IP address utilization will be more efficient.

Answer: B

Explanation:

A VLAN is a group of hosts with a common set of requirements that communicate as if they were
attached to the same wire, regardless of their physical location. A VLAN has the same attributes
as a physical LAN, but it allows for end stations to be grouped together even if they are not located
on the same LAN segment.

Networks that use the campus-wide or end-to-end VLANSs logically segment a switched network
based on the functions of an organization, project teams, or applications rather than on a physical
or geographical basis. For example, all workstations and servers used by a particular workgroup
can be connected to the same VLAN, regardless of their physical network connections or
interaction with other workgroups. Network reconfiguration can be done through software instead
of physically relocating devices.

Cisco recommends the use of local or geographic VLANSs that segment the network based on IP
subnets. Each wiring closet switch is on its own VLAN or subnet and traffic between each switch is
routed by the router. The reasons for the Distribution Layer 3 switch and examples of a larger
network using both the campus-wide and local VLAN models will be discussed later.

A VLAN can be thought of as a broadcast domain that exists within a defined set of switches.
Ports on a switch can be grouped into VLANS in order to limit unicast, multicast, and broadcast
traffic flooding. Flooded traffic originating from a particular VLAN is only flooded out ports
belonging to that VLAN, including trunk ports, so a switch that connects to another switch will
normally introduce an additional broadcast domain.

VLAN (Virtual Local Area Network) technology is to solve the problem that switches can't limit
broadcast within the LAN interconnection. This technology can divide a LAN into more logical
LAN- VLAN, each VLAN is a broadcast domain, the communication between the hosts within a
VLAN is like that of the hosts in a LAN, while the communication can't be achieved between
VLANS directly. Thus the broadcast datagram is limited within a LAN. So, creating a new VLAN on
switch is the same as adding a new broadcast domain.
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QUESTION NO: 116
Which two of these are characteristics of the 802.1Q protocol? (Choose two.)

A. Itis a Layer 2 messaging protocol which maintains VLAN configurations across networks.
B. It is a trunking protocol capable of carrying untagged frames.

C. It modifies the 802.3 frame header, and thus requires that the FCS be recomputed.

D. It includes an 8-bit field which specifies the priority of a frame.

Answer: B,C

Explanation:

802.1Q protocol, or Virtual Bridged Local Area Networks protocol, mainly stipulates the realization
of the VLAN. 802.1Q is a standardized relay method that inserts 4 bytes field into the original
Ethernet frame and re-calculate the FCS. 802.1Q frame relay supports two types of frame: marked
and non-marked. Non-marked frame carries no VLAN identification information.

QUESTION NO: 117

Refer to the exhibit. When the hosts boot, hosts that are connected to the switches are having
trouble getting a DHCP address from the DHCP server. Which STP feature could minimize the
effects of STP convergence for the hosts?

ActualTests

A. path cost
B. port priority
C. BID

D. PortFast

Answer: D

Explanation:
The purpose of PortFast is to shorten the time to access port and STP convergence. The
advantages of PortFast are to prevent DHCP overtime, Novell login issue, Apple Talk address
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finding, and so on. In addition to the specific network design, it is generally used when accessing
to ports. If startup PostFast when connecting to other switch ports, it may result in bridge loop.

QUESTION NO: 118
Which statement accurately describes a benefit provided by VTP?

A. VTP allows switches to share VLAN configuration information.

B. VTP allows physically redundant links while preventing switching loops.
C. VTP allows a single port to carry information to more than one VLAN.
D. VTP allows routing between VLANS.

Answer: A

Explanation:

Trunking Protocol (VTP) are to manage all configured VLANSs across a switched internetwork and
to maintain consistency throughout that network VTP allows you to add, delete, and rename
VLANSs-information that is then propagated to all other switches in the VTP domain.

Here's a list of some features of VTP:

* Consistent VLAN configuration across all switches in the network

* VLAN trunking over mixed networks, such as Ethernet to ATM LANE or even FDDI
* Accurate tracking and monitoring of VLANS

* Dynamic reporting of added VLANS to all switches in the VTP domain

* Plug and Play VLAN adding

Administration of network environments that consists of many interconnected switches is
complicated. Cisco has developed a propriety solution to manage VLANS across such networks
using the VLAN Trunking Protocol (VTP) to exchange VLAN configuration information between
switches. VTP uses Layer 2 trunk frames to exchange VLAN information so that the VLAN
configuration stays consistent throughout a network. VTP also manages the additions, deletions,
and name changes of VLANs across multiple switches from a central point, minimizing
misconfigurations and configuration inconsistencies that can cause problems, such as duplicate
VLAN names or incorrect VLANtype settings.

VTP is organized into management domains or areas with common VLAN requirements. A switch
can belong to only one VTP domain. Switches in different VTP domains do not share VTP
information. Switches in a VTP domain advertise several attributes to their domain neighbors.
Each advertisement contains information about the VTP management domain, VTP configuration
revision number, known VLANS, and specific VLAN parameters.

The VTP process begins with VLAN creation on a switch called a VTP server. VTP floods
advertisements throughout the VTP domain every 5 minutes, or whenever there is a change in
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VLAN configuration. The VTP advertisement includes a configuration revision number, VLAN
names and numbers, and information about which switches have ports assigned to each VLAN.
By configuring the details on one or more VTP server and propagating the information through
advertisements, all switches configuration know the names and numbers of all VLANS.

QUESTION NO: 119

As the network administrator. You need to configure two switches to exchange VLAN information.
Which protocol provides a method of sharing VLAN configuration information between these two
switches?

A. 802.1Q
B. STP

C. VLSM
D. VTP

Answer: D

Explanation:

VLAN Trunking Protocol (VTP) is Cisco level 2 information transfer protocol, mainly controls the
VLANSs add, delete, and rename within network. VTP reduce the management services in switch
network. When a user prepares to configure new VLAN for VTP server, he may implement VLAN
distribution through all the switches, to avoid identical VLAN configuration. VTP is a Cisco private
protocol, which support the majority of Cisco Catalyst Series products.

Through VTP, all switches within its domain have a clear idea of all the VLANS, except when VTP
can create extra traffic. At this time, all unknown unicast and broadcast spread throughout the
VLAN, making all the switches in the network receive all broadcasts, even if no user is connected
in the VLAN, the situation is no exception. And VTP Pruning is able remove the extra traffic.

QUESTION NO: 120

Refer to the exhibit. Spanning Tree Protocol has created a loop-free logical topology in the
network that is pictured. How many ports have been placed in the blocking mode?
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outert-.

ActualTests

outerd

A. three
B. one
C. none
D. two

Answer: D

Explanation:
Spanning Tree maintains a loop free topology. Regardless of which switch is elected the root
switch, two of the five links will not be used as they would create a redundant path.

QUESTION NO: 121
Which three of these statements regarding 802.1Q trunking are correct? (Choose three.)

A. 802.1Q trunking ports can also be secure ports.

B. 802.1Q trunks can use 10 Mb/s Ethernet interfaces.

C. 802.1Q trunks should have native VLANS that are the same at both ends.
D. 802.1Q native VLAN frames are untagged by default.

Answer: B,C,D

Explanation:

By default, 802.1Q trunk defined Native VLAN in order to forward unmarked frame. Switches can
forward Layer 2 frame from Native VLAN on unmarked trunks port. Receiver switches will transmit
all unmarked packets to Native VLAN. Native VLAN is the default VLAN configuration of port.
Note: for the 802.1Q trunk ports between two devices, the same Native VLAN configuration is
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required on both sides of the link. If the Native VLAN in 802.1Q trunk ports on same trunk link is
properly configured, it could lead to layer 2 loops. The 802.1Q trunk link transmits VLAN
information through Ethernet.

QUESTION NO: 122

A network administrator needs to force a high-performance switch that is located in the MDF to
become the root bridge for a redundant path switched network. What can be done to ensure that
this switch assumes the role as root bridge?

A. Connect the switch directly to the MDF router, which will force the switch to assume the role of
root bridge.

B. Configure the switch for full-duplex operation and configure the other switches for half-duplex
operation.

C. Establish a direct link from the switch to all other switches in the network.

D. Assign the switch a higher MAC address than the other switches in the network have.

E. Configure the switch so that it has a lower priority than other switches in the network.

Answer: E

Explanation:

For all switches in a network to agree on a loop-free topology, a common frame of reference must
exist. This reference point is called the Root Bridge . The Root Bridge is chosen by an election
process among all connected switches. Each switch has a unique Bridge ID (also known as the
bridge priority) that it uses to identify itself to other switches. The Bridge ID is an 8-byte value. 2
bytes of the Bridge ID is used for a Bridge Priority field, which is the priority or weight of a switch in
relation to all other switches. The other 6 bytes of the Bridge ID is used for the MAC Address field,
which can come from the Supervisor module, the backplane, or a pool of 1024 addresses that are
assigned to every Supervisor or backplane depending on the switch model. This address is hard
coded, unique, and cannot be changed.

The election process begins with every switch sending out BPDUs with a Root Bridge ID equal to
its own Bridge ID as well as a Sender Bridge ID. The latter is used to identify the source of the
BPDU message. Received BPDU messages are analyzed for a lower Root Bridge ID value. If the
BPDU message has a Root Bridge ID (priority) of the lower value than the switch's own Root
Bridge ID, it replaces its own Root Bridge ID with the Root Bridge ID announced in the BPDU. If
two Bridge Priority values are equal, then the lower MAC address takes preference.

QUESTION NO: 123

The exhibited network is stable and operating properly. Assuming that default STP configurations
are running on both switches, which port will be in blocking mode?
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10Mbps
Faon/?? =
Switch2 y
Fa0/2
100Mbps [ WACT 00d0.5868.f180

ActualTests

A. Port Fa0/2 on Switchl
B. Port Fa0/1 on Switch2
C. Port Fa0/1 on Switchl
D. Port Fa0/2 on Switch2

Answer: C

Explanation:

First find out which switch port will become blocking mode through root-bridge election.
Root-bridge election:

Bridge ID = Bridge Priority + Bridge MAC address

The default bridge priority is 32,768. In this case, you only need to compare two switch MAC
addresses. The MAC address of Switch2 is the smallest one. Therefore it will be the root-bridge of
this switching network.

As a non-root bridge, an interface of Switchl will be blocked by STP. Compare the speed of the
links that Fa0/1 and Fa0/2 connect, you'll find that the link that Fa0/1 connects needs much higher
cost. Therefore Fa0/1 will be blocked.

Spanning-Tree Protocol (STP) is a Layer 2 protocol that utilizes a special-purpose algorithm to
discover physical loops in a network and effect a logical loop-free topology. STP creates a loop-
free tree structure consisting of leaves and branches that span the entire Layer 2 network. The
actual mechanics of how bridges communicate and how the STP algorithm works will be
discussed at length in the following topics. Note that the terms bridge and switch are used
interchangeably when discussing STP. In addition, unless otherwise indicated, connections
between switches are assumed to be trunks.

Root BID Wi is the root bridge?

Sender BID Wtiak is the BID of 1he brcge thai

san this BPLILT

imat por on SRR
did this BPDU coma Trom

Port ID

o —

Rool Path Cosl | #—— How lar pway i3 tha roal Brdogn?
= —
-—
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The switches move on to selecting Root Ports. The Root Port of a bridge is the port that is closest
to the Root Bridge in terms of Path Cost. Every non-Root Bridge must select one Root Port.
Again, bridges use the concept of cost to measure closeness. As with some routing metrics, the
measure of closeness using STP is not necessarily reflected by hop count. Specifically, bridges
track what is referred to as Root Path Cost, which is the cumulative cost of all links to the Root
Bridge . So, Answer A is correct.

QUESTION NO: 124
What is the purpose of Spanning Tree Protocol?

A. to provide multiple gateways for hosts

B. to maintain a loop-free Layer 2 network topology
C. to prevent routing loops

D. to create a default route

Answer: B

Explanation:

STP (Spanning Tree protocol) is able to overcome transparent bridge in network redundancy.
Through the use of non-loop path, STP is able to avoid and eliminate network loops. It may locate
the loop and cut off link redundancy.

STP's main task is to stop network loops from occurring on your Layer 2 network (bridges or
switches). It vigilantly monitors the network to find all links, making sure that no loops occur by
shutting down any redundant ones. STP uses the spanning-tree algorithm (STA) to first create a
topology database, then search out and destroy redundant links. With STP running, frames will
only be forwarded on the premium, STP-picked links.

QUESTION NO: 125

Refer to the exhibit. Three Cisco 2950 switches are set to their default priority settings. During the
spanning-tree process, which switch will be elected as the root bridge?

"Pass Any Exam. Any Time." - www.actualtests.com 107



Cisco 640-802: Practice Exam

MAC: 002A.3050.0B05 MAC: 002A_3050.0B15

witch1

T

ActualT
MAC: 002A.3050.0B07 MAC: 002A.3050.0B0B
A. Switchl
B. Switch4
C. Switch2
D. Switch3

Answer: A

Explanation:

The first step of STP is root-bridge election. BPDU is used in this election process. When device
advertises BPDU, it will put its own switch ID in BPDU. Switch ID is used for the election of root
switch. Switch with a minimum switch ID is selected as root. Switch ID is composed of two
components:

1. Switch Priority: the default priority on Cisco switches is 32,768 (two bytes in length)

2. Switches MAC address (6 bytes in length)

By default, the switch with the lowest MAC address in switching network will be root-bridge.

QUESTION NO: 126

Which of the protocols operates at Layer 2 of the OSI model, and is used to maintain a loop-free
network?

A. VTP
B. IGRP
C.RIP
D. STP

Answer: D
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Explanation:

A Layer 2 switch, which functions as a transparent bridge, offers no additional links for redundancy
purposes. To add redundancy, a second switch must be added. Now two switches offer the
transparent bridging function in parallel. LAN designs with redundant links introduce the possibility
that frames might loop around the network forever. These looping frames would cause network
performance problems. For example, when the switches receive an unknown unicast, both will
flood the frame out all their available ports, including the ports that link to the other switch,
resulting in what is known as a bridging loop, as the frame is forwarded around and around
between two switches. This occurs because parallel switches are unaware of each other. The
Spanning Tree Protocol (STP), which allows the redundant LAN links to be used while preventing
frames from looping around the LAN indefinitely through those redundant links, was developed to
overcome the possibility of bridging loops. It enables switches to become aware of each other so
that they can negotiate a loop-free path through the network. Loops are discovered before they
are opened for use, and redundant links are shut down to prevent the loops from forming. STP is
communicated between all connected switches on a network. Each switch executes the Spanning-
Tree Algorithm (STA) based on information received from other neighboring switches. The
algorithm chooses a reference point in the network and calculates all the redundant paths to that
reference point. When redundant paths are found, STA picks one path to forward frames with and
disables or blocks forwarding on the other redundant paths. STP computes a tree structure that
spans all switches in a subnet or network. Redundant paths are placed in a blocking or standby
state to prevent frame forwarding. The switched network is then in a loop-free condition. However,
if a forwarding port fails or becomes disconnected, the STA will run again to recompute the
Spanning-Tree topology so that blocked links can be reactivated.

STP (spanning tree protocol) operates on layer 2 to prevent loops in switches and bridges.
Incorrect Answers:

A: VTP is the VLAN Trunking Protocol, used to pass VLAN information through switches. It relies
on the STP mechanism to provide a loop free network.

B: RIP and IGRP are routing protocols, which are used at layer 3 to maintain a loop free routed
environment.

C: RIP and IGRP are routing protocols, which are used at layer 3 to maintain a loop free routed
environment.

QUESTION NO: 127
Which two of these statements regarding RSTP are correct? (Choose two.)

A. RSTP defines new port roles.

B. RSTP is compatible with the original IEEE 802.1D STP.
C. RSTP defines no new port states.

D. RSTP cannot operate with PVST+.
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Answer: A,B

Explanation:

When network topology changes, rapid spanning tree protocol (IEEE802.1W, referred to as RSTP)
will speed up significantly the speed to re-calculate spanning tree. RSTP not only defines the role
of other ports: alternative port and backup port, but also defines status of 3 ports: discarding
status, learning status, forwarding status.

RSTP is 802.1D standard evolution, not revolution. It retains most of the parameters, and makes
no changes.

QUESTION NO: 128

Refer to the exhibit. The output that is shown is generated at a switch. Which three of these
statements are true? (Choose three.)

Switch# show spanhing-tree wlan 30

VLANOO3IO

Spanning tree enabhled protocal rstp

FBoot ID Priority 24606

bddre=ss 00dO.047k. 2500

Thiz bridge iz the root

Hello Time 2 sec Max ALge 20 seec Forward Delay 15 seeo
Bridge ID Priority 24606 (priocrity 24576 sys-id-ext 30)
bddre=ss 00dO.047h. 2500

Hello Time 2 sec Max Age 20 sec Forward Delay 15 seeo
bAging Time 300

Interface Bole 32t= Cozt  Prio.Nbr Type
Fal/l Desg FUD 4 125.1 pep
Fal/z Desg FUD 4 128.2 pep
Fat/1 Dezg FWD 4 128.257 pap

ActualTests

A. The bridge priority is lower than the default value for spanning tree.
B. All designated ports are in a forwarding state.

C. All interfaces that are shown are on shared media.

D. All ports will be in a state of discarding, learning, or forwarding.

E. Thirty VLANs have been configured on this switch.

F. This switch must be the root bridge for all VLANS on this switch.

Answer: AB,F

Explanation:

Root bridge election succeeds, switches stop flooding, and all ports have experienced discarding,
learning or forwarding status. The default priority for the bridge is 32768; it shows in Role and Sts
that all designated ports are in forward state.
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The IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) enhances the 802.1d standard with one
goal in mind: improving STP convergence. To do so, RSTP defines new variations on BPDUs
between switches, new port states, and new port roles, all with the capability to operate
backwardly compatible with 802.1d switches.

The default priority value of spanning is 32,768 but shown value is lower than default value.

In RSTP new port state is defined as:

STP State (802.1d) RSTP State (802.Tw)
Disabled Discarding
Blocking Discarding
Listening Discarding
Learning Learning

ActualTests
Forwarding Forwarding

QUESTION NO: 129
What is the purpose of the Cisco VLAN Trunking Protocol?

A. to provide a mechanism to dynamically assign VLAN membership to switch ports

B. to allow for managing the additions, deletions, and changes of VLANs between switches
C. to provide a mechanism to manually assign VLAN membership to switch ports

D. to allow native VLAN information to be carried over a trunk link

E. to allow traffic to be carried from multiple VLANSs over a single link between switches

Answer: B

Explanation:

The basic goals of the VLAN Trunking Protocol (VTP) are to manage all configured VLANS across
a switched internetwork and to maintain consistency throughout that network VTP allows you to
add, delete, and rename VLANSs-information that is then propagated to all other switches in the
VTP domain.

QUESTION NO: 130 DRAG DROP

Place the Spanning-Tree Protocol port state on its function by dragging the state on the left to the
correct target on the right. (Not all options on the left are used.)
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popuiating the MAC address Lable but not
forwarcing data frames

sending and recening data frames

prepanng 1o forvward data framds without populann
the MAC address table

preventing the use of looped paths

ActualTests

Answer:

ActualTests
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Section 9: Describe how VLANS create logically separate networks and the need for routing
between them (4 questions)
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Refer to the exhibit. Hosts on the same VLAN can communicate with each other but are unable to
communicate with hosts on different VLANs. What is needed to allow communication between
VLANS?

VLAN 20 VLAN 10
ciu

A. a router with an IP address on the physical interface that is connected to the switch

B. a router with subinterfaces configured on the physical interface that is connected to the switch
C. a switch with an access link that is configured between the switches

D. a switch with a trunk link that is configured between the switches

Answer: B

Explanation:

Different VLANs can't communicate with each other , they can communicate with the help of
Layer3 router. Hence ,it is needed to connect a router to a switch , then make the sub-interface on
the router to connect to the switch, establishing Trunking links to achieve communications of
devices which belong to different VLANS.

When using VLANSs in networks that have multiple interconnected switches, you need to use
VLAN trunking between the switches. With VLAN trunking, the switches tag each frame sent
between switches so that the receiving switch knows to what VLAN the frame belongs. End user
devices connect to switch ports that provide simple connectivity to a single VLAN each. The
attached devices are unaware of any VLAN structure.

By default, only hosts that are members of the same VLAN can communicate. To change this and
allow inter-VLAN communication, you need a router or a layer 3 switch.

Here is the example of configuring the router for inter-vlan communication
RouterA(config)#int f0/0.1

RouterA(config-subif)#encapsulation ?

dot1lQ IEEE 802.1Q Virtual LAN

RouterA(config-subif)#encapsulation dot1Q or isl VLAN ID
RouterA(config-subif)# ip address X.x.X.X y.y.y.y
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QUESTION NO: 132
Which three statements are typical characteristics of VLAN arrangements? (Choose three.)

A. A new switch has no VLANSs configured.

B. Connectivity between VLANS requires a Layer 3 device.

C. VLANS typically decrease the number of collision domains.
D. Each VLAN uses a separate address space.

E. A switch maintains a separate bridging table for each VLAN.
F. VLANs cannot span multiple switches.

Answer: B,D,E

QUESTION NO: 133
Which three benefits are of VLANs? (Choose three.)

A. They increase the size of collision domains.

B. They allow logical grouping of users by function.

C. They can enhance network security.

D. They increase the number of broadcast domains while decreasing the size of the broadcast
domains.

Answer: B,C,D

QUESTION NO: 134
What are three advantages of VLANs? (Choose three.)

A. VLANSs establish broadcast domains in switched networks.

B. VLANS utilize packet filtering to enhance network security.

C. VLANSs provide a method of conserving IP addresses in large networks.

D. VLANS provide a low-latency internetworking alternative to routed networks.

E. VLANSs allow access to network services based on department, not physical location.
F. VLANSs can greatly simplify adding, moving, or changing hosts on the network.

Answer: A,E,F

Explanation:
Section 10: Configure, verify, and troubleshoot VLANS (4 questions)
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QUESTION NO: 135

Refer to the exhibit.

Which two statements about the configuration of the switch interface are correct? (Choose two)

SwitchA(conTig)# interface Tal/0
SwitchA(config-1if)# switchport accbell TR

A. A network host can be connected to this interface.

B. The switchport belongs only to VLAN 2

C. The exhibit shows interface fa0/0 to be dynamically mapped to VLAN 2
D. Interface fa0/0 will be in both VLAN 1 (by default) and VLAN 2

Answer: A,B

Explanation:

On a Cisco switch, ports are assigned to a single VLAN. These ports are referred to as access
ports and provide a connection for end users or node devices, such as a router or server. By
default all devices are assigned to VLAN 1, known as the default VLAN . After creating a VLAN,
you can manually assign a port to that VLAN and it will be able to communicate only with or
through other devices in the VLAN. In this case, the port has been manually assigned to VLAN 2,
not the default value of VLAN 1.

QUESTION NO: 136

Which statement is correct about the internetwork shown in the diagram?

Fan/0.1 - 10.1.1.254 /24 VLAN 1
Fa0iD.2 = 10.2.2.254 /24 YLAN 2
Fa0/0.3 - 10.3.3.254 /24 VLAN 3

i arie =

" Server 2

‘HostA~  HostB . VLAN1 __ _ HostC _““HestD

A. If Fa0/0 is down on Router 1, Host A cannot access Server 1.
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B. If Fa0/1 is down on Switch 3, Host C cannot access Server 2.
C. No collisions can occur in traffic between Host B and Host C.
D. Spanning Tree is not running.

E. Switch 2 is the root bridge.

F. Host D and Server 1 are in the same network.

Answer: B

Explanation:

Host A is on VLANL1 and Serverl is on VLAN3. Router 1 routes data between VLANs through the
interface of FAO/O. If FAO/O is down, there is no routing between VLANS, so Host A cannot access
Server 1.

A VLAN is a group of hosts with a common set of requirements that communicate as if they were
attached to the same wire, regardless of their physical location. A VLAN has the same attributes
as a physical LAN, but it allows for end stations to be grouped together even if they are not located
on the same LAN segment.

The above diagram is configured with inter-VLAN communication so the router has a great role to
make communication between different VLAN. When router's port configured with trunk goes
down all host can't communicate with other host in different VLAN as it is the router that directs
traffic between the separate VLANS.

QUESTION NO: 137
Which two statements describe the Cisco implementation of VLANs? (Choose two.)

A. VLAN 1 is the default Ethernet VLAN.

B. VLANSs 1002 through 1005 are automatically created and cannot be deleted.
C. CDP advertisements are only sent on VLAN 1002.

D. By default, the switch IP address is in VLAN 1005.

Answer: A,B

QUESTION NO: 138

To configure the VLAN trunking protocol to communicate VLAN information between two switches,
what two requirements must be met? (Choose two.)

A. Each end of the trunk line must be set to IEEE 802.1E encapsulation.
B. The VTP management domain name of both switches must be set the same.
C. All ports on both the switches must be set as access ports.
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D. One of the two switches must be configured as a VTP server.
E. A rollover cable is required to connect the two switches together.
F. A router must be used to forward VTP traffic between VLANS.

Answer: B,D

Explanation:
Section 11: Configure, verify, and troubleshoot trunking on Cisco switches (8 questions)

QUESTION NO: 139

As the network administrator, you are required to redesign the network. You choice a new switch
to install into an existing LAN and a new VTP trunk is set up with an existing switch. Which VLANs
will be allowed on this new trunk?

A. Each single VLAN, or VLAN range, must be specified with the switch port mode command.
B. Each single VLAN, or VLAN range, must be specified with the vtp domain command.

C. Each single VLAN, or VLAN range, must be specified with the vlan dataBased command.
D. By default, all defined VLANSs are allowed on the trunk.

Answer: D

Explanation:
The question does not state that there are multiple VTP Domains meaning that all defined VLANs
are allowed on the trunk until a vtp domain command is issued.

Trunk is a kind of port aggregating protocol, mainly used to undertake multi-VLAN flux link. Thus
the device in the newly designed network allows only default vlan and vlans that are defined to be
allowed on this trunk.

QUESTION NO: 140

Refer to the exhibit. A network associate needs to configure the switches and router in the graphic
so that the hosts in VLAN3 and VLAN4 can communicate with the enterprise server in VLAN2.
Which two Ethernet segments would need to be configured as trunk links? (Choose two.)
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ArtualTests

A A
B.B
C.C
D.D
E.E
F.F

Answer: C,F

Explanation:

Layer 3 routing is needed to implement communication between VLANS, so a trunk link is
configured between ROuter and Switch2. Both Switchl and Switch2own VLAN3 and VLAN4
members, so a trunk link is configured between Switchl and Switch2.

QUESTION NO: 141

Refer to the exhibit. An organization connects two locations, supporting two VLANS, through two
switches as shown. Inter-VLAN communication is not required. The network is working properly
and there is full connectivity. The organization needs to add additional VLANS, so it has been
decided to implement VTP. Both switches are configured as VTP servers in the same VTP
domain. VLANSs added to Switchl are not learned by Switch2. Based on this information and the
partial configurations in the exhibit, what is the problem?
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VLAN 10 Fal/1

VLAN 20 Fa0/2 &

Switchi# show interface fadM switchport Switch?# show interface fad/? switchport
Hame: Fab/1 Hame: Fal/2
Switchport: Enabled Switchport: Enabled
Administrative Mode: static access Administrative Modle: static access
Operational Mode: static access Operational Mode: static access
Administrative Trunking Enc apsulation: dotiq Administrative Trunking Enc apsulation: dotiq
Hegotiation of Trunking: Off Hegotiation of Trunking: Off
Access Mode VLAHN: 10 (Sales) Access Mode VLAHN: 20 (Accounting)
Trunking Hative Mode VLAN: 1 (default) Trunking Hative Mode VLAN: #{dsfsuKESTs

- output omitted - - output omitted -

A. VTP is Cisco proprietary and requires a different trunking encapsulation.

B. Switch2 should be configured as a VTP client.

C. Arouter is required to route VTP advertisements between the switches.

D. STP has blocked one of the links between the switches, limiting connectivity.
E. The links between the switches are access links.

Answer: D

Explanation:

A trunk link is a special connection; the key difference between an ordinary connection (access
port) and a trunk port is that although an Access port is only in one VLAN at a time, a trunk port
has the job of carrying traffic for all VLANs from one switch to another. Any time you connect a
switch to another switch and want to make sure that all VLANs will be carried across the switches,
you want to make it a trunk.

To carry on the data frames for all VLANS, you need to create the Trunk link on switch port as well
as you need to select the encapsulation type.

Switchport mode trunk
Switchport trunk encapsulation dotl1q or isl

In the above topology the switches are connected on access ports. Making them trunk ports
should solve this issue.

QUESTION NO: 142

When a new trunk is configured on a 2950 switch, which VLANSs by default are allowed over the
trunk link?
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A. no VLANs

B. all VLANs

C.only VLANs 1 - 64

D. only the VLANS that are specified when creating the trunk

Answer: B

Explanation:
By default, all VLANSs are allowed over the trunk link.

Trunk ports send and receive information from all VLANs by default, and if a frame is untagged,
it's sent to the management VLAN. This applies to the extended range VLANSs as well. But we can
remove VLANSs from the allowed list to prevent traffic from certain VLANSs from traversing a
trunked link.

Here is example:

RouterA(config)#int fO/1

RouterA(config-if)# switchport mode trunk
RouterA(config-if)#switchport trunk allowed vlan VLANID

RouterA(config-if)#switchport trunk allowed vlan remove VLANID

QUESTION NO: 143

What ports on Sw-AC3 are operating as trunks?(Choose three)

Fa0/0.1 - 192.168.1.254 [24 VLAN1
Fa0/0.22 - 192.168.22.254 /24 VLAN22
Fa0/0.33 - 192.168.33.254 /24 VLAN33
Fa0/0.44 - 192.168.44.254 /124 VLAN44

@ ‘

= Consola

Server 1

192.168.22.1
-‘.
—— -—.-
e — ’ ; A‘
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Sw-AC3#show trunk

Sw-Ac3i¥show int trunk

Port Mode Encapaulation Statua Hative wlan
Fal/3 on 802.1g trunking 1

Fal/9 desirable  802.1q trunking ACtmalTests
Fal/12 dezirable BlZ.1g trunking 1

A. Fa0/12
B. Fa0/3
C. Fa0/1
D. Fa0/9

Answer: A,D

Explanation:
Based on the output of Sw-AC3#show trunk provided in the exhibit, we know that the status of port
Fa0/3, Fa0/9, Fa0/12 on Sw-Ac3 is trunking.

QUESTION NO: 144

Which interface commands would you enter on a Catalyst 2900 switch, if your goal was to bring all
VLAN traffic to another directly connected switch?(Choose two)

A. Switch(config-if)# switchport access vlan all

B. Switch(config-if)# switchport mode trunk

C. Switch(config-if)# switchport trunk encapsulation dotlq
D. Switch(config-if)# vlan all

Answer: B,C

QUESTION NO: 145

Refer to the topology and configuration information shown in the graphic. Routerl has been
configured to provide communication between the VLANs. Which I0S commands are required to
configure switch port fa0/1 to establish a link with router Routerl -R1 using the IEEE standard
protocol? (Choose three.)
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Switch configuration:
Fa0/1 Port Fa0/1: trunk

Ports Fa0/2, Fa0/3:VLAN 10

5 Port Fa0/4: VLAN 20

Fa0/2
Fa0/3 Fa0/4

% ActualTests

A. Switch3(config-if)# switchport mode trunk

B. Switch3(config)# interface fastethernet 0/1

C. Switch3(config-if)# switchport trunk encapsulation dotlq
D. Switch3(config-if)# switchport access vian 1

Answer: A,B,C

Explanation:
Enable trunk on Fa0/1 interface of the router Routerl.

QUESTION NO: 146

When a new trunk link is configured on an 10S based switch, which VLANs are allowed over the
link?

A. By default, all defined VLANSs are allowed on the trunk.

B. Each single VLAN, or VLAN range, must be specified with the switchport mode command.
C. Each single VLAN, or VLAN range, must be specified with the vtp domain command.

D. Each single VLAN, or VLAN range, must be specified with the vlan database command.

Answer: A

Explanation:
All VLANSs are allowed over the trunk link regardless of the switch mode.
Section 12: Configure, verify, and troubleshoot interVLAN routing (4 questions)
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QUESTION NO: 147

Refer to the exhibit. Which two statements are true about interVLAN routing in the topology that is
shown in the exhibit? (Choose two.)

VLAN 3 VLAN 2

A. The FastEthernet 0/0 interface on Routerl must be configured with subinterfaces.

B. Host E and host F use the same IP gateway address.

C. Routerl and Switch2 should be connected via a crossover cable.

D. The FastEthernet 0/0 interface on Routerl and Switch2 trunk ports must be configured using
the same encapsulation type.

E. Routerl needs more LAN interfaces to accommodate the VLANSs that are shown in the exhibit.
F. Routerl will not play a role in communications between host A and host D.

Answer: A,D

Explanation:

This scenario requires inter-VLAN routing, which requires a layer three device. Based on the
information above, a trunk has indeed been set up to route traffic between VLAN's so the problem
is that default gateway has been specified in the switch, so traffic will not be forwarded to the
router from the switch from one VLAN to the other.

Different VLANs can't communicate with each other, it is needed to configure sub-interface
between the router and the switch and set up trunk link , requiring matched encapsulation type.

QUESTION NO: 148
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Refer to the exhibit. The network administrator has created a new VLAN on Switchl and added
host C and host D. The administrator has properly configured switch interfaces FastEthernet0/13
through FastEthernet0/24 to be members of the new VLAN. However, after the network
administrator completed the configuration, host A could communicate with host B, but host A could
not communicate with host C or host D. Which commands are required to resolve this problem?

Routeri® show ip route

<gufout omitfed=
C 192.168.1.0 /24 is direcily connected to Fa0/1.1
C 192.168.2.0 /24 is directly connected to Fal/.2

VLAN 2

192.168.2.15/24 192.168.2.15 /24 192.168.3.15 /24 192.168.3.16 /24

A. Switch1# vlan database

Switchl(vlan)# vtp v2-mode

Switchl(vlan)# vtp domain cisco

Switchl(vlan)# vtp server

B. Router(config)# router rip

Router(config-router)# network 192.168.1.0
Router(config-router)# network 192.168.2.0
Router(config-router)# network 192.168.3.0

C. Switch1(config)# interface fastethernet 0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# switchport trunk encapsulation isl
D. Router(config)# interface fastethernet 0/1.3
Router(config-if)# encapsulation dotlq 3
Router(config-if)# ip address 192.168.3.1 255.255.255.0

Answer: D

Explanation:

Here is the example of configuring the router for inter-vlan communication
RouterA(config)#int f0/0.1

RouterA(config-subif)#encapsulation ?

dot1Q IEEE 802.1Q Virtual LAN

RouterA(config-subif)#encapsulation dot1Q or isl VLAN ID
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RouterA(config-subif)# ip address X.X.X.X y.y.y.y

QUESTION NO: 149

Which three descriptions are true about the R1 port configuration and the SW1 port configuration
as displayed in the topology? (Choose three.)

A. The SW1 port connected to Hubl is configured as full duplex.

B. The R1 port connected to SW1 is configured using subinterfaces.
C. The SW1 port connected to Host B is configured as an access port.
D. The SW1 port connection to R1 is configured as a trunking port.

Answer: B,C,D

QUESTION NO: 150

Which commands should be configured on the 2950 switch SW1 and the router R to allow
communication between host 1 and host 2? (Choose two.)
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fa0/0

fa0/1 Swi

&? IP address: 192.168.1.2/24
 swWi Ports 2-12 VLAN 10
Ports 13-24 VLAN 20

fa0/2 fa0/13
(1) 2]
= r —
.. r . >
Host 1 Host 2
IP address: 192.168.10.5/24 IP address: 192.168.20.5/24
Default Gateway: 192.168.10.1 Default Gateway: 192.168.208c1ual Tests

A. R(config)# interface fastethernet 0/0

R(config-if)# ip address 192.168.1.1 255.255.255.0
R(config-if)# no shut down

B. R(config)# interface fastethernet 0/0

R(config-if)# no shut down

R(config)# interface fastethernet 0/0.1

R(config-subif)# encapsulation dotlq 10
R(config-subif)# ip address 192.168.10.1 255.255.255.0
R(config)# interface fastethernet 0/0.2

R(config-subif)# encapsulation dotlq 20
R(config-subif)# ip address 192.168.20.1 255.255.255.0
C. SW1(config)# vlan database

SW1(config-vlan)# vtp domain XYZ

SW1(config-vlan)# vtp server

D. SW1(config)# interface fastethernet 0/1
SW1(config-if)# switchport mode trunk

Answer: B,D

Explanation:
Section 13: Configure, verify, and troubleshoot VTP (11 questions)

QUESTION NO: 151

Given the output of the Floor3 switch shown above, which statement best describes the operation

of this switch?
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Floora# show vip status

YTF Version .
Configuration Revision o]
Maximum VLANS supported locally : 250
MNumber of existing VLANS .8

VTP Operating Mode ' Client
VTP Domain Name A

VTP Pruning Mode : Disabled
VTP V2 Mode ArtEE et
YWTP Traps Generation - Disahled

o
A. The switch learns VLAN information but does not save it to NVRAM.

B. The switchs can create VLANS locally but will not forward this information to other switches.
C. The switchs can create, change, and delete VLANS.

D. VTP is disabled on this switchs.

Answer: A

Explanation:

On the basis of the exhibit, we know that the switch Floor3 is configured with VTP and the VTP
Mode is Client mode.

Client mode: Client mode is a passive listening mode. Switches listens to VTP advertisements
from other switches and modify their VLAN configurations accordingly but does not save it to
NVRAM. Thus the administrator is not allowed to create, change, or delete any VLANSs. If other
switches are in the management domain, a new switch should be configured for client mode
operation. In this way, the switch will learn any existing VTP information from a server. If this
switch will be used as a redundant server, it should start out in client mode to learn all VTP
information from reliable sources. If the switch was initially configured for server mode instead, it
might propagate incorrect information to the other domain switches. Once the switch has learned
the current VTP information, it can be reconfigured for server mode.

This switch is operated on client VTP mode.

In client mode, switches receive information from VTP servers, but they also send and receive
updates, so in this way, they behave like VTP servers. The difference is that they can't create,
change, or delete VLANS. Plus, none of the ports on a client switch can be added to a new VLAN
before the VTP server notifies the client switch of the new VLAN. Also good to know is that VLAN
information sent from a VTP server isn't stored in NVRAM, which is important because it means
that if the switch is reset or reloaded, the VLAN information will be deleted. Here's a hint: If you
want a switch to become a server, first make it a client so it receives all the correct VLAN
information, then change it to a server.

QUESTION NO: 152
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A network administrator has configured two switches, named London and Madrid, to use VTP.
However, the switches are not sharing VTP messages. Given the command output shown in the
graphic, why are these switches not sharing VTP messages?

London# shewr vip status Madrid# show vip status

VTP Version 12 VTP Version 12
Configuration Revision 10 Configuration Revision 10
Maximum VLANs supported locally 1 64 Maximuom VLANs supported locally  : 64
Mumber of existing VLANs 1 Number of existing VLANs :5

VTP Operating Mode T Server VTP Operating Made : Server
VTP Domain Hame :Lendon VTP Domain Name : Madrid
VTP Pruning Mode :Disabled | VIP Pruning Mode : Disabled
VTP V2 Mede : Disabled | VTP V2 Mode : Disahled
VTP Traps Generation : Disabled VTP Traps Generation AE?%?ELIEISEE?

A. VTP traps generation is disabled.

B. The VTP operating mode is not correctly configured.
C. The VTP version is not correctly configured.

D. The VTP domain name is not correctly configured.
E. VTP pruning mode is disabled.

F. VTP V2 mode is disabled.

Answer: D

Explanation:

When you create the VTP domain, you have a bunch of options, including setting the domain
name, password, operating mode, and pruning capabilities of the switch. Use the vtp global
configuration mode command to set all this information.

To share the VTP messages switches should have same domain name and password. Mode can
be either Server, Transparent, Client.

In the Exhibit one switch has London and another has Madrid domain name, so to exchange VTP
message both should have same domain name.

QUESTION NO: 153

What is the purpose of the command shown below?

vtp password FlOrlda

A. Itis the password required when promoting a switch from VTP client mode to VTP server mode.
B. It is used to access the VTP server to make changes to the VTP configuration.

C. It is used to prevent a switch newly added to the network from sending incorrect VLAN
information to the other switches in the domain.
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D. It is used to validate the sources of VTP advertisements sent between switches.
E. It allows two VTP servers to exist in the same domain, each configured with different
passwords.

Answer: D

Explanation:

When you create the VTP domain, you have a bunch of options, including setting the domain
name, password, operating mode, and pruning capabilities of the switch. Use the vtp global
configuration mode command to set all this information.

The purpose of setting password on VTP is to validate the sources of VTP advertisements sent
between switches belonging to same VTP domain.

VTP password is used to authenticate the VTP members in the same VTP domain. When VTP
Server sends VTP advertise to VTP client, it is required that the VTP domain name of the VTP
server and the VTP client agree with VTP password.

VTP: VTP is organized into management domains or areas with common VLAN requirements. A
switch can belong to only one VTP domain. Switches in different VTP domains do not share VTP
information. Switches in a VTP domain advertise several attributes to their domain neighbors.
Each advertisement contains information about the VTP management domain, VTP configuration
revision number, known VLANS, and specific VLAN parameters.

The VTP process begins with VLAN creation on a switch called a VTP server. VTP floods
advertisements throughout the VTP domain every 5 minutes, or whenever there is a change in
VLAN configuration. The VTP advertisement includes a configuration revision number, VLAN
names and numbers, and information about which switches have ports assigned to each VLAN.
By configuring the details on one or more VTP server and propagating the information through
advertisements, all switches configuration know the names and numbers of all VLANS.

QUESTION NO: 154

Refer to the exhibit. The show vtp status command is executed at a switch that is generating the
exhibited output. Which statement is true for this switch?
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switch# show vtp =status

VTP Version : 2
Configuration Rewvision 5 0

Maximum VLAN= supported locally : 6

Numher of existing VLAN= 2 17

VTP Operating Mode : Tranzparent
VTP Domain Name 2 ICHND

VTP Pruning Mode 5 Dizabled
VTP VZ Mode 2 Disabhled
VTP Traps Generation 1 Dizabled
<output omitteds- ArtualTests

A. The switch forwards its VLAN database to other switches in the ICND VTP domain.

B. The VLAN database is updated when VTP information is received from other switches.
C. The configuration revision number increments each time the VLAN database is updated.
D. The switch forwards VTP updates that are sent by other switches in the ICND domain.

Answer: D

Explanation:
Switches in transparent mode don't participate in the VTP domain or share its VLAN database, but
they'll still forward VTP advertisements through any configured trunk links.

VTP is organized into management domains or areas with common VLAN requirements. A switch
can belong to only one VTP domain. Switches in different VTP domains do not share VTP
information. Switches in a VTP domain advertise several attributes to their domain neighbors.
Each advertisement contains information about the VTP management domain, VTP configuration
revision number, known VLANS, and specific VLAN parameters.

From the output of the command how vtp status provided in the exhibit, we know that the VTP
mode of the switch is the transparent mode.

Transparent mode does not allow the switch to participate in VTP negotiations. Thus, a switch
does not advertise its own VLAN configuration, and a switch does not synchronize its VLAN
database with received advertisements. VLANSs can still be created, deleted, and renamed on the
transparent switch. However, they will not be advertised to other neighboring switches. VTP
advertisements received by a transparent switch will be forwarded on to other switches on trunk
links.

QUESTION NO: 155

Refer to the exhibit. The network administrator has discovered that the VLAN configuration of
SwitchC is not synchronized with the rest of the switched network. Why is SwitchC not receiving
VTP updates?
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Switchif show vip status
VIP Version: 2
Configquration Rewision: 240

Marimum WLANs swpported locallsy: 1005
Mumber of existing VLANs: 33

VTP Operating Mode: Server

VTP Domain Name: Lab Network

VTP Pruming Mode: Enabled

SwitchCf showr wip status
VIP Version: 2
Confiquration Pewvision: 247

Maximum VLANs swpported locally: Z50
Number of existing YVLANs: 30

VTP Operating Mode: Client

VIP Domain Name: Lab Network

VIP Priming Mode: Enabled

=output omitteds output omitteds

SwitchBf show wip status

VTP Version: 2

Confimuwation Bewision: O

Maximum VWLANs swpported locally: 1005
Mamber of existing VLIAN=: 17

WTP Operating Mode: Transparent

VTP Domain Name: Lab Network

VTP Pruming Mode: Enabled
ActualTests

“output omitteds

. SwitchA supports a greater number of VLANSs than does SwitchC.

. SwitchC has fewer existing VLANSs than does SwitchA.

. SwitchC has a revision number higher than that being advertised.

. SwitchC should be operating in VTP server mode to receive VTP updates.

. SwitchB is not relaying VTP advertisements to SwitchC.

. SwitchB should be operating in VTP server or client mode to relay VTP updates.

Mmoo w >

Answer: C

Explanation:

VTP revision number is to indicate the modified version that VTP configured is a 32-bit value,
which begins with 0. If VLAN information changes, the revision number will plus 1 until
4294967295. Then circulate and then return O, re-start and increase.

When the monitoring switch receives notices bigger than the revision number they stored, this
notice will override the stored VLAN information, and thus it is very important to set the added
revision number of the switch to default O.

To set the revision number to default O, the following methods may be used:

1> change the mode of switch VTP to transparent mode, and then return to the server mode
2> make changes to switch VTP domain name, and revert to the original domain name

Reference:
http://www.cisco.com/en/US/tech/tk389/tk689/technologies_tech note09186a0080094c52.shtml

QUESTION NO: 156

An administrator is unsuccessful in adding VLAN 50 to a switch. While troubleshooting the
problem, the administrator views the output of the show vtp status command, which is displayed in
the graphic. What commands must be issued on this switch to add VLAN 50 to the database?
(Choose two.)

"Pass Any Exam. Any Time." - www.actualtests.com 131



Cisco 640-802: Practice Exam

Swatch# show vip status

YTP VYersion 12

C onfiguration Revision T |

Maximum VLANS supported local : 68

Mumber of existing YL ANS : B

YTP Operating Mode : Client

YTP Domain Hame : COMp

YTP Pruning Mode : Disahled

VTP V2 Mode : Disabled

YTP Traps Generation : Disahbled

MD 45 digest D 0x220=F3 Dy Tests
C onfiguration last modified by 172.18.22.15 at 5-28-03 11:53: 20

. Switch(config-if)# switchport access vlan 50
. Switch(vlan)# vtp server

. Switch(config)# config-revision 20

. Switch(config)# vlan 50 name Tech

. Switch(vlan)# vlan 50

. Switch(vlan)# switchport trunk vlan 50

Mmoo w >

Answer: B,E

QUESTION NO: 157

Refer to the exhibit. SwX was taken out of the production network for maintenance.
It will be reconnected to the Fa0/16 port of Sw-AC3. What happens to the network when it is
reconnected and a trunk exists between the two switches?
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= T

Fa0/0.1 - 192.168.1.254 /(24 VLAN1

Fa0/0.22 - 192.168.22.254 (24 VLAN22
Fa0/0.33 - 192.168.33.254 /24 VLAN33
Fa0/0.44 - 192.168.44.254 /24 VLAN44

PPPP

CT0 SU05-

SwX#show vlan | SwX#show vtp stat

SwiX#show vlan
VLAN Mame Status Ports

R E R R PR RS R R R R R R R R R R R R R

1 default active Fa0M, Fali2, Fa0/3
Fa0/4, Fa0/5, Fa0/6
Fal/7, FaD/8, FaD/9
Fa0/10, Fadi11, FabH2
GidM, Gio/2
2 students active
3 admin  active
4 faculty active

SwiX# show vip stat

VTP Version P2
Configuration Revision ol
Maximum VLANs supported Ior.:ally 250
Number of existing VLANs 18

VTP Operating Mode : Server

VTP Domain Name : home-office

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MDS5 digest : DxD8 0xD8 0x38 0x22
098 DxE3 OxAC O0xE5

Configuration last modified by 08561t/ 3 £5t3
3-28-99 01:24:88

Sw-AC3#show vtp stat

Sw-Rcifshow vip status

VIPF Version - 2
Configuration Revisian =
Maximum VLAMs supported locally :
Humber of existing VLANs

VIP Operating Mode

VTP Domain Hame

VIP Pruning Mode

VIP V2 Mode

VIP Traps Generation

MD5 digest

3

250

8

Client
home-office
Disabled
Disabled
Disabled

OxD8 (xDE 0x38 (=22 OxHE EHHU%THEE%EE

Configquration last modified by 19-2 16B.1.2459 at 3-2-83 21:20:

Sw-Ac3f
Sw-AC3#show vlan
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Sw-Ac3ifshow vlan

VLAN Hame Status Porta

1 default active Fal/l1l6é

22 Servers active

33 Management active Fad/1l, Fal/2, Fal/5, Fal/6, Fal/7
44 Production active Fal0s4, FaO/8, Fal/fl0, Fad/11

3% no-where active Fal/ 13, Fal/14, Fal/S15, Fad/ 17

Fa0/18, Fad/19, Fa0/20, Fal/21
FO/22, Fal/23, Fal/24
Gid/s1, Gig/2

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup AttualTests
1005 trnet-default act/unsup

A. The VLANs Servers, Managements, Production and no-where will be removed from existing
switches.

B. The VLANs Servers, Management, Production and no-where will replace the VLANSs on SwX.
C. All VLANs except the default VLAN will be removed from all switches.

D. All existing switches will have the students, admin, faculty, Servers, Management, Production
and no-where VLANS.

Answer: A

Explanation:

On the basis of the output of SwX#show vtp stat, we know that the VTP mode configured on SwX
is the Server mode, through the output of the Sw-AC3#show vtp stat, we know that the VTP mode
configured on Sw-AC3 is the client mode, both are in the same VTP Domain Home-office.

Based on the output of the SwX#show vlan, we know that VTP Server has four types of VLAN :
Default, students, admin, faculty. Through the output of Sw-AC3#show vlan, we know that there
are Default, Servers, Managements, Production, and no-where five VLANS existed. As VTP client,
it will learn the VLAN information on VTP Server and clear non-exist VLANS information on VTP
server.

VTP operates in one of three modes:1:server;2:client;3:transparent .

Server Mode.In this VTP mode you can create, remove, and modify VLANS. You can also set
other configuration options like the VTP version and also turn on/off VTP pruning for the entire
VTP domain. VTP servers advertise their VLAN configuration to other switches in the same VTP
domain and synchronize their VLAN configuration with other switches based on messages
received over trunk links. VTP server is the default mode. The VLANSs information are stored on
NVRAM and they are not lost after a reboot.

Client Mode VTP clients behave the same way as VTP servers, but you cannot create, change, or
delete VLANSs on the local device.

Transparent Mode.When you set the VTP mode to transparent, then the switches do not
participate in VTP. A VTP transparent switch will not advertise its VLAN configuration and does
not synchronize its VLAN configuration based on received messages. VLANS can be created,
changed or deleted when in transparent mode. In VTP version 2, transparent switches do forward
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VTP messages that they receive out their trunk ports.

QUESTION NO: 158

What are two results of entering the Switch(config)# vtp mode client command on a Catalyst
switch? (Choose two.)

A. The switch will originate VTP summary advertisements.
B. The switch will process VTP summary advertisements.
C. The switch will ignore VTP summary advertisements.
D. The switch will forward VTP summary advertisements.

Answer: B,D

Explanation:

Server Mode Once VTP is configured on a Cisco switch, the default mode used is Server Mode. In
any given VTP management domain, at least one switch must be in Server Mode. When in Server
Mode, a switch can be used to add, delete, and modify VLANS, and this information will be passed
to all other switches in the VTP management domain.

Client Mode When a switch is configured to use VTP Client Mode, it is simply the recipient of any
VLANSs added, deleted, or modified by a switch in Server Mode within the same management
domain. A switch in VTP client mode cannot make any changes to VLAN information.

Transparent Mode A switch in VTP Transparent Mode will pass VTP updates received by switches
in Server Mode to other switches in the VTP management domain, but will not actually process the
contents of these messages. When individual VLANSs are added, deleted, or modified on a switch
running in transparent mode, the changes are local to that particular switch only, and are not
passed to other switches in the VTP management domain.

Based on the roles of each VTP mode, the use of each should be more or less obvious. For
example, if you had 15 Cisco switches on your network, you could configure each of them to be in
the same VTP management domain. Although each could theoretically be left in the default Server
Mode, it would probably be easier to leave only one switch in this configuration, and then configure
all remaining switches for VTP Client Mode. Then, when you need to add, delete, or modify a
VLAN, that change can be carried out on the VTP Server Mode switch and passed to all Client
Mode switches automatically. In cases where you need a switch to act in a relatively standalone
manner, or dont want it to propagate information about its configured VLANS, use Transparent
Mode.

QUESTION NO: 159

What are two benefits of using VTP in a switching environment? (Choose two.)
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A. It allows switches to read frame tags.

B. It allows ports to be assigned to VLANs automatically.

C. It maintains VLAN consistency across a switched network.

D. It allows frames from multiple VLANS to use a single interface.

E. It allows VLAN information to be automatically propagated throughout the switching
environment.

Answer: C,E

Explanation:

VTP minimizes the possible configuration inconsistencies that arise when changes are made.
These inconsistencies can result in security violations, because VLANs can crossconnect when
duplicate names are used. They also could become internally disconnected when they are
mapped from one LAN type to another, for example, Ethernet to ATM LANE ELANSs or FDDI
802.10 VLANSs. VTP provides a mapping scheme that enables seamless trunking within a network
employing mixed-media technologies.

VTP provides the following benefits:

VLAN configuration consistency across the network Mapping scheme that allows a VLAN to be
trunked over mixed media Accurate tracking and monitoring of VLANs Dynamic reporting of added
VLANS across the network Plug-and-play configuration when adding new VLANS

QUESTION NO: 160

A network administrator is explaining VTP configuration to a new technician. What should the
network administrator tell VTP configuration? (Choose three.)

A. A switch in the VTP client modecannot update its local VLAN database.

B. A trunk link must be configured between the switches to forward VTP updates.

C. A switch in the VTP server mode can update a switch in the VTP transparent mode.

D. A switch in the VTP transparent mode will forward updates that it receives to other switches.
E. A switch in the VTP server mode only updates switches in the VTP client mode that have a
higher VTP revision number.

F. A switch in the VTP server mode will update switches in the VTP client mode regardless of the
configured VTP domain membership.

Answer: A,B,D

QUESTION NO: 161

Which statements describe two of the benefits of VLAN Trunking Protocol? (Choose two.)
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A. VTP allows routing between VLANS.

B. VTP allows a single switch port to carry information to more than one VLAN.

C. VTP allows physically redundant links while preventing switching loops.

D. VTP simplifies switch administration by allowing switches to automatically share VLAN
configuration information.

E. VTP helps to limit configuration errors by keeping VLAN naming consistent across the VTP
domain.

F. VTP enhances security by preventing unauthorized hosts from connecting to the VTP domain.

Answer: D,E

Explanation:
Section 14: Configure, verify, and troubleshoot RSTP operation (10 questions)

QUESTION NO: 162

Refer to the exhibit. A network administrator wants Switch3 to be the root bridge. What could be
done to ensure Switch3 will be the root?

32768: 020A.3050.C005 32768: 020A.3050.C015

-
32768: 020A.3050.C007 ActualTests

A. Configure the IP address on Switch3 to be higher than the IP addresses of Switchl and
Switch2.

B. Configure the priority value on Switch3 to be higher than the priority values of Switch 1 and
Switch2.

C. Configure the BID on Switch3 to be lower than the BIDs of Switchl and Switch2.

D. Configure the MAC address on Switch3 to be higher than the Switchl and Switch2 MAC
addresses.

E. Configure a loopback interface on Switch3 with an IP address lower than any IP address on
Switchl and Switch2.

Answer: C
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QUESTION NO: 163

Refer to the exhibit. When PC1 sends an ARP request for the MAC address of PC2, network
performance slows dramatically, and the switches detect an unusually high number of broadcast
frames. What is the most likely cause of this?

PC2

—= ArtualTests

A. PC2 is down and is not able to respond to the request.

B. The VTP versions running on the two switches do not match.
C. The PCs are in two different VLANS.

D. The portfast feature is not enabled on all switch ports.

E. Spanning Tree Protocol is not running on the switches.

Answer: E

Explanation:

As the switches Switch1 and Switch 2 are connected with each other via two links, spanning tree
must be enabled on both switches to avoid switching loops and broadcast storms. An ARP request
is a broadcast message. If Spanning tree is not running, broadcast loops will form reducing the
performance of the network.

QUESTION NO: 164

Study the exhibit carefully. Each of these four switches has been configured with a hostname, as
well as being configured to run RSTP. No other configuration changes have been made. Which
switch will have only one forwarding interface?

"Pass Any Exam. Any Time." - www.actualtests.com 138



Cisco 640-802: Practice Exam

MAC: 0013.8039.9500 MAC: 0013.80d7.d580
Switch1 Fa0/2 Gi0/2| Switch2
Fa0/1 Gi0/1
Fa0/1
a0/2 Gid/2 -
Switch3 Switch4

ActualTests
MAC: 0013.8030.5e80 MAC: 0013.80c7.9700
A. Switch 3
B. Switch 4
C. Switch 2
D. Switch 1

Answer: C

Explanation:

1.Judge the root bridge. The election of the root bridge is based on the bridge ID. Bridge ID =
Bridge priority + Bridge MAC address. By default, the bridge priority value is 32768. And you can
judge the root bridge only by bridge MAC address .The root bridge of this subject is Switch3.

2. ldentify the root port. After electing the root bridge, it is needed to select a port of each switch in
this network used to reach the root bridge, this port is known as root port (RP) . The port that is
nearest to the root bridge is RP of non-root bridge. In this subject, ports FO / 1 of Switchl, GO/ 1 of
Switch2 and GO / 2 of Switch4 are RPs.

According to the choice of STP, you will eventually find that a port on Switch2 will be blocked ,that
is Gi0 / 2.

QUESTION NO: 165

Refer to the exhibit. The switches on a campus network have been interconnected as shown. All
of the switches are running Spanning Tree Protocol with its default settings. Unusual traffic
patterns are observed and it is discovered that Switch9 is the root bridge. Which change will
ensure that Switchl will be selected as the root bridge instead of Switch9?
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MAC: 0009.b749.bF18 MAC: 0009.b749.bf12 MAC: 0009.b749.bf14  MAC: 0009.b749.bF16
Priority: 327638 Priority: 32768 Priority: 3276 Priority: 32763

MAC: 0009.b749.bf09 MAC: 0009.b749.bF13 MAC: 0009.b749.0f15  MAC: 00 %%%ﬁtgﬁs
Priority: 32768 Priority: 32768 Priority: 32768 Priority: 68

A. Raise the bridge priority on Switchl.

B. Lower the bridge priority on Switch9.

C. Raise the bridge priority on Switch9.

D. Physically replace Switch9 with Switchl in the topology.
E. Disable spanning tree on Switch9.

F. Lower the bridge priority on Switch1.

Answer: F

Explanation:

The root bridge is the bridge or switch that is the root of the Spanning Tree, with the branches

being loop-free paths to the other switches in the system. The Root is the switch with the lowest

Bridge ID; the ID is determined by a combination of an administrative Priority and the MAC

address of the switch. The Priority is set to 32,768 (8000 hex) by default; if we leave the Priority at
the default, whatever switch has the lowest MAC will be the Root. So to elect the Switchl switch

as a root bridge need to set the lowest priority.

QUESTION NO: 166

Network exhibit:
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192.168.1.254 (24 VLAN1

192.168.22.254 /24 VLAN22
192.168.33.254 /24 VLAN33
192.168.44.254 /124 VLAN44

Fa0/D.1

Fa0/0.22
Fa0/0.33
Fa0/0.44

Console
Server 1
192.168.22.1
’
--"

PPPP SOPP PP

Please refer to the exhibits.
Which switch is the root bridge for VLAN 17?

Sw-Acifshow spanning-tree

VLANOOOL

Spanning tree enabled protocol iesesa
Root ID Priority 24577

Address 0005 eBb2 . c2B0
Cost 1%
Port 12 (FastEthecnatld/12)

Hello Time 2 sec Max Age 20 sec Forward Delay 135 sec

Bridge ID Priority 32789 (priority 32768 sys-id-ext 1)
hddress ao0f. 2485, 8500
Helloc Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Tima 300

Interface Role S5tz Cost Frio.Hbr Type
Fal/3 Desg FWD 13 128.3 EZp
Fal/9 Desg FWD 19 128.9 P2p ActualTests
Fad/12 Foot FWD 19 128.12 P2p

Sw-Ac3i§show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
% - Switeh, H - Host, I - IGMP, r - Repeater, F - Phone

Davice ID Local Intrfce Holdtme Capability Platform Port ID
Sw-D51 Fas 0/12 130 8§ I W5-C2950G- E'#’#
Sw-AC2 Fas 3/9 176 81 HS—CZHE&%—Etuaﬂ
VLAN-R1 Fas 0/3 152 R 2620 Fas 0/0.1
A. Sw-AC1
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B. Sw-DS1
C. Sw-AC3
D. Sw-AC2

Answer: B

Explanation:
The election of the root bridge of the switching network is based on the bridge ID of each switch
involved.

Bridge ID = Bridge priority + Bridge MAC

Bridge priority(by default) = 32768(This value can be adjusted according to different
circumstances)

It is obvious that the root bridge is generated in this example, all that we have to do is to find this
root bridge,here is a simple rule:

Root Ports(RP) are on the non-root bridges, root bridges have no RPs.

You can use show spanning-tree command on Sw-AC3 to view the root bridge for VLANL1, the
results are:

Sw-AC3#show spanning-tree
VLANOO1
Spanning tree enabled protocol ieee
Root ID Priority 24577
Address 0009.e8b2.c280
Cost 19
Port 12 (FastEthernet0/12)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Fa0/3 Desg FWD 19 128.3 P2p
Fa0/9 Desg FWD 19 128.9 P2p
Fa0/12 Root FWD 19 128.12 P2p

The information of spanning-tree for VLAN1 displays as follows:
1. The RP of Sw-AC3 is FastEthernet0/12.

2. The bridge priority of the root bridge is 24577

3. The root bridge MAC address is 0009.e8b2.c280
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The switch connected to the RP Fa0/12 of Sw-AC3 is the root bridge. This switch can be found by
use of the show cdp neighbors command on Sw-AC3.

QUESTION NO: 167

Switch ports operating in which two roles will forward traffic according to the IEEE 802.1w

standard? (Choose two.)

A. root

B. designated
C. backup

D. alternate

Answer: A,B

QUESTION NO: 168

Refer to the exhibit.

-‘\"\'
@ Distribution Layer
Switch2
Priurm Priority 8192
MAC 0010, 7Tbee. 7320 MAC 0010.7bce.732d
- \ J J
Switch3 ; Switchd
Priority 32768 b Prionity 32768

MAC 0010.Thcc.T33a (201 — MAC 0010.7bec. T M7

\ Access Layer Actuarr[g}lg

At the end of an RSTP election process, which access layer switch port will assume the discarding

role?

A. Switch3, port fa0/1
B. Switch3, port fa0/12
C. Switch4, port fa0/11
D. Switch4, port fa0/2
E. Switch3, port fa0/2
F. Switch3, port Gi0/1
G. Switch3, port Gi0/2
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Answer: C

QUESTION NO: 169

Refer to the exhibit.

Jwitchd show spanming-tree vlian 1
VLANOOOL
Spanning tree enabled protocol ratp
Root ID Friocity 204681
Address 0008.217a. 5800
Coat aa
Fort 1 (FastEchernetl/l)
Hello Time 2 mec Max Age 20 sec Forward Delay 15 =ec
Bridge ID Priority 32769 (priocity 32768 sys-id-ext 1)
Address 0008.205e. 6600
Hello Time 2 sec HMax Age 20 sec Forward Delay 15 aec
Aging Time 300
Interface Role 3ts Cost Prio.Nbr Type
Fal/l Root FUD 19 128.1 P2p
Fal/4 Deag FUD 38 1268.1 PEp
FaD/11 Altn BLE 57 128.1 FZp
Fa0/13 Desg FWD 38 128.1  P2p ActualTests

Why has this switch not been elected the root bridge for VLAN1?

A. It has more than one interface that is connected to the root network segment.

B. It is running RSTP while the elected root bridge is running 802.1d spanning tree.

C. It has a higher MAC address than the elected root bridge.
D. It has a higher bridge ID than the elected root bridge

Answer: D

QUESTION NO: 170

Which two functions of switch ports will forward traffic on the basis of the IEEE 802.1w standard?

(Choose two.)

A. alternate
B. backup

C. designated
D. root

Answer: C,.D

QUESTION NO: 171
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Refer to the exhibit. Each of these four switches has been configured with a hostname, as well as
being configured to run RSTP. No other configuration changes have been made. Which three of
these show the correct RSTP port roles for the indicated switches and interfaces? (Choose three.)

SwitchA switchEB
tac Address Pac Address
0013.8039 9500 0013.80d7.d580
_i Fal/2 Gi0s2 _i
F a0 S0
Fals i
—im —— —5
SwitchC SwitchD
Mac Address Mac Address
0013 8030 5e80 0013.80c7.9700

ActualTests

A. SwitchA, Fa0/2, designated
B. SwitchA, Fa0/1, root
C. SwitchB, Gi0/2, root
D. SwitchB, Gi0/1, designated
E. SwitchC, Fa0/2, root
F. SwitchD, Gi0/2, root

Answer: A,B,F

Explanation:
Section 15: Interpret the output of various show and debug commands to verify the operational
status of a Cisco switched network. (2 questions)

QUESTION NO: 172

Refer to the exhibit. Switch-1 needs to send data to a host with a MAC address of 00b0.d056.efa4.
What will Switch-1 do with this data?
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Zwitch-1# show mac address-table

[ynamic Addresses Count: 4

Secure Addresses (User-defined) Count 0

Static Addresses (User-defined) Count: 00

Systemn Self Addresses Count: 41

Total Mac addresses: a0

Mon-static Address Table:

Destination Address Address Type VLAMN Destination Port

0010, 0del 289 Lrynamic 1 FastEthernetl/ ]
ao10. fhio 1540 [ynamic 2 Fastkthe HE%‘ A
0010.7b00.1545  Dynamic 2 Agariil e

A. Switch-1 will drop the data because it does not have an entry for that MAC address.

B. Switch-1 will forward the data to its default gateway.

C. Switch-1 will flood the data out all of its ports except the port from which the data originated.
D. Switch-1 will send an ARP request out all its ports except the port from which the data
originated.

Answer: C

Explanation:

This question tests the operating principles of the Layer 2 switch. Check the MAC address table of
Switchl and find that the MAC address of the host does not exist in the table. Switchl1 will flood
the data out all of its ports except the port from which the data originated to determine which port
the host is located in.

Switches work as follows:

Switches learn the MAC addresses of PCs or workstations that are connected to their switch
ports by examining the source address of frames that are received on that port.

Machines may have been removed from a port, turned off, or moved to another port on the same
switch or a different switch.

This could cause confusion in frame forwarding.

The MAC address entry is automatically discarded or aged out after 300 seconds

If there is not MAC address of destination host in MAC table, switch sends broadcast to all ports
except the source to find out the destination host.
In output there is no MAC address of give host so switch floods to all ports except the source port.

QUESTION NO: 173

Refer to the exhibit. Assuming that the router is configured with the default settings, what type of
router interface is this?
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El#show interfaces =<oufpt oruatted==

=<=pufpt orutted=> 15 1w, line protocol 15 up

Hardwrare 15 Lance, address 1z 0010, Th20 bfad (bia 0010 TbE0 blad)

IITTT 1500 krrtes, BW 100000 Ebit, DLY 1000 nsec, rely 2350255, load 17255
Encapsulation AEP L loopback not set, keepalrve set (10 sec)

LRP type: BRPL ARP Timeout 04:00:00

==pufpntt orutted==

ActualTests

A. synchronous serial
B. Gigabit Ethernet

C. Ethernet

D. asynchronous serial
E. FastEthernet

Answer: E

Explanation:

From BW1000000Kbit,Encapsulation ARPA in the command line, we know that the interface is a
100M Ethernet interface.

Section 16: Implement basic switch security (including: port security, trunk access, management
vlan other than vlanl, etc.) (9 questions)

QUESTION NO: 174
Why would a network administrator configure port security on a switch?

A. to prevent unauthorized Telnet access to a switch port

B. to limit the number of Layer 2 broadcasts on a particular switch port

C. to prevent unauthorized hosts from accessing the LAN

D. to block unauthorized access to the switch management interfaces over common TCP ports
E. to protect the IP and MAC address of the switch and associated ports

Answer: C

Explanation:

Network administrators can statically set up the legitimate MAC addresses which each port is

allowed to connect through port security function to achieve device-level security authorization.

Dynamic port security is set up to allow for the number of legitimate MAC addresses and regards

the addresses learnt at a certain period as legitimate MAC addresses.

Through configuring Port Security to control the maximum number of MAC addresses across the

port ,the MAC addresses learnt by port or cross port, handling with the access devices that exceed

the number specified properly.

You can define the MAC addresses which will be allowed to access by ports through static manual

configuration and switches learning automatically. The switch will learn the MAC addresses of new
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access devices until reaching the desired number of MAC addresses, the MAC addresses that
exceed the desired number will be denied. After being restarted , the switch will learn again.
There are three methods to deal with the exceeded MAC addresses: Shutdown (shutdown port );
Protect (discard illegal traffic without alarm); Restrict (discard illegal traffic with alarm).

You can use the port security feature to restrict input to an interface by limiting and identifying
MAC addresses of the stations allowed to access the port. When you assign secure MAC
addresses to a secure port, the port does not forward packets with source addresses outside the
group of defined addresses. If you limit the number of secure MAC addresses to one and assign a
single secure MAC address, the workstation attached to that port is assured the full bandwidth of
the port.

If a port is configured as a secure port and the maximum number of secure MAC addresses is
reached, when the MAC address of a station attempting to access the port is different from any of
the identified secure MAC addresses, a security violation occurs. Also, if a station with a secure
MAC address configured or learned on one secure port attempts to access another secure port, a
violation is flagged.

Reference:
http://www.cisco.com/en/US/products/hw/switches/ps628/products_configuration_guide chapterO
9186a00800d6a38.html#86378

QUESTION NO: 175

A network administrator wants to ensure that only the server can connect to port Fa0O/1 on a
Catalyst switch. The server is plugged into the switch Fa0/1 port and the network administrator is
about to bring the server online. What can the administrator do to ensure that only the MAC
address of the server is allowed by switch port Fa0/1? (Choose two.)

A. Employ a proprietary connector type on Fa0/1 that is incompatible with other host connectors.
B. Configure port security on Fa0/1 to reject traffic with a source MAC address other than that of
the server.

C. Configure the MAC address of the server as a static entry associated with port Fa0/1.

D. Bind the IP address of the server to its MAC address on the switch to prevent other hosts from
spoofing the server IP address.

E. Configure port Fa0/1 to accept connections only from the static IP address of the server.

F. Configure an access list on the switch to deny server traffic from entering any port other than
Fa0/1.

Answer: B,C

Explanation:
1. Configure the static MAC address of the server on the switch to bind the MAC address of the
server to the switch Fa0/1 port. In this way, even if another PC is plugged into this port, this PC
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cannot communicate with other devices.

2. Configure port security on Fa0/1 to restrict the number of PCs that can be bound to this port.
When the number of plugged PCs exceeds the number, the PCs that are not recorded on the
switch cannot communicate with other devices.

Both methods can improve security of a Layer 2 network.

QUESTION NO: 176

The network security policy requires that only one host be permitted to attach dynamically to each
switch interface. If that policy is violated, the interface should shut down. Which two commands
must the network administrator configure on the 2950 Catalyst switch to meet this policy? (Choose
two.)

A. Switch1(config-if)# switchport port-security violation shutdown
B. Switch1(config)# mac-address-table secure

C. Switch1(config-if)# switchport port-security maximum 1

D. Switch1(config)# access-list 10 permit ip host

E. Switch1(config-if)# ip access-group 10

Answer: A,C

Explanation:

Catalyst switches offer the port security feature to control port access based on MAC addresses.
To configure port security on an access layer switch port, begin by enabling it with the following
interface configuration command:

Switch(config-if)# switchport port-security

Next, you must identify a set of allowed MAC addresses so that the port can grant them access.
You can explicitly configure addresses or they can be dynamically learned from port traffic. On
each interface that uses port security, specify the maximum number of MAC addresses that will be
allowed access using the following interface configuration command:

Switch(config-if)# switchport port-security maximum max-addr

Finally, you must define how each interface using port security should react if a MAC address is in
violation by using the following interface configuration command:
Switch(config-if)# switchport port-security violation {shutdown | restrict | protect}

A violation occurs if more than the maximum number of MAC addresses are learned, or if an
unknown (not statically defined) MAC address attempts to transmit on the port. The switch port
takes one of the following configured actions when a violation is detected:

shutdown -The port is immediately put into the errdisable state, which effectively shuts it down. It
must be re-enabled manually or through errdisable recovery to be used again.

restrict -The port is allowed to stay up, but all packets from violating MAC addresses are dropped.
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The switch keeps a running count of the number of violating packets and can send an SNMP trap
and a syslog message as an alert of the violation.

protect -The port is allowed to stay up, as in the restrict mode. Although packets from

violating addresses are dropped, no record of the violation is kept.

QUESTION NO: 177

You are a network administrator. In order to improve the security of your company's switching
network , refer to the following options. Which two methods are examples of implementing Layer 2
security on a Cisco switch? (Choose two.)

A. enable HTTP access to the switch for security troubleshooting

B. disable trunk negotiation on the switch

C. use only protected Telnet sessions to connect to the Cisco device
D. configure a switch port host where appropriate

Answer: B,D

Explanation:

With the popularity and constantly deepening of network applications, the users?? requirements
for Layer 2 switches are not only limited to data forwarding performance and quality of service
(Q0S), but also philosophy of network security which is becoming an increasingly important
consideration of networking products. How to filter user communications and ensure safe and
effective data transmission? How to block the illegal users and make network work safely? How to
execute secure network management and detect illegal users, illegal activities and security
performance of remote network management information in time? The following methods can
accomplish network Layer 2 security by working on switches.

Layer 2 filtering.

Now , most new-style switches can achieve various filtering demands by establishing
specifications . There are two modes to setup specifications: one is the MAC mode which can
effectively achieve data isolation according to the source MAC address or the destination MAC
address based on users?? needs; the other is the IP mode(this mode does not belong to Layer2
filtering),which can filter data packets by use of the source IP, the destination IP, protocols, the
source ports and the destination ports; the specifications established must be attached to the
appropriate receiving or sending port so that when receiving or forwarding data on this port, the
switch can filter data packets based on filtering rules and decide to transmit or discard.

802.1X is port-based access control.
In order to prevent illegal users from accessing LAN and guarantee network security, port-based
access control protocol 802.1X is widely used in both wired LAN or WLAN.
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Traffic control.

The traffic control of switches can prevent abnormal load of switch bandwidth caused by excessive
traffic of broadcast data packets, multicast data packet or the wrong destination address of unicast
data packet. The traffic control of switches can also improve the whole system performance and
maintain security and stability of the network running.

SNMP v3 and SSH

SNMP v3 proposed completely new architecture, concentrating all SNMP standards of various
versions together to enhance network management security. The security mode proposed by
SNMP v3 is based on the User Security Mode, that is USM. SNMP v3 can effectively prevent non-
authorized users from modifying, disguising and eavesdropping management information.

As for the remote network management through the Telnet, because the Telnet services have a
fatal weakness it transfers user name and password in the form of plaintext , so it is very easy to
steal passwords for those people with ulterior motives. But by use of SSH to communicate, both
user name and password are encrypted to effectively prevent eavesdropping the password ,in this
way, network administrators can manage remote security network easily.

QUESTION NO: 178

As the network administrator, you are required to configure the network security policy, And the
policy requires that only one host be permitted to attach dynamically to each switch interface. If
that policy is violated, the interface should shut down. Which two commands must the network
administrator configure on the 2950 Catalyst switch to meet this policy? Select two.

A. Switch1(config-if)# switchport port-security maximum 1

B. Switch1(config)# mac-address-table secure

C. Switch1(config)# access-list 10 permit ip host

D. Switch1(config-if)# switchport port-security violation shutdown
E. Switch1(config-if)# ip access-group 10

Answer: A,D

Explanation:

Basically speaking, the function of Port Security is to remember the MAC address of the NIC
connected to the switch port and allows this MAC address to use this port. If other NICs attempt
to cross this port to connect to the switch, Port Security function will disable this port.

switchport port-security maximum {max # of MAC addresses allowed}: This parameter will allow
each port to bind more MAC addresses, not only one.

switchport port-security violation {shutdown | restrict | protect}: This command tells the switch that
how to deal with the situation when the number of MAC addresses accessed exceeds the desired
maximum number. This port is disabled by default.
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QUESTION NO: 179

The following commands are executed on interface fa0/1 of 2950 Switch.

2950Switch (config-if)# switch port port-security
2950Switch (config-if)# switch port port-security mac-address sticky
2950Switch (config-if)# switch port port-security maximum21

The Ethernet frame that is shown arrives on interface fa0/1 .Which two functions will occur when
this frame is received by 2950Switch? (Choose two.)

A. The MAC address table will now have an additional entry of fa0/1 FFFF FFFF FFFF.

B. Only host A will be allowed to transmit frames on fa0/1

C. This frame will be discarded when it is received by 2950Switch.

D. All frame will arriving on 2950Switch with a destination of 0000.00aa aaaa will be forwarded out
fa0/1.

E. Hosts B and C may forward frames out fa0/1 but frames arriving from other switches will not be
forward.

F. Only frames from source 0000.00bb bbbb. the first learned MAC address of 2950Switch, will be
forward.

Answer: B,D

QUESTION NO: 180
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A network administrator must configure 200 switch ports to accept traffic from only the currently
attached host devices. What would be the most efficient way to configure MAC-level security on all
these ports?

A. Visually verify the MAC addresses and then telnet to the switches to enter the switchport-port
security mac-address command.

B. Have end users e-mail their MAC addresses. Telnet to the switch to enter the switchport-port
security mac-address command.

C. Use the switchport port-security MAC address sticky command on all the switch ports that have
end devices connected to them.

D. Use show mac-address-table to determine the addresses that are associated with each port
and then enter the commands on each switch for MAC address port-security.

Answer: C

QUESTION NO: 181

Select the action that results from executing these commands.

Switch(config-if)# switchport port-security
Switch(config-if)# switchport port-security mac-address sticky

A. A dynamically learned MAC address is saved in the startup-configuration file.

B. A dynamically learned MAC address is saved in the running-configuration file.

C. A dynamically learned MAC address is saved in the VLAN database.

D. Statically configured MAC addresses are saved in the startup-configuration file if frames from
that address are received.

E. Statically configured MAC addresses are saved in the running-configuration file if frames from
that address are received.

Answer: B

QUESTION NO: 182

Refer to the exhibit. Some 2950 series switches are connected to the conference area of the
corporate headquarters network. The switches provide two to three jacks per conference room to
host laptop connections for employees who visit the headquarters office. When large groups of
employees come from other locations, the network administrator often finds that hubs have been
connected to wall jacks in the conference area although the ports on the access layer switches
were not intended to support multiple workstations.

What action could the network administrator take to prevent access by multiple laptops through a
single switch port and still leave the switch functional for its intended use?
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A. Configure static entries in the switch MAC address table to include the range of addresses used
by visiting employees.

B. Configure an ACL to allow only a single MAC address to connect to the switch at one time.
C. Use the mac-address-table 1 global configuration command to limit each port to one source
MAC address.

D. Implement Port Security on all interfaces and use the port-security maximum 1 command to
limit port access to a single MAC address.

E. Implement Port Security on all interfaces and use the port-security mac-address sticky
command to limit access to a single MAC address.

F. Implement Port Security at global configuration mode and use the port-security maximum 1
command to allow each switch only one attached hub.

Answer: D

QUESTION NO: 183
Which of the following describe private IP addresses? (Choose two.)

A. addresses licensed to enterprises or ISPs by an Internet registry organization
B. addresses that can be routed through the public Internet

C. a scheme to conserve public addresses

D. addresses that cannot be routed through the public Internet

E. addresses chosen by a company to communicate with the Internet

Answer: C,D
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Explanation:

Private IP address space has been allocated via RFC 1918. This means the addresses are
available for any use by anyone and therefore the same private IP addresses can be reused.
However they are defined as not routable on the public Internet. They are used extensively in
private networks due to the shortage of publicly registered IP address space and therefore
network address translation is required to connect those networks to the Internet.

QUESTION NO: 184

Refer to the exhibit. The router has been configured with these commands.

<putput omitted>
Gateway of last resort is 64.100.0.1 to network 0.0.0.0

64.0.0.0/30 is subnetted, 1 subnets
C 64.100.0.0 is directly connected, Seriald0
C 192.168.10.0/24 is direcths connected, FastEthernetin
198.133.219.0/29 is subnetted, 1 subnets
C 198.133.219.8 is directly connected, FastEthernet0/0
%* 0.0.0.0/0 [1/0] via 64.100.0.1 ActualTests
Gateway#

What are the two results of this configuration? (Choose two.)

hostname Gateway

interface FastEthernet 0/0

ip address 198.133.219.14 255.255.255.248
no shutdown

interface FastEthernet 0/1

ip address 192.168.10.254 255.255.255.0
no shutdown

interface Serial 0/0

ip address 64.100.0.2 255.255.255.252
no shutdown

ip route 0.0.0.0 0.0.0.0 64.100.0.1

interface Serial 0/0

ip address 64.100.0.2 255.255.255.252
no shutdown ActualTests
ip route 0.0.0.0 0.0.0.0 64.100.0.1

A. The default route should have a next hop address of 64.100.0.3.
B. Hosts on the LAN that is connected to FastEthemet 0/1 are using public IP addressing.
C. The address of the subnet segment with the WWW server will support seven more servers.
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D. The addressing scheme allows users on the Internet to access the WWW server.
E. Hosts on the LAN that is connected to FastEthernet 0/1 will not be able to access the Internet
without address translation.

Answer: D,E

Explanation:

Since the hosts on the Fast Ethernet 0/1 network are using private RFC 1918 IP addressing
(192.168.10.0/24) their IP addresses will need to be translated into a publicly routable address in
order to access the Internet. However, the server is using the 198.133.219.9 IP address, which is
publicly routable and so Internet users can indeed access this server (assuming that the
198.133.219.9 IP address has been correctly assigned to the network)

QUESTION NO: 185

Which host addresses are members of networks that can be routed across the public Internet?
(Choose three.)

A. 172.16.223.125
B.172.64.12.29
C. 198.234.12.95
D. 212.193.48.254

Answer: B,C,D

Explanation:
Section 2: Explain the operation and benefits of using DHCP and DNS (8 questions)

QUESTION NO: 186

What TCP/IP stack configuration features can DHCP provide, in addition to assigning an IP
address? (Choose three.)

A. DNS servers

B. helper address
C. subnet mask

D. TFTP server

E. default gateway
F. FTP server

Answer: A,C,E
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Explanation:

Default gateway refers to router default gateway, which is used to realize access between vlans.
When a router receives a destination unknown address packet, it will be sent to the default
gateway (such as a router's interface) if default gateway exists, otherwise the packet will be
discarded. DNS is Domain Name Server. The conversion between Domain names and IP
addresses is called domain analysis, and DNS is the server to process domain analysis. IP
addresses use network number and host number to mark network host, and only computers under
the same network number can intercommunicate "directly”, computers with different networks may
intercommunicate only through Gateway. Thus IP networks are divided into smaller networks,
known as subnet. Subnet mask is used to determine whether two IP addresses are in the same
subnet, then only computers under the same subnet can intercommunicate "directly".

DHCP is used by workstations (hosts) to get initial configuration information, such as an IP
address, subnet mask, and default gateway upon bootup. Since each host needs an IP address to
communicate in an IP network, DHCP eases the administrative burden of manually configuring
each host with an IP address. Furthermore, if a host moves to a different IP subnet, it has to use a
different IP address than the one it was previously using. DHCP takes care of this automatically,
by allowing the host to choose an IP address in the correct IP subnet.

Reference:

"Understanding and Troubleshooting DHCP in Catalyst Switch or Enterprise Networks"
http://www.cisco.com/en/US/tech/tk648/tk361/technologies tech note09186a00800f0804.shtml#u
nderstanding

QUESTION NO: 187
Which statement is correct regarding the operation of DHCP?

A. A DHCP client uses a ping to detect address conficts.

B. A DHCP server uses a gratuitous ARP to detect DHCP clients.

C. A DHCP client uses a gratuitous ARP to detect a DHCP server.

D. If an address conflict is detected, the address is removed from the pool and an administrator

must resolve the conflict.

E. If an address conflict is detected, the address is removed from the pool for an amount of time
configurable by the administrator.

F. If an address conflict is detected, the address is removed from the pool and will not be reused
until the server is rebooted.

Answer: E

QUESTION NO: 188

"Pass Any Exam. Any Time." - www.actualtests.com 157



Cisco 640-802: Practice Exam

Refer to the exhibit. Using the information shown.

What is the purpose of the DHCP server?

A. to provide storage for email

B. to translate URLSs to IP addresses

C. to translate IPv4 addresses to MAC addresses

D. to provide an IP configuration information to hosts

Answer: D

Explanation:

Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked devices (clients) to
obtain the parameters necessary for operation in an Internet Protocol network. This protocol
reduces system administration workload, allowing devices to be added to the network with little or
no manual configuration.

When a DHCP-configured client (be it a computer or any other network-aware device) connects to
a network, the DHCP client sends a broadcast query requesting necessary information from a
DHCP server. The DHCP server manages a pool of IP addresses and information about client
configuration parameters such as the default gateway, the domain name, the DNS servers, other
servers such as time servers, and so forth. Upon receipt of a valid request the server will assign
the computer an IP address, a lease (the length of time for which the allocation is valid), and other
IP configuration parameters, such as the subnet mask and the default gateway. The query is
typically initiated immediately after booting and must be completed before the client can initiate 1P-
based communication with other hosts.

So, when the DHCP server is down, clients can be connected normally over a period of time until
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the expiration of the lease.

QUESTION NO: 189

Refer to the exhibit. Using the information shown

b

.‘
DHCP Clie n:::

\\\\ b DHCP Client //
~ " ActualTests
H\R“—h—_____d_—"’f

How is the message sent from a PC2 when is first powers on and attempts to contact the DHCP
Server?

A. Layer 3 multicast

B. Without any Layer 3 encapsulation
C. Layer 3 broadcast

D. Layer 3 unicast

Answer: C

Explanation:

Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked devices (clients) to
obtain the parameters necessary for operation in an Internet Protocol network. This protocol
reduces system administration workload, allowing devices to be added to the network with little or
no manual configuration.

When a DHCP-configured client (be it a computer or any other network-aware device) connects to
a network, the DHCP client sends a broadcast query requesting necessary information from a
DHCP server. The DHCP server manages a pool of IP addresses and information about client
configuration parameters such as the default gateway, the domain name, the DNS servers, other
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servers such as time servers, and so forth. Upon receipt of a valid request the server will assign
the computer an IP address, a lease (the length of time for which the allocation is valid), and other
IP configuration parameters, such as the subnet mask and the default gateway. The query is
typically initiated immediately after booting and must be completed before the client can initiate IP-
based communication with other hosts.

So, when the DHCP server is down, clients can be connected normally over a period of time until
the expiration of the lease.

QUESTION NO: 190

Refer to the exhibit. Using the information shown, answer the question.

b

.‘
DHCP Clie n:::

S DHCP Client /'/

. " ActualTests
-HH-\-\"\-\_\_\_\_\_ _P‘_d_F_d-#"'

All hosts in the networks have been operational for several hours when the DHCP server goes
down. What happens to the hosts that have obtained service from the DHCP server?

A. The hosts will only be able to communicate with other hosts by IP address not by hostname
B. The hosts will not be able to communicate with any other hosts.

C. The hosts will be able to communicate with hosts outsides their own network

D. The hosts will continue to communicate normally for a period of time.

Answer: D

Explanation:
Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked devices (clients) to
obtain the parameters necessary for operation in an Internet Protocol network. This protocol
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reduces system administration workload, allowing devices to be added to the network with little or
no manual configuration.

When a DHCP-configured client (be it a computer or any other network-aware device) connects to
a network, the DHCP client sends a broadcast query requesting necessary information from a
DHCP server. The DHCP server manages a pool of IP addresses and information about client
configuration parameters such as the default gateway, the domain name, the DNS servers, other
servers such as time servers, and so forth. Upon receipt of a valid request the server will assign
the computer an IP address, a lease (the length of time for which the allocation is valid), and other
IP configuration parameters, such as the subnet mask and the default gateway. The query is
typically initiated immediately after booting and must be completed before the client can initiate IP-
based communication with other hosts.

So, when the DHCP server is down, clients can be connected normally over a period of time until
the expiration of the lease.

QUESTION NO: 191

Refer to the exhibit. Using the information shown

b

.‘
DHCP Clie n:::

S DHCP Client /'/

- -~ ActualTests
T "

What is the default behavior of Routerl when PC1 requests service from DHCP server?

A. Drop the request.

B. Broadcast the request to Router2, Router3 and ISP
C. Broadcast the request to Router2 and Router3

D. Forward the request to Router2
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Answer: A

Explanation:

DHCP clients send request to DHCP Server in the form of broadcast, while routers will not
forward broadcast, it will discard this request packet.

Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked devices (clients) to
obtain the parameters necessary for operation in an Internet Protocol network. This protocol
reduces system administration workload, allowing devices to be added to the network with little or
no manual configuration.

When a DHCP-configured client (be it a computer or any other network-aware device) connects to
a network, the DHCP client sends a broadcast query requesting necessary information from a
DHCP server. The DHCP server manages a pool of IP addresses and information about client
configuration parameters such as the default gateway, the domain name, the DNS servers, other
servers such as time servers, and so forth. Upon receipt of a valid request the server will assign
the computer an IP address, a lease (the length of time for which the allocation is valid), and other
IP configuration parameters, such as the subnet mask and the default gateway. The query is
typically initiated immediately after booting and must be completed before the client can initiate IP-
based communication with other hosts.

So, when the DHCP server is down, clients can be connected normally over a period of time until
the expiration of the lease.

QUESTION NO: 192
DNS servers provide what service?

A. They map individual hosts to their specific IP addresses.

B. They convert domain names into IP addresses.

C. They run a spell check on host names to ensure accurate routing.

D. Given an IP address, they determine the name of the host that is sought.

Answer: B

Explanation:
The purpose of DNS is to resolve host names into IP addresses, which is called forward lookup;
and IP address to name is called reverse lookup.

ip name-server <DNS Server>

This command is used to configure the IP address of the DNS server on Cisco router. This will
allow you to ping, telnet, etc, using the host name instead of the IP address.
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QUESTION NO: 193
How does a DHCP server dynamically assign IP addresses to hosts?

A. Addresses are permanently assigned so that the host uses the same address at all times.

B. Addresses are assigned for a fixed period of time. At the end of the period, a new request for an
address must be made, and another address is then assigned.

C. Addresses are leased to hosts. A keep the host will usually same address by periodically
contacting the DHCP server to renew the lease.

D. Addresses are allocated after a negotiation between the server and the host to determine the
length of the agreement.

Answer: C

Explanation:

As you know, DHCP clients lease their IP addresses from DHCP servers. When this lease expires,
that IP address can no longer be utilized by the DHCP client. For that reason, DHCP client must
periodically renew their IP address leases, preferably before the lease has expired or is about to
expire.

TDHCP client passes through the renewing and rebinding states to renew its IP address lease.
Renewing state: The DHCP client first attempts to renew its lease when 50 percent of the lease
time has expired. To renew its lease, the DHCP client sends a directed DHCPREQUEST message
to the DHCP server that provided the original lease. If renewal is allowed, the DHCP server
automatically renews the lease by responding with a DHCPACK message. This new IP address
lease contains not only the original IP address if still available (or another IP address otherwise)
but any TCP/IP client configuration information.

Rebinding state: If, for whatever reason, the DHCP client is not able to communicate with the
original DHCP server the executed its lease, it attempts another approach called rebinding . Here
the DHCP client attempts to contact any available DHCP server when 87.5 percent of the lease
time has expired. The leasing process is akin to that detailed over the last several pages.
Reference: http://www.windowsitlibrary.com/Content/329/08/5.html

Section 3: Configure, verify and troubleshoot DHCP and DNS operation on a router. (including:
CLI/SDM) (1 question)

QUESTION NO: 194

Refer to the output from the show running-config command in the exhibit. What should the
administrator do to allow the workstations connected to the FastEthernet 0/0 interface to obtain an
IP address?
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R1-ABC# show running-config
Current configuration:

!

version 12.1

hostname ABC

!

ip subnet-zero

ip hame-server 192.16.1.1

ip dhep excluded-address 10.90.201.1
I

ip dhcp pool ABC_DHCP
network 10.90.201.0 255.255.255.0
default-router 10.90.201 .1
dns-server 192.31.7.152
I
interface FastEthernet 0/0
no ip directed-broadcast
ip nat inside
!
interface Serial 0/0
description to ISP circuit ID ALDS1-3456AX4743-00
Ip address 192.31.7.38 255.255.255.255.252
ip nat outside
|
ip nat inside source list 14 interface seral 0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 192.31.7.37
I

access-list 14 permit 10.90.201.0 0.0.0.255 At aTests
<output omitted>

A. Configure the IP address of the FastEtherent 0/0 interface to 10.90.201.1.
B. Apply access-group 14 to interface FastEthernet 0/0.

C. Add access-list 14 permit any any to the access list configuration.

D. Add an interface description to the FastEthernet 0/0 interface configuration.

Answer: A

Explanation:
The FO/0 interface of the router is the gateway of the internal network; the administrator must
configure an IP address for the interface.

Section 4: Implement static and dynamic addressing services for hosts in a LAN environment (5
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guestions)

QUESTION NO: 195

What address should be configured as the default-gateway for the host connected to interface
Fa0/4 of Sw-AC3?

Ful/0.1 192,168 1.254/24 VLANT

Fal/0.22 192.166.22.251. 24 VLaN22
Fal/0.33 192 168,33 254/24 VLANSS

o
. ‘5 197 1645 7374 FaQ/0.44 192, 166.44.251/24 VLAMAM

2 b

Server |
192 168.22.1

Sw-AC3#show vlan

Sw-Acifshow wlan

VLAN Hame Status Porta

1 default active Fad/1l&

22 Servers active

33 Management active Fad/1, Fal/2, Fal/5, Fal/6, Fal/7
44 Production active Fa(/4, Fal/8, Fal/10, Fal/ 11

93 no-where active Fal/13, Fal/l4, Fal/S15, Fad/ /17

Fa0/18, Fal/19, Fal/2

Gils/1, Gig/2
A. 192.168.1.254
B. 192.168.44.254
C. 192.168.33.254
D. 192.168.22.254

Answer: B

Explanation:
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On the basis of the output of "Sw-AC3#show vlan" we know that the interface Fa0/4 on Sw-Ac3 is
in VLAN44. Based on the topology provided in the exhibit, we know that the default gateway of
VLANA44 is 192.168.44.254.

QUESTION NO: 196

Refer to the exhibit. What IP address should be assigned to Workstation A?

Exhibit:

Fa0/0
Workstation A 192.168 1,134 15

A. 192.168.1.144/28
B. 192.168.1.145/28
C. 192.168.1.143/28
D. 192.168.1.160/28
E. 192.168.1.159/28

Answer: B

Explanation:

The switch is a Layer 2 device, so the IP address of WorkstationA and that of Fa0/0 are on the
same network.

The binary version of 158 is 1001 1110.

The binary version of 145 is 1001 0001.

The sfubnet mask is /28. The binary version of 158 has the same first four bits as that of 145. We
can infer that 192.168.1.158/28 and 192.168.1.145/28 have the same subnet number, that is, they
are on the same subnet.

The available subnets and IP ranges that are available using a /28 (255.255.255.240) subnet
mask is shown below:
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S meEMsc
Dotted Decimal Mask: 255.255.255 240
Hexadecimal Mask: FF.FF.FF.FO
Effective Hosts: 224
Effective Subnets: 16
:ﬁ?:;:;‘: Broadcast Usable IP Range u?:l:]l:ﬁél:s
a 15 1-14 14
16 31 17 -30 14
32 47 33-46 14
45 B3 45-52 14
B4 74 B5-78 14
80 95 51-94 14
96 111 §7-110 14
112 127 113-126 14
128 143 129-142 14
144 159 145-158 14
160 175 161-174 14
176 191 177-190 14
192 207 193-206 14
208 223 208-222 14
224 239 225-238 14
240 255 241-254 AgtpalTests

Based on this information, we need to choose an IP address within the 145-158 range, since the
IP address of the Fa0/0 on the router is 192.168.1.158, leaving only answer choice C as feasible.
Reference: http://www.more.net/technical/netserv/tcpip/subnet.html#28

QUESTION NO: 197

Which command would correctly configure a serial port on a router with the last usable host

address in the 192.216.32.32/29 subnet?

A. router (config-if)# ip address 192.216.32.38 255.255.255.240
B. router (config-if)# ip address 192.216.32.39 255.255.255.224
C. router (config-if)# ip address 192.216.32.63 255.255.255.248
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D. router (config-if)# ip address 192.216.32.39 255.255.255.248
E. router (config-if)# ip address 192.216.32.63 255.255.255.248
F. router (config-if)# ip address 192.216.32.38 255.255.255.248

Answer: F

QUESTION NO: 198

The network default gateway applying to a host by DHCP is 192.168.5.33/28. Which option is the
valid IP address of this host?

A. 192.168.5.55
B. 192.168.5.47
C. 192.168.5.40
D. 192.168.5.32
E. 192.168.5.14

Answer: C

QUESTION NO: 199

Which two addresses can be assigned to a host with a subnet mask of 255.255.254.0? (Choose
two.)

A. 113.10.4.0
B. 186.54.3.0
C. 175.33.3.255
D. 26.35.2.255
E. 17.35.36.0

Answer: B,D

Explanation:
Section 5: Calculate and apply an addressing scheme including VLSM IP addressing design to a
network (13 questions)

QUESTION NO: 200 DRAG DROP

A dental firm is redesigning the network that connects its three locations. The administrator gave
the networking team 192.168.164.0 to use for addressing the entire netwok. After subnetting the
address, the team is ready to assign the addresses. The administrator plans to configure ip
subnet-zero and use RIP v2 as the routing protocol. As a member of the networking team, you
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must address the network and at the same time conserver unused addresses for future growth.
With those goals in mind, drag the host addresses on the left to the correct router interface. Once
of the routers is partially configured. Move your mouse over a router to view its configuration. Not
all of the host addresses on the left are necessary.

Exhibit:

11 hosts 16 hosts 6 hosts

s & o &

192.168.164.188/30 Ea0 - \ Fal
SO0 S0

192.168.164.189/30

192.168.164.178/29 \
192.168.164.255/26
Answer:
11 hosts 16 hosts 6 hosts
192.168.164.189/30
192.15&154_1% s % 5
192.168.164.149/27 192.168.164.166/28 I 192.168.164.149/27 .
192.168.164.188130 Fa0io Fai0 \ Fa0lo
S0/
192.168.164.178/29 \
192.168.164.255/26

QUESTION NO: 201

Refer to the exhibit. All of the routers in the network are configured with the ip subnet-zero
command. Which network addresses should be used for Link A and Network A? (Choose two.)
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MNetwork A
120 Hosts

172.16.3.32027 172.16.3.64/27 17283 HFR TS

A. Link A-172.16.3.40/30

B. Network A - 172.16.3.48/26
C. Network A - 172.16.3.128/25
D. Link A-172.16.3.0/30
E.Link A-172.16.3.112/30

F. Network A - 172.16.3.192/26

Answer: C,D

Explanation:
One reserved subnet, the subnetthat has all binary Os in the subnet field, is called the zero subnet.

Subnet zero, or the zero subnet, is numerically the first subnet, but it is one of the two reserved
subnet numbers in a network. You can use the zero subnet on a Cisco router if you configure the
global configuration command ip subnet-zero. For the purposes of answering questions on the
exam about the number of valid subnets in a network, consider the zero subnet unusable. In real
life, do not use the zero subnet if you do not have to.

QUESTION NO: 202

How many subnets can be gained by subnetting 172.17.32.0/23 into a /27 mask, and how many
usable host addresses will there be per subnet?

A. 8 subnets, 31 hosts

B. 8 subnets, 32 hosts

C. 16 subnets, 30 hosts

D. A Class B address can't be subnetted into the fourth octet.
E. 16 subnets, 32 hosts

Answer: C
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QUESTION NO: 203

Refer to the exhibit. A new subnet with 12 hosts has been added to the network. Which subnet
address should this network use to provide enough useable addresses while wasting the fewest
addresses?

192.168.10.0/26

192.168.10.64/27

192.168.10.228.30
12 hostg -t 51 Tests

A.192.168.10.80/28
B. 192.168.10.96/28
C. 192.168.10.80/29
D. 192.168.10.96/29

Answer: B

Explanation:

This question tests how to choose a subnet address to provide enough useable addresses while
wasting the fewest addresses. Because the subnet connected to Router C has only 12 hosts, /28
is the most appropriate. The answer is 192.168.10.96/28.

QUESTION NO: 204

If an ethernet port on a router was assigned an IP address of 172.16.112.1/20, what is the
maximum number of hosts allowed on this subnet?

A. 8190
B. 4096
C. 4094
D. 1024
E. 2046
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Answer: C

Explanation:

By default, 172.16.112.1/20 is a Class B address.

A Class B address can allow 65534 hosts. 32-16=16 216=65536 65536-2=65534

172.16.112.1 is subnetted. The network can allow 4094 hosts. 32-20=12 212=4096 4096-2=4094
IP addresses with all Os or all 1s in the host part cannot be used as host addresses; therefore,
these two addresses are excluded.

Since a /20 equates to 12 bits used for the subnet mask, 4094 hosts can be uniquely addressed.

QUESTION NO: 205

Which subnet mask would be appropriate for a network address range to be subnetted for up to
eight LANs, with each LAN containing 5 to 26 hosts?

A. 255.255.255.224
B. 0.0.0.240
C. 255.255.255.252

Answer: A

QUESTION NO: 206

As the network administrator of your company, you have been assigned the task of designing a
new Office internetwork. So you need to consider IP addressing scheme, Which two subnetworks
would be included in the summarized address of 172.31.80.0 /20? (Choose two.)

A.172.31.92.0 /22
B.172.31.51.16 /30
C.172.31.80.0 /22
D. 172.31.17.4 /30

Answer: A,C

Explanation:
30 bits IP network has relatively small quantities of addresses available, which can not meet the
requirements of network design.

QUESTION NO: 207
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In the implementation of VLSM techniques on a network using a single Class C IP address, which
subnet mask is the most efficient for point-to-point serial links?

A. 255.255.255.240
B. 255.255.255.254
C. 255.255.255.0

D. 255.255.255.252
E. 255.255.255.248

Answer: D

Explanation:

The subnet mask /30 is usually used for point-to-point serial links.

QUESTION NO: 208

A national retail chain needs to design an IP addressing scheme to support a nationwide network.
The company needs a minimum of 300 sub-networks and a maximum of 50 host addresses per

subnet. Working with only one Class B address, which of the following subnet masks will support
an appropriate addressing scheme? (Choose two.)

A. 255.255.255.0
B. 255.255.255.128
C. 255.255.252.0
D. 255.255.255.224
E. 255.255.255.192
F. 255.255.248.0

Answer: B,E

QUESTION NO: 209

Which two subnetworks would be included in the summarized address of 172.31.80.0/20?

(Choose two.)

A.172.31.17.4/30
B. 172.31.51.16/30
C.172.31.64.0/18
D. 172.31.80.0/22
E. 172.31.92.0/22
F.172.31.192.0/18
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Answer: D,E

Explanation:

We need to find the range for the 172.31.80.0/20 network. 1) Since this is a /20, convert the third
octet to binary: 172.31.0101 0000.0 2) Segregate the network and host address: 172.31. 0101
0000 .0 3) The network address will be: 172.31.80.0 4) The broadcast address will be: [convert all
the blue to one (1) plus the red colored] 172.31.95.255 That is now your range 172.31.80.0 -
172.31.95.255

QUESTION NO: 210

Given the address 192.168.20.19/28, which host addresses are valid on this subnet? (Choose
two.)

A. 192.168.20.29
B. 192.168.20.31
C. 192.168.20.17
D. 192.168.20.0

Answer: A,C

QUESTION NO: 211

Refer to the exhibit. Which mask is correct to use for the WAN link between the routers that will
provide connectivity while wasting the least amount of addresses?

Network A Network B
66 Hosls 310 Hosts

ActualTests

A. /123
B. /24
C. /25
D. /30

Answer: D

QUESTION NO: 212
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The network 172.25.0.0 has been divided into eight equal subnets. Which of the following IP
addresses can be assigned to hosts in the third subnet if the ip subnet-zero command is
configured on the router? (Choose three.)

A. 172.25.78.243
B. 172.25.98.16
C.172.25.72.0
D. 172.25.94.255
E. 172.25.96.17
F.172.25.100.16

Answer: A,C,D

Explanation:
Section 6: Determine the appropriate classless addressing scheme using VLSM and
summarization to satisfy addressing requirements in a LAN/WAN environment (8 questions)

QUESTION NO: 213

Refer to the exhibit. The networks connected to router R2 have been summarized as a
192.168.176.0/21 route and sent to R1. Which two packet destination addresses will R1 forward to
R27? (Choose two.)

;  Other |
. Networks

A. 192.168.194.160
B. 192.168.159.2
C. 192.168.183.41
D. 192.168.179.4
E. 192.168.183.255
F.192.168.184.45
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Answer: C,.D

QUESTION NO: 214

You have a class B network with a 255.255.255.0 mask. Which of the statements below are true of
this network? (Choose two)

A. There are 24 usable hosts per subnet..
B. There are 254 usable subnets.

C. There are 256 usable hosts per subnet.
D. There are 254 usable hosts per subnet.

Answer: B,D

Explanation:
The mask 255.255.255.0 shows it limits the subnet range to 1-255. Since 255 is broadcast
address, so the actual range is 254.

QUESTION NO: 215

The Ethernet networks connected to router R1 in the graphic have been summarized for router R2
as 192.1.144.0/20. Which of the following packet destination addresses will R2 forward to R1,
according to this summary? (Choose two.)

Internet |
il —

ActualTests

A.192.1.1.144
B. 192.1.143.145
C.192.1.160.11
D. 192.1.159.2
E. 192.1.151.254
F.192.1.138.41

Answer: D,E
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Explanation:
The summarized route is 192.1.144.0/20. 192.1.159.2 and 192.1.151.254 are in this range.

QUESTION NO: 216

Refer to the exhibit. What is the most efficient summarization that R1 can use to advertise its
networks to R2?

172.1.4.128125 112.1:4.0129

172.1.5.0/24

172.1.6.0/24

ActualTests

172.1.7.0/24

A.172.1.4.0/25
172.1.4.128/25
172.1.5.0/24
172.1.6.0/24
172.1.7.0/24
B. 172.1.0.0/22
C.172.1.4.0/24
172.1.5.0/24
172.1.6.0/24
172.1.7.0/24
D.172.1.0.0/21
E. 172.1.4.0/22

Answer: E

Explanation:
When the subnet mask is /22, R1 can advertise its networks to R2.

QUESTION NO: 217

Assume that the subnet mask is /27 and subnet zero is usable, which three of the following IP
addresses will be assigned to hosts? (Choose three.)
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A. 10.15.32.17
B.17.15.66.128
C. 66.55.128.1
D. 135.1.64.34

Answer: A,C,D

QUESTION NO: 218

A medium-sized company has a Class C IP address. It has two Cisco routers and one non-Cisco
router. All three routers are using RIP version 1. The company network is using the block of
198.133.219.0/24. The company has decided it would be a good idea to split the network into
three smaller subnets and create the option of conserving addresses with VLSM. What is the best
course of action if the company wants to have 40 hosts in each of the three subnets?

A. Convert all the routers to EIGRP and use 198.133.219.32/27, 198.133.219.64/27, and
198.133.219.92/27 as the new subnetworks.

B. Maintain the use of RIP version 1 and use 198.133.219.32/27, 198.133.219.64/27, and
198.133.219.92/27 as the new subnetworks.

C. Convert all the routers to EIGRP and use 198.133.219.64/26, 198.133.219.128/26, and
198.133.219.192/26 as the new subnetworks.

D. Convert all the routers to RIP version 2 and use 198.133.219.64/26, 198.133.219.128/26, and
198.133.219.192/26 as the new subnetworks.

E. Convert all the routers to OSPF and use 198.133.219.16/28, 198.133.219.32/28, and
198.133.219.48/28 as the new subnetworks.

F. Convert all the routers to static routes and use 98.133.219.16/28, 198.133.219.32/28, and
198.133.219.48/28 as the new subnetworks.

Answer: D

QUESTION NO: 219
Which of the following IP addresses fall into the CIDR block of 115.64.4.0/227? (Choose three.)

A. 115.64.8.32
B. 115.64.7.64
C. 115.64.6.255
D. 115.64.3.255
E. 115.64.5.128
F.115.64.12.128
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Answer: B,C,E

QUESTION NO: 220

Refer to the diagram. All hosts have connectivity with one another. Which statements describe the
addressing scheme that is in use in the network? (Choose three.)

Host A

Q VLAN1
84 hosts

172.16.1.126

Host B
VLANZ
114 hosts

172.16.1.129
AL

ests

A. The subnet mask in use is 255.255.255.192.

B. The subnet mask in use is 255.255.255.128.

C. The IP address 172.16.1.25 can be assigned to hosts in VLAN1

D. The IP address 172.16.1.205 can be assigned to hosts in VLAN1

E. The LAN interface of the router is configured with one IP address.

F. The LAN interface of the router is configured with multiple IP addresses.

Answer: B,C,F

Explanation:
Section 7: Describe the technological requirements for running IPv6 in conjunction with IPv4
(including: protocols, dual stack, tunneling, etc). (2 questions)

QUESTION NO: 221
Running both IPv4 and IPv6 on a router simultaneously is known as what?

A. 4to6 routing

B. 6to4 routing

C. binary routing

D. dual-stack routing
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E. NextGen routing
Answer: D

Explanation:

One technique for transitioning to IPv6 is by using dual IPv4 and IPv6 protocol stacks. Using dual
stacks enables gradual, one-by-one upgrades to applications running on nodes. Applications that
are upgraded to IPv6 use the IPv6 protocol stack, and applications that are not upgraded and
support only IPv4 can coexist with upgraded applications on the same node. New and upgraded
applications can use both IPv4 and IPv6 protocol stacks. This approach is described in RFC
4213.

QUESTION NO: 222
What are three IPv6 transition mechanisms? (Choose three.)

A. 6to4 tunneling

B. VPN tunneling

C. GRE tunneling

D. ISATAP tunneling
E. PPP tunneling

F. Teredo tunneling

Answer: A,D,F

Explanation:
Section 8: Describe IPv6 addresses (5 questions)

QUESTION NO: 223
How is an EUI-64 format interface ID created from a 48-bit MAC address?

A. by prefixing the MAC address with OxFF and appending OxFF to it

B. by appending OxFF to the MAC address

C. by inserting OXFFFE between the upper three bytes and the lower three bytes of the MAC
address

D. by prefixing the MAC address with OXFFEE

Answer: C

QUESTION NO: 224
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Which two of these statements are true of IPV6 address representation? (Choose two)

A. A single interface may be assigned multiple IPV6 addresses of any type
B. Every IPV6 interface contains at least one loopback address.

C. Leading zeros in an IPV6 16 bit hexadecimal field are mandatory.

D. The first 64 bits represent the dynamically created interface ID

Answer: A,B

QUESTION NO: 225
Which two are correct about ipv6 addressing?

A. 2000::/3 is a global unicast address

B. cool.gif ther is only one loopback address ::1
C. FF0O::/ is the Link-local address

D. FEOO::/ is the unique-local address

Answer: A,B

QUESTION NO: 226
Which two statements describe characteristics of IPv6 unicast addressing? (Choose two.)

A. Global addresses start with 2000::/3.

B. Link-local addresses start with FE00:/12.

C. Link-local addresses start with FF00::/10.

D. There is only one loopback address and it is ::1.

E. If a global address is assigned to an interface, then that is the only allowable address for the
interface.

Answer: A,D

QUESTION NO: 227

Select the valid IPv6 addresses. (Choose all apply)
A

B. ::192:168:0:1

C. 2002:c0a8:101::42

D. 2003:dead:beef:4dad:23:46:bb:101
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Answer: A,B,C,D

Explanation:
Section 9: Identify and correct common problems associated with IP addressing and host
configurations (5 questions)

QUESTION NO: 228

A router has been configured to provide the nine users on the branch office LAN with Internet
access, as shown in the diagram. It is found that some of the users on the LAN cannot reach the
Internet. Based on the topology and router output shown, which command should be issued on the
router to correct the problem?

R# show interfaces FastEthernet 0
FastEhternet0 is up, line protocol is up
Hardware address is 000c.ce8d.8860
Internet address is 192.168.10.30/30
MTU 1500 bytes, BW 10000 Kbit,

7 DLY 1000 usec, reliability 255/255

Txload 1/255, rxload 1/255

Encapsulation ARPA ,loopback not set

] Keepalive set (10 sec)

Half-duplex, 10Mb/s, 100BaseTX/FX
{...output omitted...)

ActualTests

A. R(config-if)# no shutdown

B. R(config-if)# ip address 192.168.10.30 255.255.255.240
C. R(config-if)# no keepalive

D. R(config-if)# duplex full

Answer: B

Explanation:

From the above R information, we know that IP of Fa0/0 is 192.168.10.30/30. Because mask is 30
bit, it is not qualified for 9 users to access the Internet. Therefore, IP address of Fa0/0 should be
reconfigured. The mask that saves address most is 28.

According to the output shown, the subnet mask assigned to the Fast Ethernet interface is /30,
which will only allow for up to two hosts. Since there are 9 hosts depicted on the LAN, a subnet
mask of /28 (255.255.255.240) will allow for up to 14 hosts.

"Pass Any Exam. Any Time." - www.actualtests.com 182



Cisco 640-802: Practice Exam

QUESTION NO: 229

You work as a network technician. Please study the exhibit carefully. After configuring two
interfaces on the router, the network administrator notices an error message. What must be done
to fix this error?

Router # configure terminal

Router (config)# interface fastethernet 0/0

Router (config-if)# ip address 192.168.1.17 255.255.255.0

Router (config-if)# no shutdown

Router (config-if)# interface serial 0/0

Router (config-if)# ip address 192.168.1.65 255.255.255.240

Router (config-if)# no shutdown ActualTests
[ 192.168.1.0 overlaps with FastEthernet0/0

A. The serial interface must use the address 192.168.1.2.

B. The subnet mask of the serial interface should be changed to 255.255.255.0.

C. The address of the FastEthernet interface should be changed to 192.168.1.66.

D. The subnet mask of the FastEthernet interface should be changed to 255.255.255.240.

Answer: D

Explanation:

Cisco routers will not allow you to configure two interfaces that belong to the same IP subnet. In
this case, by giving the serial 0/0 interface an IP address of 192.168.1.65, it would belong to this
/28 subnet but it would also belong to the 192.168.1.17/24 subnet. You need to ensure that two
interfaces are given IP addresses and subnet masks so that they belong to different subnets, and
given the options only the option of changing the mask of the FE interface to an /28 will
accomplish this.

/192.168.1.0 overlaps with FastEthernet0/0 indicates that the IP address repeated, because the
192.168.1.0 mask that Fa0/0 configured is 24 bits, the 28 bit IP of s0/0 192.168.1.0 is unusable.

QUESTION NO: 230 DRAG DROP

router#show edp neighbor

Device ID Local Interface  Holdtme  Capability Platform  Port ID
Birmingham Fas 0/0 151 RS 2514 E1
Relmap Fas 0/1 150 RS 2621 Falio
Boaz Ser 0/0 137 RS 2500CtL Al T SEdts
Atlanta Ser 0/ 126 RS 2620 S0/1
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IP addross

X
X

&
§

192.168.107.2/24

ActualTests

IP address

Answer:

192.168.237.2/24 192.168,66.2/24

ActualTests

192.168.107.2124 192.168.220.2/24
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192.168.66.2/24

Explanation:

192.168.237.2/24

el T

192.168.107.2/24 192.168.220.2/24

QUESTION NO: 231

Refer to the exhibit. A network administrator is adding two new hosts to SwitchA. Which three
values could be used for the configuration of these hosts? (Choose three.)

[ Internet !.-‘
o R S 4
Router configuration:
inteiface fa0:0.1
. encapsulation dot1q 1
Switch configuration: ip address 192,168.1.14 255,255,255.248
Port1: dot1q trunk interface 1a0/0.10
WVLAN 1:Ports 2, 3, 4 encapsulation dot1q 10
VLAN 10: Ports 5,6,7 ip address 192.168.1.78 255.255.255.224
VLAHN 20: Poits 8,9, 10, 11, 12 e aface fakiha
encapsulation dot1g 20
ip address 192.168.1.130 255.255.255.192
At Tests

A. host 1 IP address: 192.168.1.79
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B. host 2 IP address: 192.168.1.128

C. host 2 default gateway: 192.168.1.129
D. host 2 IP address: 192.168.1.190

E. host 1 IP address: 192.168.1.64

F. host 1 default gateway: 192.168.1.78

Answer: A,D,F

QUESTION NO: 232

While troubleshooting a connectivity issue from a PC you obtain the following information:

Local PC IP address: 10.0.0.35/24
Default Gateway: 10.0.0.1
Remote Sever: 10.5.75.250/24

You then conduct the following tests from the local PC:

Ping 127.0.0.1 - Successful
Ping 10.0.0.35 - Successful
Ping 10.0.0.1 - Unsuccessful
Ping 10.5.75.250 - Unsuccessful

PC configuration:
Localhost: 10.0.0.35/24
Default gateway: 10.0.0.1/24

FaO/1 Fal/l
105.75.1/24  10.0.0.1/24 \

S'""-... : Result of testing from PC:

Server configuration: | Ping 127.0.0.1 - successful
Server: 10.5.75.25024 Ping 10.0.0.35 - successful
Default gateway: 10.5.75.1/24 Ping 10.0.0.1 - unsuccess
Ping 10.5.75.250 - um&&, FLEsEs

What is the underlying cause of this problem?

A. A remote physical layer problem exists.
B. TCP/IP has not been correctly installed on the host.
C. The host NIC is not functioning.
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D. A local physical layer problem exists.

Answer: B

Explanation:
The configuration is correct. The output of the ping command indicates that the fault lies on the
FO/0 port or between the host and the router.

QUESTION NO: 233 DRAG DROP

Refer to the exhibit. PCA is sending packets to the FTP server. Consider the packets as they
leave out interface Fa0/0 forwards RouterB.Drag the correct frame and packet address to their
place in the table.
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| wirzieasas |
MAC 0000 0C 8% 3333

MAC 0000.0C89.3333

IP 172.16.25.33
MAC 0000.0C93. 9990

Answer:
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P ITE 162554

MAC 0000.0C89.3333

IP 172.16.25.33
MAC 0000.0C93. 9990

Explanation:
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Target

| MAC 0000.0C93.9999 || IP172.16.21.7

MAC 0000.0C89.3333 | | [ [ P 172.16.34250 |

IP 172.16.34.250 IP 172.16.21.254
MAC 0000.ea54.5555 MAC 0000.0C12.2222

IP 172.16.25.34 IP172.16.34.1
MAC 0000.0C89.3333 MAC 0000.3465.7777

IP 172.16.25.33 IP172.16.21.7

MAC 0000.0C93.9999 MAC 0000.ad12.6666

Source MAC : 0000.0c93.9999
Source IP : 172.16.21.7
Destination MAC : 0000.0c¢89.3333
Destination IP ; 172.16.34.250

QUESTION NO: 234

When a packet is sent from Host 1 to Serverl, in how many different frames will the packet be
encapsulated as it is sent across the internetwork?
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[Topology. S )=

200.165.100.250 24

Fanm
192, 168.1.250 24

200.165.200.226 /24

Weh Server 2

192.168.1.10 24 ' 102.168.1.106 24

ActualTests

Al
B.3
C.7
D.2
E.O

Answer: B

QUESTION NO: 235

Refer to the exhibit. The partial frame in the graphic represents select header information within a
frame arriving at a destination host. What can be determined from this information?

Destination Source Destination Source Destination Source ] A
Y C

N K

AgtualTests

000d.56ad.a313 000a.8a47.e612 | 192.168.14.1 | 192.168.14.2 23 42335 1 1]

A. The source host is a Telnet server.

B. This frame contains the first segment in a Telnet session.

C. The local host has received 42,335 bytes from the remote host as a part of this conversation.
D. The Layer 2 address of the source host is 192.168.14.2.

Answer: B

Explanation:

From the chart above, we can may source and destination MAC, source and destination IP
address, dialog port number, and so on. telnet port number is 23. so this is a frame information
concerning TELNET.

QUESTION NO: 236
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Refer to the output of the two show commands in the exhibit. If an administrator tries to ping host
10.1.8.5 from host 10.1.6.100, how will the ICMP packets be processed by Router A?

Fouteré&# show running-config
<rome outpil text omitted >

router rip

network 10.0.0.0

1

ip classless

Fouters# show ip route

<some oulpit text omitted =
Gateway of last resortis 100155 to networks 0.0.0.0

10.0.0.0/24 12 subnetted, 2 ;ubnets
10:1.3.0 [12041] wna 10.1.2.2, 00:00:00, Serial 0/0
10.1.2.0 15 directly connected, Beral (A
10.1.5.0 15 directly connected, Seralli]
10.1.6.0 15 directly connected, FastEthernet0/0
*0.0.0.0/0[120/1] wia 10.1.5.5, 00:00; 0@ eI sts

= oo N el-u

A. The packets will be routed out the Fa0/0 interface.
B. The packets will be routed out the S0/0 interface.
C. The packets will be discarded.

D. The packets will be routed out the S0/1 interface.

Answer: D

Explanation:

Since network 10.1.8.0 does not exist in the routing table, ICMP packet is then sent to default
route port SO/1. Default route is a special static route, which will be used when no matching option
can be found between the routing tables and package destination address. If there is no default
route, the packet whose destination address finds no matching option in the routing table will be
discarded. Default route is very effective at certain circumstances, when there is stub network, the
default route will greatly simplify router configuration, reducing the workload of administrators and
improving network performance. Only one single default route can be configured on Routers.

QUESTION NO: 237

A router receives information about network 192.168.10.0/24 from multiple sources. What will the
router consider the most reliable information about the path to that network?
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A. a static route to network 192.168.10.0/24 with a local serial interface configured as the next hop
B. a default route with a next hop address of 192.168.10.1

C. a static route to network 192.168.10.0/24

D. a RIP update for network 192.168.10.0/24

E. an OSPF update for network 192.168.0.0/16

F. a directly connected interface with an address of 192.168.10.254/24

Answer: F

Explanation:

Administrative distance refers to the reliability of one routing protocol. Each routing protocol is
specified a reliability level from high to low depending on the administrative distance. For the
routing information of two different routing protocols to the same destination, the router will make
decision on the basis of the administrative distance.

QUESTION NO: 238

Refer to the exhibit. Both switches are using a default configuration. Which two destination
addresses will PC-D use to send data to PC-A? (Choose two.)

=
Switch1 |

T

S S

A. the IP address of PC-A

B. the MAC address of PC-A

C. the MAC address of the Fa0/0 interface of the ROUTERO router
D. the MAC address of the Fa0/1 interface of the ROUTERO router
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E. the IP address of PC-D
F. the MAC address of PC-D

Answer: A,D

Explanation:

When Host PC-D send data to Host PC-A, because it is communication across subnet, it is
necessary to use router. Host PC-D launches ARP request to Router ROUTERO, because
ROUTERO is connected to network PC-A, thus responds to ARP, and use its own Fa0/1 as
destination MAC address. So destination address is IP of PC-A, and MAC address is MAC of
Fa0/1.

QUESTION NO: 239

Refer to the exhibit. Host PC-A pings Host PC-B. What source MAC address and source IP
address are contained in the frame as the frame leaves Router2 destined for host PC-B?

Int: Fad/0
IP: 10.0.64.1/18
MAC: abed.abed. 0000
Router1 ) \Router
Int: Fa0/1 | Int: Fa0/1
IP: 10.2.0.1/26 v | IP:10.0.128.1/18
WAC: abcd.abed.a001 MAC- abed.abed. b002
IP: 10.2.0.15/26 IP: 10.0.128HAld £3L3
MAC: abcd.abed.c003 MAC: abcd_abod d0D4

A. abcd.abcd.b002
B. abcd.abcd.a001
C.10.2.01

D. 10.2.0.15

Answer: A,D

Explanation:

Host use ARP to learn the MAC address of other devices in current subnet, but a router is needed
when forwarding to other subnet. Cisco I0S software uses a proxy ARP (RFC 1027) to inform host
without routing information host MAC address of other networks or sub-net. Look at the Figure
above, the router receives ARP request, if the requested host and host sending the ARP request
are connected to different interface, and all the routes in routers heading for this host will pass
through other interface, router will generate a proxy ARP response data packet, pointing out its
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which again will forward it to the destination host.

QUESTION NO: 240 DRAG DROP

Drag and Drop question. Drag the items to the proper locations.

Routing has been configured on the local router with these commands:

Local{config)# ip route 0.0.0.0 0.0.0.0 192.168.1.1

Local(config)# ip route 10.1.0.0 255.255.255.0 192.168.2.2
Local(config)# ip route 10.1.0.0 255.255.0.0 192.168.3.3

ActualTests
Drag each destination IP address on the left to its correct next hop address on the right.

10.1.1.10

MNext hop 192.168.1.1

10.1.0.14

10.2.1.8

Mext hop 192.168.2.2

10.1.46

10.1.0.123

10.6.8.4

MNext hop 192.168.3.3

Answer:

ActualTests

10.1.1.10

MNext hop 192.168.1.1

10.1.0.14

10.2.1.3

10.6.8.4

10.2.1.8

Mext hop 192.168.2.2

10.1.46

10.1.0.14

10.1.0.123

10.1.0.123

10.6.8.4

MNext hop 192.168.3.3

Explanation:

10.1.1.10

10.1.46

I=

ctualTests
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Routing has been configured on the local router with these commands:
Local{config)i# ip route 0.0.0.0 0.0.0.0 192.168.1.1
Local{configh# ip route 10.1.0.0 255.255.255.0 192.168.2.2
Local{config# ip route 10.1.0.0 255.255.0.0 192,168.3.3
Drag each destination IP address on the left to its correct nex!t hop address on the right.
MNext hop 192.168.1.1
10.1.1.10 10.2.1.3 ~‘
10.1.0.14 10.6.8.4
10213 MNext hop 192.168.2.2
10.1.0.14
10.1.486
10.1.0.123
10.1.0.123
Next hop 192.168.3.3
10.6.54 10.1.1.10
10.1.4.6 ArtualTests

QUESTION NO: 241

Refer to the exhibit. A packet with a source IP address of 192.168.2.4 and a destination IP
address of 10.1.1.4 arrives at the HokesB router. What action does the router take?

HokesB# show ip route
< output omitted >
Gateway of last resort is not set
192.168.2.0/28 is subnetted, 6 subnets
192.168.2.64 [90/20514560] via 192.168.0.6, 01:22:10, Serial0/1
192.168.2.80 [90/20514560] via 192.168.0.6, 01:22:10, Serial0N
192.168,2.32 [90/20514560] via 192,168.9.2, 01:22:10, Serial0/0
192.168.2.48 [90/20514560] via 192.168.9.2, 01:22:10, Serial0/0
192.168.2.0 [90/30720] via 192.168.1.10, 01:22:10, FastEthernet0/0
192.168.2.6 [20/136160] via 192.168.1.10, 01:22:11, FastEthernet0/0
192.168.9.0/30 is subnetted, 1 subnets
C 192.168.9.0 is directly connected, Serial0/0
192.168.0.0/30 is subnetted, 1 subnets
C 192.168.0.4 is directly connected, Serial0/1
192.168.1.0/30 is subnetted, 1 subnets
C 192.168.1.8 is directly connected, FastEthernet0/0 ActualTests
HokesBR

00000

A. forwards the received packet out the Serial0/0 interface

B. forwards a packet containing an EIGRP advertisement out the Serial0/1 interface
C. forwards a packet containing an ICMP message out the FastEthernet0/0 interface
D. forwards a packet containing an ARP request out the FastEthernet0/1 interface
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Answer: C

QUESTION NO: 242 DRAG DROP

| Drag the term on the left 1o its definition on the right. (Mot all options are used.) |

A TOULER bearns from its nawwmgmam
and the router sends an update back o the neighbor
with an infinite metric to that routs,

mmmnmdemnMamhwm
GCCWS, CaUSIng network routers o update thei
wmmuﬁmm‘a

This prevents sending information about 2 route back
MMM|Mh¢::mmﬁ|wmum
route

For & given penod. this caurses the router to ignone
&y uDdates with poorar metrics to a10st nebwork.

ActualTests

Answer:

ActualTests

Explanation:
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|_ Dm%lha ferm on Ihe left fo is definition onthe right. Mot all oplions are us_ad.ll

hctddown Bmar DOLSHN FEvarsa
LSA
PRI S0 renerss
spit honzon
|
count ta infinity
hedddtnam rnar
Pt horizon ActualTests

Section 2: Describe the operation of Cisco routers (including: router bootup process, POST, router
components) (9 questions)

QUESTION NO: 243

As a CCNA candidate, you will be expected to know the POST process very well. A Cisco router is
booting and has just completed the POST process. It is now ready to find and load an I0S image.
What function does the router perform next?

A. It inspects the configuration file in NVRAM for boot instructions.
B. It attempts to boot from a TFTP server.

C. It loads the first image file in flash memory.

D. It checks the configuration register.

Answer: D

Explanation:

This question tests how a Cisco router is started.

Step 1 The router is booting.

Step 2 The router completes the POST process.

Step 3 The router finds and loads an 10S image.

Step 4 The router checks the configuration register and decides how to load start configuration
based on the value of the configuration register.

QUESTION NO: 244

Refer to the graphic. A network associate is planning to copy a new IOS image into the router.
This new image requires 8 MB of flash memory and 32 MB of RAM. How will the IOS proceed with
the copy process?
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Exhibit #sow flash:

System flash directory

File Length Name/status

1 8760520 c4500-js-mz. 121-7b.bin

[8760584 bytes used, 16405240 available, 25165824 total]

24576K byles of processor board System flash (Read/\Wrile)
ActualTests

A. The new IOS will be copied into flash memory and the current image will remain.

B. 10S will issue an error message because flash memory is not large enough to hold the new
image.

C. The current I0S image must be manually erased before 10S will allow the new image to be
copied.

D. During the copy process, the current IOS image will be erased.

Answer: A

Explanation:

According to the output shown above, the existing 10S is 8760520 bytes (8M) and the total size of
the flash on this device is 24567K (24M). The new IOS only requires an additional 8 MB, so it will

be copied on to the flash directly and both images will reside on the flash. The existing IOS is only
overwritten it there is insufficient space to hold both.

Through the above chart we can see that the total space of current flash is 25 M , available space
being 16 M, so 8M new image will be copied into the flash, while the original image will be
preserved.

QUESTION NO: 245

During startup, the router displays the following error message:
boot: cannot open "flash:"

What will the router do next?

A. It will attempt to locate the configuration file from a TFTP server. If this fails, it will initiate the
setup dialog.

B. It will attempt to locate the configuration file from a TFTP server. If this fails, it will load a limited
configuration fromROM.

C. It will attempt to locate the 10S from a TFTP server. If this fails, it will load a limited 10S
fromROM.
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D. Because of damaged flash memory, the router will fail the POST.
E. It will attempt to locate the I0OS from a TFTP server. If this fails, it will initiate the setup dialog.

Answer: C

Explanation:

The boot sequence of a Cisco router is shown below:

Booting up the router and locating the Cisco 10S 1. POST (power on self test) 2. Bootstrap code
executed 3. Check Configuration Register value (NVRAM) which can be modified using the config-
register command 0 = ROM Monitor mode 1 = ROM IOS 2 - 15 = startup-config in NVRAM 4.
Startup-config file: Check for boot system commands (NVRAM) If boot system commands in
startup-config a. Run boot system commands in order they appear in startup-config to locate the
IOS b. [If boot system commands fail, use default fallback sequence to locate the 10S (Flash,
TFTP, ROM)?]

If no boot system commands in startup-config use the default fallback sequence in locating the
IOS: a. Flash (sequential) b. TFTP server (netboot) c. ROM (partial I0S) or keep retrying TFTP
depending upon router model 5. If IOS is loaded, but there is no startup-config file, the router will
use the default fallback sequence for locating the 10S and then it will enter setup mode or the
setup dialogue. 6. If no IOS can be loaded, the router will get the partial I0S version from ROM

Reference: http://www.svrops.com/svrops/documents/ciscoboot.htm

QUESTION NO: 246

Router#show flash exhibit;

System flash directoms

File Length Name/status

1 3802992 cB27v-y6-mz.121-1.XB

[3803056 bytes used, 4585552 available, 8388608 total]
ActualTests

B192K bytes of processor board System flash (Read/Write)

Refer to the exhibit. The technician wants to upload a new I0S in the router while keeping the
existing 10S. What is the maximum size of an I0S file that could be loaded if the original I0S is
also kept in flash?

A.3 MB
B.5 MB
C.7MB
D.4 MB

Answer: D
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Explanation:

Based on the output provided, the total amount of flash memory available is 8388608 bytes (8
MB), but the existing 10S is using up 3803056 bytes (3 MB), so in order to fit both 10S files into the
flash the new image must be no greater than the amount of available memory, which is 4585552
bytes (4 MB).

QUESTION NO: 247

There are no boot system commands in the router configuration in NVRAM router. What is the
fallback sequence that the router will use to find an 10S during reload?

A. TFTP server, Flash, NVRAM
B. ROM, NVRAM, TFTP server
C. NVRAM, TFTP server, ROM
D. Flash, TFTP server, ROM

Answer: D

Explanation:

Cisco routers can boot Cisco 10S software from these locations:
1. Flash memory

2. TFTP server

3. ROM (not full Cisco 10S)

Multiple source options provide flexibility and fallback alternatives
Locating the Cisco IOS Software

Default boot sequence for Cisco 10S software:

1. NVRAM

2. Flash (sequential)

3. TFTP server (network boot)

4. ROM (partial 10S)

Note: boot system commands can be used to specify the primary 10S source and fallback
sequences.

Booting up the router and locating the Cisco 10S

1. POST (power on self test)

2. Bootstrap code executed

3. Check Configuration Register value (NVRAM) which can be modified using the config-register
command

0 = ROM Monitor mode

1=ROMIOS

2 - 15 = startup-config in NVRAM
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4.Startup-config file: Check for boot system commands (NVRAM)

If boot system commands in startup-config

a. Run boot system commands in order they appear in startup-config to locate the 10S

b. [If boot system commands fail, use default fallback sequence to locate the I0S (Flash, TFTP,
ROM)?]

If no boot system commands in startup-config use the default fallback sequence in locating the
I0S:

a. Flash (sequential)

b. TFTP server (netboot)

c. ROM (partial 10S) or keep retrying TFTP depending upon router model

5. If IOS is loaded, but there is no startup-config file, the router will use the default fallback
sequence for locating the 10S and then it will enter setup mode or the setup dialogue.

6. If no 10S can be loaded, the router will get the partial IOS version from ROM

Default (normal) Boot Sequence

Power on Router - Router does POST - Bootstrap starts I0S load - Check configuration register to
see what mode the router should boot up in (usually 0x102 to Ox10F to look in NVRAM) - check
the startup-config file in NVRAM for boot-system commands (normally there aren't any) - load 10S
from Flash.

Boot System Commands

Router(config)# boot system flash 10S filename - boot from FLASH memory Router(config)# boot
system tftp 10S filename tftp server ip address - boot from a TFTP server

Router(config)# boot system rom - boot from system ROM

Configuration Register Command

Router(config)# config-register 0x10x (where that last x is O-F in hex)

When the last x is:

0 = boot into ROM Monitor mode

1 = boot the ROM I10S

2 - 15 =look in startup config file in NVRAM

QUESTION NO: 248
What will a new router do during startup if a configuration file is not located in NVRAM?

A. It will search for the configuration file in flash and if no configuration file is found there, it will
enter the setup dialog.

B. It will search for the configuration file on a TFTP server and if no configuration file is found
there, it will load a limited configuration file fromROM.

C. It will search for the configuration file on a TFTP server and if no configuration file is found
there, it will enter the setup dialog.
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D. It will search for the configuration file in flash and if no configuration file is found there, it will
load a limited configuration file fromROM.

Answer: C

Explanation:

When a router boots and is able to locate the IOS it begins to load the configuration file. The
configuration file, saved in NVRAM, is loaded into main memory and executed one line at a time.
These configuration commands start routing processes, supply addresses for interfaces, and set
media characteristics. If no configuration file exists in NVRAM, the router attempts a network boot
and sends a broadcast request for the file on a TFTP server. If this is also not found, the
operating system executes a question-driven initial configuration routine called the system
configuration dialog.

QUESTION NO: 249

For what two reasons has the router loaded its 10S image from the location that is shown?
(Choose two.)

Routerl> show wersion

Cisco Internetwork Operating System ZSoftware

I08 (tw) 7200 Software (C7Z00-J-M), Experimental Versiom 11.3{13370315:1647E5Z)
[hanpton-nitro-baseline 249]

Copyright (c) 1986-1397 by cisco Systems, Inc.

Compiled Wed 08-0cc-97 06:35 by hampton

Tuadge text-base: 0xE0008500, daca-base: O0xS0E9E000

POM: Sysztem Bootstrap, Versiem 11.1(11855) ([beca 2], INTERIM SOFTWARE
EOOTFLASH: 7200 Software (C7200-BOOT-M), WVersion 11.1{(472), BELEASE SOFTWARE (fel)

Bouterl weime iz 23 hours, 33 minutes

System restarced by aborc ac PC Ox€022322C ac 10:50:55 PDT Tue Oce 21 1597
System image file is "efcp:/r172_16.1. 1259/ hampron/nitro,/c?200-3-nz”

cisco 7206 (NPELS50) processor wich S57344F/8152K bytes of memory.

Zgutput mmitceds

Configuration register is Ox2102 ActualTests

A. Routerl has specific boot system commands that instruct it to load I0S from a TFTP server.
B. Routerl cannot locate a valid I0S image in flash memory.

C. Routerl is acting as a TFTP server for other routers.

D. Routerl defaulted to ROMMON mode and loaded the 10S image from a TFTP server.

Answer: A,B

Explanation:

The loading sequence of CISCO IOS is as follows:
Booting up the router and locating the Cisco 10S
1. POST (power on self test)

2. Bootstrap code executed
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3. Check Configuration Register value (NVRAM) which can be modified using the config-register
command

0 = ROM Monitor mode

1=ROMIOS

2 - 15 = startup-config in NVRAM

4. Startup-config file: Check for boot system commands (NVRAM)

If boot system commands in startup-config

a. Run boot system commands in order they appear in startup-config to locate the I0OS

b. [If boot system commands fail, use default fallback sequence to locate the I0S (Flash, TFTP,
ROM)?]

If no boot system commands in startup-config use the default fallback sequence in locating the
I0S:

a. Flash (sequential)

b. TFTP server (netboot)

c. ROM (partial I0S) or keep retrying TFTP depending upon router model

5. If IOS is loaded, but there is no startup-config file, the router will use the default fallback
sequence for locating the 10S and then it will enter setup mode or the setup dialogue.

6. If no 10S can be loaded, the router will get the partial IOS version from ROM

QUESTION NO: 250

A network administrator changes the configuration register to 0x2142 and reboots the router. What
are two results of making this change? (Choose two.)

A. The 10S image will be ignored.

B. The router will prompt to enter initial configuration mode.
C. The router will boot toROM.

D. Any configuration entries in NVRAM will be ignored.

E. The configuration in flash memory will be booted.

Answer: B,D

QUESTION NO: 251

Which two locations can be configured as a source for the 10S image in the boot system
command? (Choose two.)

A. RAM

B. NVRAM

C. flash memory
D. HTTP server
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E. TFTP server
F. Telnet server

Answer: C,E

Explanation:
Section 3: Select the appropriate media, cables, ports, and connectors to connect routers to other
network devices and hosts (2 questions)

QUESTION NO: 252

Refer to the exhibit. What could be possible causes for the "Serial0/0 is down" interface status?
(Choose two.)

Router #show interface serial 0/0

Serial0/0 is down, line protocol is down
Hardware is MK5025
Serial internet address is 10.1.1.2/24
MTU 1500 bytes, BW 1544 Kbits, DLY 20000 usec, rely 255/255, load 9/255
Encaplulation PPP, loopback not set, keepalive set (10 sec)

§ ActualTests
<some output omitted>

A. The bandwidth is set too low.

B. An incorrect cable is being used.
C. A Layer 1 problem exists.

D. A protocol mismatch exists.

Answer: B,C

Explanation:
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Status Line
Condition

Possible Problem

Solutlon

Serial xis up, line
pratacal is up

This is the proper status line condition. Ma
action is required.

Serial xiz dawn, line
protocal is dovwen
(DTE mode)

The router is not sensing a
CD signal ithat iz, the CD s
not active).

A telephone company
prohlem has occurred—Iline is
down aris not caonnected to
CSUSDSLE

Cabling is faulty or incorrect,

Hardware failure has
occurred (CSUDSLY.

1. Check the LEDs on the CELIDSL ta
see whether the D is active, or insert
a breakout hox on the line to check for
the CD signal.

2. varify that you are using the proper
cable and interface (see your hardwate
installation docurmentation).

3. Inzert a hreakout box and check all
control leads.

4. Contactyour leased-line ar other
carrier service to see whether there is
a prohlem.

5. Swap faulty pars.

B, If you suspect faulty router
hardware, change the serial line to
another port. If the cannection comes

up, the previously connected interface
has a problem. ActualTests

Reference: http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/tr1915.htm

QUESTION NO: 253

Which two topologies are using the correct type of twisted-pair cables? (Choose two.)

Please refer to the exhibit.
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fa0/0 fal/24

conl
Crossover

fa0/24 fal/24

Crossover

ActualTgsts

A A
B.B
C.C
D.D
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E.E
Answer: D,E

Explanation:
Section 4: Configure, verify, and troubleshoot RIPv2 (13 questions)

QUESTION NO: 254

The Company WAN is migrating from RIPv1 to RIPv2. Which three statements are correct about
RIP version 2? (Choose three)

A. Itis a classless routing protocol.

B. It supports authentication.

C. It has a lower default administrative distance than RIP version 1.
D. It uses broadcasts for its routing updates.

E. It has the same maximum hop count as version 1.

Answer: A,B,E

Explanation:

RIPV2 has the maximum hop count as RIPV1(15).

RIPV2 uses multicast for its routing updates while RIPV1 uses broadcast for its routing updates.
RIPV2 has a higher security than RIPV1 because RIPV2 supports authentication.

RIPV2, rather than RIPV1, sends the subnet mask in updates.

RIPV1 is a classful routing protocol , it sends update packets which does not contain subnet mask
information every 30 seconds , it does not support VLSM and performs border automatic route
summary by default, it can't be shut down, so it does not support non-consecutive networks and
authentication, it uses hop counts as metric, the administrative distance is 120. Each packet
contains 25 routing information at most , and routing update is broadcast.

RIPV2 is a classless routing protocol, whose transmitted packets contain subnet mask information
, It supports VLSM and enables the function of auto-summary . So , it is needed to manually shut
down the function of auto-summary in order to send subnet information to the main network .
RIPV2 only supports summarizing routing to the main network instead of summarizing different
main networks. So it does not support CIDR. RIPV2 updates routing by use of the multicast
address 224.0.0.9, only the corresponding multicast MAC address can reply to packets. Whether
reply to packets and support authentication or not can be distinguished at the MAC layer.

Note : Refer to the classful routing protocol, when the subnet of the interface sending routing
packets is in the same main network as the subnet associated with the packets, the router can
transmit subnet information through this interface assuming that the interface and the subnet of
packets use the same subnet mask.

What is the consecutive subnet:
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Consecutive subnets belong to the same main network and use the same subnet mask, otherwise
it is not. Using the manual summary command on the interface: ip summary-address rip to
summarize subnet and subnet mask . RIP uses UDP(User Datagram Protocol)520 port to transmit
routing update packets .

QUESTION NO: 255

The Routing Information Protocol (RIP) is a dynamic routing protocol used in local area networks.
What is the default routing update period for RIPv2?

A. 180 seconds
B. 30 seconds
C. 240 seconds
D. 15 seconds

Answer: B

Explanation:

The fact that RIP only records one route for each destination requires RIP to actively maintain the
integrity of the routing tables, which can be achieved by asking all active RIP routers to broadcast
contents of routing table to adjacent RIP routers in a fixed time interval. All received updated
information automatically replaces the information included in the routing table.

RIP maintains routing table depending on three timers.

Update timer.

Routing-timeout timer.

Routing-refresh timer.

Update timer can be used to update initialized routing table on a node. Each RIP node only uses
one update timer. On the contrary, both routing-timeout timer and routing-refresh timer are that
each router maintains one.

RIP router triggers update every 30 seconds . Update timer is used to record the amount of time.
Once the time is up, RIP node will produce a series of datagrams including its own routing table.
These datagrams are broadcast to each adjacent node. Therefore, each RIP router will receive
update about every 30 seconds from each RIP adjacent node.

QUESTION NO: 256

The following output was shown on routerl:

R 10.10.10.8 [120/2] via 10.10.10.6, 00:00:25, Serialift'='T='*

Based on the information shown above, what can be determined from the line of show ip route
output shown in the exhibit? (Choose two)
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A. This route is using the default administrative distance.

B. The 10.10.10.8 network is two hops away from this router.
C. The IP address 10.10.10.6 is configured on SO0/1.

D. The next routing update can be expected in 35 seconds.

Answer: A,B

Explanation:
The 120 in the RIP route is administrative distance; 2 is metric value, i.e. the route pass through 2
routers.

When issuing the "show ip route” command, the first number in the brackets is the administrative
distance of the information source; the second number is the metric for the route. In this case, the
value of 120 is the default AD for RIP routes, and the 2 represents the metric, which is the number
of router hops in RIP. The 10.10.10.6 IP address belongs to the neighboring router (not the local
router) that sent the update in via Serial 0/1.

QUESTION NO: 257

Refer to the exhibit. What is the most likely reason for the disparity between the actual network
numbers at the branches and the routes in the routing table on Gateway Router?

~208.149.23.3227 %,

Branch_Router1

190.171.23.1227 1

~208.149.23.6427 >
Gateway Router A R

'WO.{I 190471231127 e
ﬁ%;... AL

Branch_Reuter2  ——
- L 208.149.23.96/27 >

190.171.23.10:27 -

208.149.23.128°27

Gateway Router# show ip route

<output onitted-

28 208.149.23.96 /27 [120/1] wia 190.171.23.10, 00:00:21, Ethernet0/0
R 208.149.23.0/24 [120/1] wia 190.171.23.12, 00:00:06, Ethernet0/0
R 208.149.23.128/27 [120/1] wia 190.171.23.10, 00:00:22, Ethernetl/0

Gateway Router#

ActualTests

. Gateway_Router is configured to only receive RIPv2 updates.

. Branch_Router2 is configured to send both RIPv1 and RIPv2 updates.
. Gateway_Router is configured to receive only RIPv1 updates.

. Branch_Routerl is configured to only send RIPv1 updates.

0w >

Answer: D
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Explanation:

The default version of RIP is version 1, which doesn't supports multicast updates, classless
networks, and authentication. It appears that Branch_routerl is configured with RIP v1 so it's
sending only v1 packets, which means only the classful network of 208.149.23.0/24 is being
advertised. However, it appears that Branch_router2 is indeed using RIPv2 as both the /27
networks are being advertised from that router.

If you wish to enable to RIP version 2 on router use following command:

Router(Config)#router rip
Router(Config-router)#version 2

QUESTION NO: 258

Refer to the exhibit. Router A has interfaces with addresses 192.168.1.1 and 172.16.1.1. Router
B, which is connected to router A over a serial link, has interfaces with address 172.16.1.2 and
10.1.1.2. Which sequence of commands will configure RIPv2 on router B?

192.168.1.1

Bl{config) § router rip

B(config-router)# version 2 B{config) # roucer rip 2

Biconfig-roucer j# nectwork 172.16.0.0 Blconfig-router ) # network 172.16.0.0
Biconfig-router)$ network 10.0.0.0 Biﬂﬂﬂf%U*IUUEEE]# network 10.0.0.0
B{config-router)# end A | Blcensiserautec) b aad B

Biconfig) # router rip
B{config-router)# version 2 Elconfig) # roucer rip wersion 2
B{config-router}# network 172.16.0.0 Biconfig-router)§ necwork 172.16.0.0
Blconfig-router )# network 192.168.1.0 Biconfig-router)# necwork 10.0.0.0
Biconfig-router)# end C Bloconfig-router)# end ActualTeﬁs

A A
B.B
C.C
D.D

Answer: A

Explanation:

The Routing Information Protocol (RIP) is a relatively old, but still commonly used, interior gateway
protocol (IGP) created for use in small, homogeneous networks. It is a classical distance-vector
routing protocol. RIP is documented in RFC 1058.

RIP uses broadcast User Datagram Protocol (UDP) data packets to exchange routing information.
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The Cisco I0S software sends routing information updates every 30 seconds; this process is
termed advertising. If a router does not receive an update from another router for 180 seconds or
more, it marks the routes served by the non-updating router as being unusable. If there is still no
update after 240 seconds, the router removes all routing table entries for the non-updating router.
The metric that RIP uses to rate the value of different routes is hop count. The hop count is the
number of routers that can be traversed in a route. A directly connected network has a metric of
zero; an unreachable network has a metric of 16. This small range of metrics makes RIP an
unsuitable routing protocol for large networks.

If the router has a default network path, RIP advertises a route that links the router to the
pseudonetwork 0.0.0.0. The network 0.0.0.0 does not exist; RIP treats 0.0.0.0 as a network to
implement the default routing feature. The Cisco 10S software will advertise the default network if
a default was learned by RIP, or if the router has a gateway of last resort and RIP is configured
with a default metric.

RIP sends updates to the interfaces in the specified networks. If an interface's network is not
specified, it will not be advertised in any RIP update.

Cisco's implementation of RIP Version 2 supports plain text and MD5 authentication, route
summarization, classless interdomain routing (CIDR), and variable-length subnet masks (VLSMs).
Enable RIP

To enable RIP, use the following commands, starting in global configuration mode:

Step Command Purpose

1 router rip Enable a RIP routing process, which places you
in router configuration mode.

2 network Associate a network with a RIP mutin%ﬂjm
Arila

sst
network-number E3l3

Because RIP is normally a broadcast protocol, in order for RIP routing updates to reach
nonbroadcast networks, you must configure the Cisco I0S software to permit this exchange of
routing information. To do so, use the following command in router configuration mode:

Command Purpose
neighbor Define a neighboring router with which to exchange routing
ip-address infarmation. ACtualTests

By default, the software receives RIP Version 1 and Version 2 packets, but sends only Version 1
packets. You can configure the software to receive and send only Version 1 packets. Alternatively,
you can configure the software to receive and send only Version 2 packets. To do so, use the
following command in router configuration mode:

Command |Purpose

version {1| |Configure the software to receive and send only RIF 1u"ersilt]Ek‘*lt-:nr ?]Flé r
2% RIF Yersion 2 packets. LAl TEests
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QUESTION NO: 259

S0/0 on Routerl is configured as a multipoint interface to communicate with Router2 and Router3
in the hub-and-spoke Frame Relay topology shown in the exhibit. Originally, static routes were
configured between these routers to successfully route traffic between the attached networks.
What will need to be done in order to use RIP v2 in place of the static routes?

172.16.2.0025

/ o 172.16.3.1/
{ - E— u,fg 6.3.1/29
e

172.16.2.128/25 /

A. Configure the s0/0 interface on Routerl as two sub interfaces and configure point-to-point links
to Router2 and Router3.

B. Dynamic routing protocols such as RIP v2 cannot be used across Frame Relay networks.

C. Change the 172.16.2.0/25 and 172.16.2.128/25 subnetworks so that at least two bits are
borrowed from the last octet.

D. Configure the no ip subnet-zero command on Routerl, Router2, and Router3.

Answer: A

Explanation:

For Dynamic Routing in Hub-and spoke topology, configure the subinterface for each link then
define the link as point to point. One reason for the use of subinterfaces is to circumvent the rule
of split horizon. Split horizon dictates that a route cannot be advertised out the same interface
upon which it was learned in the first place. This can be a problem in hub and spoke frame relay
networks, but by using pt-pt subinterfaces this problem will be eliminated.

QUESTION NO: 260

Refer to the exhibit. The network shown in the exhibit is running the RIPv2 routing protocol. The
network has converged, and the routers in this network are functioning properly. The
FastEthernet0/0 interface on R1 goes down. In which two ways will the routers in this network
respond to this change? (Choose two.)
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192.168.1.0 192.168.2.0

Fa0/0 S0/ S0/1 S0 S0/ Fa0/0
192.168.1.1 10111 10112 10.1.45 10116  192.168.2f U3/ TES(S

A. R1 will send LSAs to R2 and R3 informing them of this change, and then all routers will send
periodic updates at an increased rate until the network again converges.

B. Because of the split-horizon rule, router R2 will be prevented from sending erroneous
information to R1 about connectivity to the 192.168.1.0 network.

C. When router R2 learns from R1 that the link to the 192.168.1.0 network has been lost, R2 will
respond by sending a route back to R1 with an infinite metric to the 192.168.1.0 network.

D. Routers R2 and R3 mark the route as inaccessible and will not accept any further routing
updates from R1 until their hold-down timers expire.

E. All routers will reference their topology database to determine if any backup routes to the
192.168.1.0 network are known.

Answer: B,C

Explanation:
RIP version 2 will send triggered updates when the topology changes like when a link goes down.

The following are the key characteristics of RIPv2 pertaining to this question: Split horizon - RIP
doesn't advertise routes back out the interface in which they came. Or put another way, a router
won't tell a neighbor about routes that the neighbor presumably already knows about. That would
be silly, and could cause a loop in certain circumstances. Triggered update - RIP will send an
update out just a soon as the routing table changes. He won't wait for the Update timer to expire.
Route poisoning- RIP will tell other routers that a failed route is junk by advertising it with an
infinite metric (which is 16 for RIP), effectively poisoning it.

Reference: http://www.ethanbanks.net/?m=200702

QUESTION NO: 261
Which of the following are true regarding the debug output shown in the graphic? (Choose two.)

RIP protocol debugging is on

Router1#

1d05h: RIP: sending v1 update to 255.255.255.255 via FastEthernet0/0 (172.16.1.1)
1d05Sh: RIP: building update entries

1d05h: network 10.0.0.0 metric 1

1d05h: network 192.168.1.0 metric 2

1d0Sh: RIP: sending v1 update to 255.255.255.255 via Serial0/0 (10.0.8.1)

1d05h: RIP: building update entries

1d05h: network 172.16.0.0 metric 1

Router1#

1d05h: RIP: received v1 update from 10.0.15.2 on Serial(/0

1d0Sh: 192.168.1.0 in 1 hops ActualTests
1d0Sh: 192.168.168.0 in 16 hops (inaccessible)
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A. Network 10.0.0.0 will be displayed in the routing table.
B. This router was configured with the commands:
ROUTERZ1(config)# router rip
ROUTERZ1(config-router)# network 172.16.0.0
ROUTERZ1(config-router)# network 10.0.0.0

C. This router was configured with the commands:
ROUTERZ1(config)# router rip
ROUTERZ1(config-router)# network 192.168.1.0
ROUTERZ1(config-router)# network 10.0.0.0
ROUTERZ1(config-router)# network 192.168.168.0
D. This router was configured with the commands:
ROUTERZ1(config)# router rip
ROUTERZ1(config-router)# version 2
ROUTERZ1(config-router)# network 172.16.0.0
ROUTERZ1(config-router)# network 10.0.0.0

Answer: A,B

Explanation:

Routing Information Protocol (rip) is a distance vector protocol that uses hop as a metric. Rip

routing metric: rip uses single routing metric (hops) to measure the distance from source network
to destination network. From source to destination, every hop is given a value, which is usually 1.
When routers receive route update information of new or changed destination network, the metric
value will be added 1 and then stored into a routing table, the ip address of the sender will be used

as the next hop address.

QUESTION NO: 262

Refer to the exhibit. Explain how the routes in the table are being affected by the status change on

interface EthernetO.
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FI_Fouter# debuwy ip rip
RIP protocol debugging is on

<output omitteds

*Mar 1 00:19:36.804: 3LINE-S5-CHANGED: Interface Ethernetl, changed state to down
*Mar 1 00:19:36.805: RIP: zending w2 £lash update to 224.0,0.9 wia Ethernetl
1190, 172, 32.11)

FMar 1 00:159:36.805: RIP: build flash update entries

*Mar 1 00:19:36.809: 190.171.25.0/24 wia 0.0.0.0, metric 16, tag O

*Mar 1 00:19:36.813: 208.149.23.32/27 wia 0.0.0.0, metric 16, tag 0
*Mar 1 00:19:36.813: 205.14%9.25.64/27 wia 0.0.0.0, metric l&, tag O
*Mar 1 00:19:36.817: 208.149.253.96/27 wia 0.0.0.0, metric l&, tag O
*Mar 1 0O0:19:36.821: 205.149.23.1258/27 via 0.0.0.0, metric l&, tag O
FMar 1 00:19:37.789: ZLINEPROTO-S5-UPDOWN: Line protocol on Interface Etherhetd,

changed state to down
FMar 1 00:19:39,1531: RIP: sending recquest on Ethernetd to 224.0.0.9
<output omitteds

GW_Router# ActualTests

A. The router is poisoning the routes and multicasting the new path costs via interface Ethernetl.
B. The router is requesting updates for these networks from routers that are connected to interface
Ethernetl.

C. The router is poisoning the routes and broadcasting the new path costs via interface Ethernetl.
D. The router is receiving updates about unreachable networks from routers that are connected to
interface Ethernetl.

Answer: A

Explanation:

Poison reverse: When path information becomes invalid, routers will not immediately remove them
from the routing table, but use 16, an inaccessible metric value, to broadcast it out. Although this
increases the size of the routing table, but is helpful for the elimination of routing cycle, it can
immediately remove any loop between adjacent routers.

The purpose of route poisoning is to avoid problems caused by inconsistent updates and to
prevent network loops. According to exhibit, the interfaces went to the down state so the affected
routes were poisoned and removed and an update to the multicast IP address of 224.0.0.9 was
sent on interface Ethernetl.

QUESTION NO: 263

Refer to the exhibit. After a RIP route is marked invalid on Router_1, how much time will elapse
before that route is removed from the routing table?
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Fouter_l# show ip protocols

Fouting Protocol is "rip"™
Jending updates ewery 30 seconds, next due in & seconds
Invalid after 180 seconds, hold down 150, flushed after 240
Outgoing update filter list for all interfaces i1s not set
Incoming update filter list for all interfaces is not set
<output onitted>

Router 1# ActualTests

A. 30 seconds
B. 180 seconds
C. 60 seconds
D. 90 seconds
E. 240 seconds

Answer: C

Explanation:

From the condition: After a RIP route is marked invalid on Router_1, we can infer that the RIP
route is hold down. By default, the hold-down route will be removed from the routing table in 60
seconds 240-180=60.

QUESTION NO: 264

Which three statements describe the differences between RIP version 1 and RIP version 2?
(Choose three.)

A. RIP version 2 sends the subnet mask in updates and RIP version 1 does not.

B. RIP version 1 broadcasts updates whereas RIP version 2 uses multicasts.

C. RIP version 1 multicasts updates while RIP version 2 uses broadcasts.

D. Both RIP version 1 and RIP version 2 are classless routing protocols.

E. Both RIP version 1 and version 2 support authentication.

F. RIP Version 2 is a classless routing protocol whereas RIP version 1 is a classful routing
protocol.

Answer: A,B,F

Explanation:

RIP version 1 broadcasts updates whereas RIP version 2 uses multicasts.

RIP Version 2 is a classless routing protocol whereas RIP version 1 is a classful routing protocol.
RIP version 2 sends the subnet mask in updates and RIP version 1 does not.
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QUESTION NO: 265

Interfane
Seriallill
Seriallil

John#show p protocol
Routing Protacal 15 "np”
sending updates every 30 seconds, next due in 4 seconds
Tirvalid after 120 seconds, hold down 180, lushed after 240
CUnitgomng update filter List for all mierfaces 15 not set
Imeoyamg update filtey het for all mterfaces 12 not set
Redistrbuting: np
Diefault wersiom confrol: send version 1, receive any version
Send Heev Triggersd RIP Kev-chain
1

Butoratic network summan=ation 15 m effect
IMaaroum path: 4

Routing for Ne tworks:
10000
Eouting Information Sources:
Crateway  Distance  Last Update
10.168.11.14 120 00{00:22
Drstance: (default = 120)
John#show p mierfaces bnef
Interface IP-Addmess QK? Ivlethod Status
FactBthemet(0 192168 181 YES manoal up
senallil 101681117 YES manual up
FastEthemet(/1 wssined YES MVRAM adremustraireely down
aenalllf] 1921621121 YES manual up ActualTests

12
12

Use the output from the router shown in the graphic above to determine which of the following are
correct. (Choose two.)

A. Router John uses a link-state routing protocol.

B. Router John will receive routing updates on the Serial0/0 interface.
C. Router John will receive routing updates on the SerialO/1 interface.
D. Router John will send routing updates out the Serial0/0 interface.

Answer: B,D

QUESTION NO: 266

Refer to the exhibit. Two routers have just been configured by a new technician. All interfaces are
up. However, the routers are not sharing their routing tables. What is the problem?
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routeri# debug ip rip
RIF protocol debugging s on
router#rIP: sending vl update To 253.235%.255.25%5 via SerialQ/0 (192.168.2.2)
RIFP: build update entries
network 192.168.%.0 metric 1
RIP: sending w1l updarte To 255.235.23%.25% via Fastethernet0/0 (192.168.3.1)
RIF: build update entries
retwork 192.168.2.0 metric 1
RIP: dgnored w2 packet from 192.168.2.1 (i1tegal version)

ROUT 2 & ActualTests

. Split horizon is preventing Router2 from receiving routing information from Router1.
. Routerl is configured for RIP version 2, and Router2 is configured for RIP version 1.
. Routerl has an ACL that is blocking RIP version 2.

. There is a physical connectivity problem between Routerl and Router2.

. Routerlis using authentication and Router2 is not.

mooO o>

Answer: B

Explanation:

Section 5: Access and utilize the router to set basic parameters. (including: CLI/SDM) (3
guestions)

QUESTION NO: 267

Refer to the exhibit. What is the effect of the configuration that is shown?

line viy 0 &

password 7 830752180500
login

transport i1input ssluaiests

A. It configures the virtual terminal lines with the password 030752180500.

B. It configures a Cisco network device to use the SSH protocol on incoming communications via
the virtual terminal ports.

C. It allows seven failed login attempts before the VTY lines are temporarily shutdown.

D. It configures SSH globally for all logins.

E. It tells the router or switch to try to establish an SSh connection first and if that fails to use
Telnet.

Answer: B

Explanation:
Secure Shell (SSH) is a protocol which provides a secure remote access connection to network
devices. Communication between the client and server is encrypted in both SSH version 1 and
SSH version 2. If you want to prevent non-SSH connections, add the "transport input ssh”
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command under the lines to limit the router to SSH connections only. Straight (non-SSH) Telnets
are refused.
Reference: www.cisco.com/warp/public/707/ssh.shtml

QUESTION NO: 268

Refer to the exhibit. On an external corporate router, the network administrator enters the MOTD
configuration that is shown in the upper box. The administrator then logs into the router and sees
the login screen dialog that is shown in the lower box.

Why does the intended message not display?

Pouter (config) # banner motd #
Enter TEXT message. End with the character '§'.
This system is the property of LABC Corporatiomn.

MOTD Configuration

For systems help, please contact our help desk at #5555, Any actiwity on this
system will be logged. #

Bouter {config) #

Bouter conl iz now awvailahkle

Login Screen Dialog

Press BETURN to get started.

This system is the propercy of ABC Corporaticr.

For =ystems=s help, please contact our help desk at
AcCtualTests

Bouter:

A. MOTD banner text may contain only letters and numbers.

B. The network administrator defined an illegal delimiting character in the MOTD command.
C. The banner message exceeds the number of characters allowed.

D. The IOS image on this router does not support the MOTD configuration shown.

E. The MOTD delimiting character appeared in the body of the text.

Answer: E

Explanation:
The banner is displayed whenever anyone logs in to your Cisco router. The syntax is

"banner motd # " . MOTD stands for "Message Of The Day".

# symbol signifies the start of the banner message to the router. You will be prompted for the
message to be displayed. You need to enter "#" symbol at the end of the message, signifying that
the msg has ended. In this case, the # was included in the body of the message, but the router
considers it to be the end of the message so only the text preceding the "#" will be displayed.
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QUESTION NO: 269

In order to allow the establishment of a Telnet session with a router, which set of commands must
be configured?

A. router(config)# line console 0
router(config-line)# enable secret cisco
router(config-line)# login

B. router(config)# line console 0
router(config-line)# enable password cisco
C. router(config)# line console 0
router(config-line)# password cisco
router(config-line)# login

D. router(config)# line vty O
router(config-line)# password cisco
router(config-line)# login

E. router(config)# line vty O
router(config-line)# enable password cisco
F. router(config)# line vty O
router(config-line)# enable secret cisco
router(config-line)# login

Answer: D

Explanation:
CLI Password Configuration:
Section 6: Connect, configure, and verify operation status of a device interface (3 questions)

QUESTION NO: 270

Refer to the following "show" output:

Router# show interface serial 0/0

Serial 0/0 is up, line protocol is down

Hardware is HD64570

Internet address is 1921.68.100.1/24

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 user,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set

Keepalive set (10 sec)
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Routerg show interfaces serial 0/0
“SefiklD ons W) iepibfotol is down
Hardware is HD64570
Internet address is 192.168.100.1/24
WTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec
reliahilitv 255/255. txload 1/255, rxload 1/255
FIEApsn ATEDNITL/ T 6o p back not ségtualTests

Keenalive et (10 cpr
What are possible causes for this interface status? (Choose three.)

A. No loopback address is set.

B. No cable is attached to the interface.

C. The clock-rate is not set.

D. There is a mismatch in the encapsulation type.
E. The interface is shut down.

F. No keep-alive messages are received.

Answer: C,D,F

Explanation:

Based on the information provided in the exhibit, we know that Serial0/0 is up, line protocol is
down, usually there are three states :

1. serial0/0 up, line protocol is up The interface is up and the link protocol is up.

2. serial0/0 down, line protocol is down The interface is down and there is something wrong with
the physical layer .

3. serial0/0 up, line protocol is down The interface is up , but the encapsulation format is not
matched correctly.

QUESTION NO: 271

The show interfaces serial 0/0 command resulted in the output shown in the graphic. What are
possible causes for this interface status? (Choose three.)
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Router# show interfaces serial /0

Serial0/0 is up, line protocol is down
Hardware is HD64570
Internet address is 192.168.100.1:24
MTTU 1500 bytes, BW 1544 Khit, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDL T, loophack not set ActualTests
Keepalive set (10 sec)

A. The interface is shut down.

B. No loopback address is set.

C. The clockrate is not set.

D. There is a mismatch in the encapsulation type.
E. No cable is attached to the interface.

F. No keepalive messages are received.

Answer: C,D,F

Explanation:

According to the description, the possible causes are the following:
1. The clock rate is not set.

2. There is a mismatch in the encapsulation type.

3. No keepalive messages are received.

no shutdown Enable the interface and the configuration changes you have justmade on the interface,

Seriall is The possible causes for this The following are some steps you can take to isolate

administratively state are the problermn:

dowen, line protocal

15 UR. ¢ The sedal interface has + Use the show configuration privileged
heen disabled with the EXEC command to display the serial port
shutdown imterface configuration. If"shutdown” is displayed
configuration after "interface Seriall," use the
cammand. no shut down interface configuration

command to enahble the interface.
« [ifferentintetfaces on
the router are using the « Llse the show interface privileged EXEC
same IP address. command ta display the IP addresses for all
router interfaces. Use the ip address
interface configuration commeand to assign
unigue IF addresses to the router

interfaces. ActualTests

QUESTION NO: 272 DRAG DROP

This topology contains 3 routers and 1 switch. Complete the topology.
Drag the appropriate device icons to the locations labeled Device.
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Drag the appropriate connections to the locations labeled Connections.
Drag the appropriate IP addresses to the locations labeled IP address. (Hint : Use the given host

addresses and the Main router information given)

To remove a device or connection , drag it away from the topology.

Use information gathered from the Main router to complete the configuration of any additional

routers. No passwords are required to access the Main router. The config terminal command has
been disabled for the HQ router. This router does not require configuration.

Configrue each additional router with the following

you should input:
Main>enable

Main#show run

in "terminal” on the right side

to check the address information configured on main-router.
you can see the following information after you input the above command:

Show run 1:

interface FastEthernet0/0

ip address 192.168.152.190 255.255.255.240
I

interface Serial0/0

ip address 192.168.152.174 255.255.255.240
clockrate 64000

Show run 2:

interface FastEthernet0/0

ip address 192.168.152.190 255.255.255.240
I

interface Serial0/0

ip address 192.168.152.174 255.255.255.240
clockrate 64000

|

|

ip classless

ip http server

|

I

I

line con O

line aux O
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line vty 0 4
login

!

end

Main#

Exhibit:

Fa0/D IP Address S0/0 IP Address

Falt IP Address Fal/D IP Address

192.168.152.129/28 192.168.152.225/28

192.168.152.238/28 192.168.152.161/28
192.168.152.177/28 192.168.152.190/28

192.168.152.174/28 192.168.152.142/28

IE RS R RN LR ml ,I‘Il,l:tualT tS

Answer:
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192.168.152.190/28 192.168.152.174/28

e DD 168,152.142/28 [N 192.168.152.

a

5
— o

Co

192.168.152.129/28 192.168.152.225/28

192.168.152.238/28 192.168.152.161/28
192.168.152.177/28 192.168.152.190/28

192.168.152.174/28 192.168.152.142/28

Stﬂiuht-thmuﬂh|

Roll ovBr| sessasssessnnsssn ml ActualTasts

Explanation:

Section 7: Verify device configuration and network connectivity using ping, traceroute, telnet, SSH

or other utilities (8 questions)

QUESTION NO: 273

An administrator issues the command ping 127.0.0.1 from the command line prompt on a PC. If a

reply is received, what does this confirm?

A. The PC has connectivity up to Layer 5 of the OSI model.
B. The PC has the TCP/IP protocol stack correctly installed.
C. The PC has connectivity with a local host.

D. The PC has connectivity with a Layer 3 device.

E. The PC has a default gateway correctly configured.

Answer: B

QUESTION NO: 274
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Regarding the extended ping command; which of the statements below are true?(Choose two)

A. With the extended ping command you can specify the TCP and UDP port to be pinged.
B. With the extended ping command you can specify the timeout value.

C. The extended ping command is supported from user EXEC mode.

D. The extended ping command is available from privileged EXEC mode.

Answer: B,D

Explanation:

The extended ping command works only at the privileged EXEC command line.

Some of the extended ping command values include the datagram size and timeout value as
shown:

Datagram size [100]: Size of the ping packet (in bytes). Default: 100 bytes.

Timeout in seconds [2]: Timeout interval. Default: 2 (seconds). The ping is declared successful
only if the ECHO REPLY packet is received before this time interval.

The extended ping command works only at the privileged EXEC command line.

Some of the extended ping command values include the datagram size and timeout value as
shown:

Datagram size [100]: Size of the ping packet (in bytes). Default: 100 bytes.

Timeout in seconds [2]: Timeout interval. Default: 2 (seconds). The ping is declared successful
only if the ECHO REPLY packet is received before this time interval.

Incorrect Answers:

A: Ports can not be specified.

C: Regular pings are available in both user and privileged mode, but not extended pings.

QUESTION NO: 275

The following output was seen on a network device:

Remotel/#
Remote27#telnet access1
Trying ACCESS1 (10.0.0.1)... Open

Password reauired. but none set

[Connection to access1 closed by foreign host]
Remote27# ActualTests

This graphic shows the result of an attempt to open a Telnet connection to router accessl From
Remote27. Which of the following command sequences will correct this problem?
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A. ACCESS1(config)# line vty 0 4
ACCESS1(config-line)# login
ACCESSI1(config-line)# password cisco
B. ACCESS1(config)# line console 1
ACCESSI1(config-line)# password cisco
C. Remote27(config)# line aux O
Remote27(config-line)# login
Remote27(config-line)# password cisco
D. Remote27(config)# line vty 0 4
Remote27(config-line)# login
Remote27(config-line)# password cisco

Answer: A

Explanation:

VTY cable can't be used after enabling, it will allow users to access after simply being configured
The picture shows that it is needed to input password in order to connect Remote27 telnet to
access 1, so it is required to configure password to define the logging password on line cable.
The format of the VTP password configuration is as follows:

Router(config)# line vty 0 4

Router(config-line)# login

Router(config-line)# password cisco

CLI Password Configuration:

QUESTION NO: 276 DRAG DROP

As a CCNA candidate, you need to use a telnet session often. What are two characteristics of
Telnet? Please choose two appropriate statements and drag the items to the proper locations.
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Optional statements

It sends data in clear text format

It is no longer supported on Cisco network devices

It is more secure than SSH

It requires an enterprise license in order to be implemented

It requires that the destination device be configured to
support Telnet connections

Appropriate statements

Place here

ArctualTests
Place here

Answer:

Optional statements

It sends data in clear text format

It is no longer supported on Cisco network devices

It is more secure than SSH

It requires an enterprise license in order to be implemented

It requires that the destination device be configured to
support Telnet connections

Appropriate statements

It sends data in clear text format

It requires that the destination device be configheidadd 2513
support Telnet connections

Explanation:
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Appropriate statements

It sends data in clear text format

It requires that the destination device be configamgibpests
support Telnet connections

Telnet, by default, does not encrypt any data sent over the connection (including passwords), and
So it is often practical to eavesdrop on the communications and use the password later for
malicious purposes; anybody who has access to a router, switch, hub or gateway located on the
network between the two hosts where Telnet is being used can intercept the packets passing by
and obtain login and password information (and whatever else is typed) with any of several
common utilities.

If a remote device wants to access the destination device through Telnet, the destination device
must be configured to support Telnet connections.

QUESTION NO: 277

Refer to the exhibit. A technician is troubleshooting a host connectivity problem. The host is
unable to ping a server connected to Switch_A. Based on the results of the testing, what could be
the problem?

Server 01 - 10.5.75.1724 H’iﬂ.-"ﬂ -10.0.0.1/24 H

Host

Server configuration:
Server: 10.5.75.250/24

Results of testing from the host:
Ping 127.0.0.1 - successful

Default gateway: 10.5.75.1/24 Ping 10.0,0. 35 - successful

Host configuration:
Local Host: 10.0.0.3524
Default gateway: 10.0.0.1724

Ping 10.0.0.1 — unsuccessful
Ping 10.5.75.250 - unsuccessful

ActualTests

A. The host NIC is not functioning.

B. A local physical layer problem exists.

C. A remote physical layer problem exists.

D. TCP/IP has not been correctly installed on the host.

Answer: B

Explanation:

The configuration is correct. The output of the ping command indicates that the fault lies on the

FO/0 port or between the host and the router.
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QUESTION NO: 278

When you use the ping command to send ICMP messages across a network, what's the most
common request/reply pair you'll see?

A. Echo request and Echo reply
B. ICMP hold and ICMP send

C. Echo off and Echo on

D. ICMP request and ICMP reply

Answer: A

Explanation:
The ICMP protocol uses Echo request and Echo reply with the Ping command. The PING utility is
the most commonly used message to verify connectivity to a remote device within the network.

QUESTION NO: 279

The network administrator has asked you to check the status of the workstation's IP stack by
pinging the loopback address. Which address would you ping to perform this task?

A.10.1.1.1
B.127.0.0.1
C.192.168.0.1
D.239.1.1.1

Answer: B

QUESTION NO: 280

Which protocol should be used to establish a secure terminal connection to a remote network
device? Select the best response.

A. ARP

B. SSH

C. Telnet
D. WEP

E. SNMPv1
F. SNMPv2

Answer: B

Explanation:
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Section 8: Perform and verify routing configuration tasks for a static or default route given specific
routing requirements (11 questions)

QUESTION NO: 281

Some of the company routers have been configured with default routes. What are some of the
advantages of using default routes?(Choose two.)

A. The allow connectivity to remote networks that are not in the routing table.
B. They direct traffic from the Internet into corporate networks.

C. The keep routing tables small.

D. They require a great deal of CPU power.

E. They establish routes that will never go down.

Answer: A,C

Explanation:

Routers use default routing as a last resort when all other methods (directly connected, static, or
dynamic) have been exhausted. For stub networks, a single default static route could be used to
provide connectivity to the entire network. This is desirable for stub networks where only a single
link connects the remote location to the rest of the networks. Because all of the traffic only has
one link to use, a single default route will make the routing table as small as possible, while
providing for connectivity to networks not in the routing table, since as traffic destined for the
Internet.

Incorrect Answers:

B: To influence the way incoming traffic from the Internet gets to a corporation, BGP routing would
be used, not default routing.

D: Using static routes, including default routes, is the least CPU-intensive method of routing.

E: Although default routes are normally statically assigned, these routes can still go down. If the
interface used as the default route should go down, or the next hop IP address of the default route
become unreachable, the static default route will go down.

QUESTION NO: 282

Which two statements are true about the command ip route 172.16.3.0 255.255.255.0
192.168.2.47? (Choose two.)

A. It configures the router to send any traffic for an unknown destination out the interface with the
address 192.168.2.4.

B. It is a route that would be used last if other routes to the same destination exist.

C. It establishes a static route to the 192.168.2.0 network.
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D. It configures the router to send any traffic for an unknown destination to the 172.16.3.0 network.
E. It uses the default administrative distance.
F. It establishes a static route to the 172.16.3.0 network.

Answer: E,F

Explanation:

The user can specify the path for accessing certain network by configuring static route. In a
relatively simple network architecture, and the route to a certain network is unique, the static route
will be used.

ip route prefix mask {address | interface} [distance] [tag tag] [permanent]

Prefix :the destination network

mask :subnet mask

address :The IP address of the next hop, that is the address of port on the adjacent router
interface :local network interface

distance :administrative distance(optional)

tag tag : tag value(optional)

permanent :The router is designed as follows : would rather to shut down this port than move.

QUESTION NO: 283

You need to configure a default route on a router. Which command will configure a default route
on a router?

A. Router(config)# ip route 0.0.0.0 0.0.0.0 10.1.1.1
B. Router config)# ip default-gateway 10.1.1.0

C. Router(config)# ip default-route 10.1.1.0

D. Router(config)# ip route 0.0.0.0 10.1.1.0 10.1.1.1

Answer: A

Explanation:

The command "IP route 0.0.0.0 0.0.0.0 <ip-address of the interface>" command is used to
configure a default route on a router. In this case, a default route with a next hop IP address of
10.1.1.1 was configured.

Incorrect Answers:

B: These commands are invalid. The command "ip default-network" could be used, but not "ip
default-route” or "ip default-gateway". IP default-gateway is used on switches, not routers.

C: These commands are invalid. The command "ip default-network" could be used, but not "ip
default-route” or "ip default-gateway". IP default-gateway is used on switches, not routers.

D: This will be an invalid route, since the "10.1.1.0" value will specify the network mask, which in
this case is invalid.
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QUESTION NO: 284

Refer to the graphic. A static route to the 10.5.6.0/24 network is to be configured on the HFD
router. Which commands will accomplish this? (Choose two.)

10.5.4.5/30 10.5.4.6/30
am Ta0/0 fa0/1 i

10.5.5.0/24 10.58La)Derts

A. HFD(config)# ip route 10.5.6.0 0.0.0.255 fa0/0

B. HFD(config)# ip route 10.5.6.0 0.0.0.255 10.5.4.6

C. HFD(config)# ip route 10.5.6.0 255.255.255.0 fa0/0

D. HFD(config)# ip route 10.5.6.0 255.255.255.0 10.5.4.6
E. HFD(config)# ip route 10.5.4.6 0.0.0.255 10.5.6.0

F. HFD(config)# ip route 10.5.4.6 255.255.255.0 10.5.6.0

Answer: C,.D

QUESTION NO: 285

The network is shown below:
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Router A IBg.lB.:l].l Router B

-

180.18.102 / 80.18 30.1
80.1820.2

S5

Switch3 Switchd4

= I Tests

Based on this information, which of the following will configure a static route on Router A to
network 180.18.30.0/24 with an administrative distance of 907?

A. Router(config)# ip route 180.18.30.1 255.255.255.0 182.18.20.1 90
B. Router(config)# ip route 180.18.20.1 255.255.255.0 182.18.30.0 90
C. Router(config)# ip route 90 180.18.20.1 255.255.255.0 182.18.20.2
D. Router (config)# ip route 180.18.30.0 255.255.255.0 182.18.20.2 90

Answer: D

Explanation:

Static route entries consist of the destination IP network address, the IP address of the next hop
router, and the metric (hop count) for the route. A static route that points to the next hop IP
address has an Administrative distance of 1. If the static route points to an outgoing interface, the
static route has the Administrative distance of 0.

One common reason to change the administrative distance of a route is when you use Static
Routes to backup and existing IGP route. This is normally used to bring up a backup link when the
primary fails. In this example, choice E specifies that to reach the 180.18.30.0/24 network,
forward this traffic to the router with the next hop IP address of 182.18.20.2 (Router B) using an
administrative distance of 90.

QUESTION NO: 286

Refer to the exhibit. RIPv2 is in use on the network with no standard policy in place for
summarization. A packet arrives at CentralRouter with a destination IP address of 208.149.23.91.
Given the output that is shown, how will CentralRouter process that packet?
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EdgeRouter

128.107.23.32/27

128.107.23.64/27
128.107.23.96/27

128.107.23.128727

Branch1

192.168.33.1730 190.1 71.23.12."24

Branch2

190.171.23.10/24§

CentralRouterf show ip route

<output omitted:

E 128.107.23.96/27 [120/1] wvia 190.,171.23.10, 00:00:21, Ethernet0/0

E 128.107.23.0/24 [120/1] wia 190.171.23.12, 00:;00:06, Ethernetd/ 0

E 128.107.23.128/27 [12041] +wia 190.171.23.10, 00:00:22, Ethernet0s0

3 0.0.0.0/0 [1/0] wia 192.168.33.1

CentralRouters ArctualTlests

A. It will hold the packet for 22 seconds.

B. It will forward the packet to 190.171.23.10.

C. It will forward the packet to 192.168.33.1.

D. It will forward the packet to 190.171.23.12.

E. It will discard the packet because there is no matching route.
F. It will hold the packet for 21 seconds.

Answer: C

Explanation:

When the packet with the target address 208.149.23.91 reaches CentralRouter, CentralRouter
searches its routing table but cannot find the routing entry mapping 208.149.23.91, so the default
route is used:

S 0.0.0.0/0 [1/0] via 192.168.33.1

The packet is forwarded by CentralRouter to 192.168.33.1.

QUESTION NO: 287

Refer to the exhibit. The speed of all serial links is E1 and the speed of all Ethernet links is 100
Mb/s. A static route will be established on the Manchester router to direct traffic toward the Internet
over the most direct path available. What configuration on the Manchester router will establish a
route toward the Internet for traffic that originates from workstations on the Manchester LAN?
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| !
{  Internet
b 1

—— Manchester LAN

London l . !i
@ 10.1.1.1130 10.1.1.2/30 o e 1 72.16.100.1/24
172.16.100.2/24

Manchester 128.107.1.1:30

128.107.1.1:30

i

F: o
. Internet /
R d
- —ArtualTests

A. ip route 0.0.0.0 0.0.0.0 172.16.100.2

B. ip route 0.0.0.0 255.255.255.255 172.16.100.2
C. ip route 0.0.0.0 255.255.255.0 172.16.100.2
D. ip route 0.0.0.0 0.0.0.0 128.107.1.1

E. ip route 0.0.0.0 255.255.255.252 128.107.1.1
F. ip route 0.0.0.0 0.0.0.0 172.16.100.1

Answer: A

Explanation:

We use default routing to send packets with a remote destination network not in the routing table
to the next-hop router. You should generally only use default routing on stub networks-those with
only one exit path out of the network.

According to exhibit, all traffic towards Internet that originates from workstations should forward to
Router R1.

Syntax for default route is:
ip route <Remote_Network> <Netmask> <Next_Hop_Address>.

QUESTION NO: 288
Which of the commands below can you use to configure a default route on router2?(Choose two)

A. ROUTER2(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.21

B. ROUTER2(config)# ip route 0.0.0.0 0.0.0.0 EO

C. ROUTERZ2(config-interface)# ip route 255.255.255.255 0.0.0.0 192.168.1.21
D. ROUTER2(config)# ip route 0.0.0.0 255.255.255.255 SO

Answer: A,B
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Explanation:

There are two ways to specify a default static route. One is to specify the interface to use for
forwarding packets, like the example in A. The other way is to specify the IP address of the next
hop router, such as the example in D. The ip route 0.0.0.0 0.0.0.0 command uses the fact that
network 0.0.0.0 is used by Cisco 10S software to represent the default network.

Reference: CCNA ICND Exam Certification Guide By Wendell Odem Pg.524
Incorrect Answers:

C: The default route is made in global configuration mode.

D: All zero's must used for the subnet mask of a default route, not all 1's.

QUESTION NO: 289

Users on the 172.17.22.0 network cannot reach the server located on the 172.31.5.0 network. The
network administrator connected to router Coffee via the console port, issued the show ip route
command, and was able to ping the server. Based on the output of the show ip route command
and the topology shown in the graphic, what is the cause of the failure?

Coffeefshow ip route

Codes: T - conrected, 5 - statse, [ - IGRF, .- RIP, M - raobile, B - BGP
D - EIGRP, EX - EIGRP extemal, O - OSPF, [& - OSPF inder area
M1 - OSPF H35A eternal type 1, N2 - OSFF N334 external typa 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
1= 1515, L1 - I5-15 lewel 8, L2 - T5-1S lewel-2, 1a - 15-15 inter amme
* - candidate defanlt, T - per-user static route, o - ODE.
P - penadic downloaded static moute

172.17.22.0 172.31.5.0 Gateway of last resort is 1721922 2 to netarork 0.0.0.0

C 172,17 220 is divectly connected, FastFrhernet08

G 17218 220 is directly connected, Serial(0

S 0000 [0 vie 17219322 ActualTest

A. The neighbor relationship table is not correctly updated.
B. A static route is configured incorrectly.

C. The routing table on Coffee has not updated .

D. IP routing is not enabled.

E. The FastEthernet interface on Coffee is disabled.

F. The network has not fully converged.

Answer: B

Explanation:
The route S* 0.0.0.0[1/0]VIA 172.19.22.2 is not correct. We can infer that the static route is
configured incorrectly and the data cannot reach the external network from this address.

On the bottom line of the command output for 'show ip route' you can see that there is an asterisk
by the letter S. The S stands for static route, and the static route is incorrectly configured.
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Incorrect Answers:

C: It appears that only a single static route is being used on the Coffee router. Neighbors do not
need to be established for static routes.

D: If this were true, then the users on the LAN would be unable to connect to anything outside of
their own network.

QUESTION NO: 290

The network administrator of the Oregon router adds the following command to the router
configuration: ip route 192.168.12.0 255.255.255.0 172.16.12.1. What are the results of adding
this command? (Choose two.)

192.168.10.0:24 192.168.12.0:24
172.16.12.1

Oregon  172.16.122 Washingtdal- -2l TE5L5

A. Traffic for all networks is forwarded to 172.16.12.1.

B. This route is automatically propagated throughout the entire network.

C. Traffic for network 172.16.12.0 is forwarded to the 192.168.12.0 network.
D. Traffic for network 192.168.12.0 is forwarded to 172.16.12.1.

E. The command establishes a static route.

F. The command invokes a dynamic routing protocol for 192.168.12.0.

Answer: D,E

Explanation:

In order to configure a static route the router has to be in global configuration mode.

ip route network prefix mask {address | interface} [distance]

network - the destination network

mask - is the subnet mask for that network

address - IP address of the next hop router

interface - or the interface the traffic is to leave by

distance - (optional) the administrative distance of the route

There are other parameters but these have been removed as they are not relevant to the CCNA
exam.

In order to configure a static route the router has to be in global configuration mode. ip route
network prefix mask { address | interface } [ distance ] network - the destination network mask -
is the subnet mask for that network address - IP address of the next hop router interface - or the
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interface the traffic is to leave by distance - (optional) the administrative distance of the route
There are other parameters but these have been removed as they are not relevant to the CCNA
exam. Example:

ip route 10.0.0.0 255.0.0.0 131.108.3.4 110 10.0.0.0 is the destination network. 255.0.0.0 is the
subnet mask for that network and 131.108.3.4 is the next hop for the router to use. The 110 is the
administrative distance which we will look at later on.

QUESTION NO: 291
What is an appropriate use of a default route?

A. to provide routing to a local web server

B. to provide routing from an ISP to a stub network

C. to provide routing that will override the configured dynamic routing protocol

D. to provide routing to a destination that is not specified in the routing table and which is outside
the local network

Answer: D

Explanation:
Section 9: Manage IOS configuration files. (including: save, edit, upgrade, restore) (5 questions)

QUESTION NO: 292
Which is the correct fallback sequence for loading the Cisco 10S?

A. Flash, TFTP server, ROM
B. ROM, Flash, NVRAM
C. Flash, NVRAM, RAM
D. ROM, TFTP server, Flash

Answer: A

Explanation:

By default, a Cisco I0S router will normally boot up from flash where the I0S is stored. If the I0S
in not found or has become corrupted, the router will then send an all hosts broadcast
(255.255.255.255) to find a TFTP server to download the IOS from. Should that fail, the router will
boot up in ROM Monitor mode as a last resort.

QUESTION NO: 293
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When upgrading the 10S image, the network administrator receives the exhibited error message.
What could be the cause of this error?

Router1#copy titp flash

Address or name of remote host[]? 192.168.1.5
Source filename[ ]?7 ¢2600-j5-1-121-3.bin

Destination filename | ¢2600-s-1-121-3.bin
Accessing tfitp:1192.168.1.5 Ic2600-js-1-121-3.bin...
%Error opening thp:/M192.168.1.5 JCCC (Timed DTAY¥S

A. The IOS image on the TFTP server is corrupt.

B. The new I0S image is too large for the router flash memory.

C. The new IOS image is not correct for this router platform.

D. There is not enough disk space on the TFTP server for the IOS image.
E. The TFTP server is unreachable from the router.

Answer: E

Explanation:

The problem shown here is that the destination file is not reachable. When copying files via TFTP
the first step is to ensure that there is connectivity to the TFTP server. You should perform the
following steps:

1. Verify that the TFTP server has IP connectivity to the router.

2. Check the IP addresses of the TFTP server and the router or access server targeted for the
TFTP software upgrade.

3. Ping the router or access server to verify that a network connection exists between them.

QUESTION NO: 294

Before installing a new, upgraded version of the 10S, what should be checked on the router, and
which command should be used to gather this information? (Choose two.)

A. show version

B. the amount of available ROM

C. the version of the bootstrap software present on the router
D. the amount of available flash and RAM memory

Answer: A,D

Explanation:
Before the upgrade of 10S, you have to check its current version (you may use show version to
check); at the same time you have to ensure that there is sufficient space to store I0OS upgrade
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(you may use the amount of available flash and RAM memory to check).

To upgrade the 10S, the first two steps are: Download the Cisco I0S software image to your
workstation or PC. Install the new Cisco IOS software image in the outbound directory of the TFTP
server.

The TFTP server looks for the router's Cisco IOS software image in this directory. Make sure that
the image you want to copy to your Flash is in this directory.

Check the memory requirements needed for the Software image being upgraded, which is

mentioned in the Downloads download page. Using the show version command, verify that you
have enough memory.

QUESTION NO: 295

Refer to the partial command output shown. Which two statements are correct regarding the router
hardware? (Choose two.)

System image file is *“flash:c2600-do3s-mz.120-5.T1"

Cisco 2621 (MPCB860) processor (revision 0x600) with 53248k/12288k
bytes of memory

Processor board ID JAD05280307 (3536592999)
M860 processor ; part number 0, mask 49

Bridging software.

X.25 software, version 3.0 0

2 FastEthernet / IEEE BUZ 3 irnterace (s)

2 Serial (sync / async) network interface(s)

2 Low-speed serial(sync / async) network interface(s)
16 terninal line (s)

32 bytes of non-volatile configuration memory. ActualTests
16384 bytes of processor board System flash (Read/write)

A. Total RAM size is 16384 KB (16 MB)
B. Total RAM size is 65536 KB (64 MB).
C. Flash size is 16384 KB (16 MB).

D. Total RAM size is 32 KB.

Answer: B,C

Explanation:

The RAM is found by adding up the memory, so in this case it is 53248K+12288K = 65536K. The
Flash is found at the very bottom of the output, which is shown as 16384K

How Do | Know What Platform | Have?
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Type the show version command at the enable command prompt of the router to see the platform,
RAM, flash memory, and current version of code you are running.

This example shows a Cisco 2600 router with 48 MB of RAM (43617 K + 5534 K), 16 MB of flash
memory (16384 K), and a code image called flash:c2600-jk8s-mz.122-6.bin.

wilsonéshow version

Cisco Intermetwork Operating Sustem Softuare

IDS (tm) C2600 Software (C2600-JKBS-M). Version 12,2(6). RELEASE SOFTHARE (Fc2)
Copuright =7 1986-2001 by cizco Suystems, Inc,

Corpiled Wed 07-Mov=01 21:07 by pwads

Inape text—basa: 0xB0008088. data—base: OxB14FFZC4A

ROM: System Bootstrap, Version 11,3(2)HA3, PLATFORM SPECIFIC RELEASE SOFTHARE (Fcld

wilsorn uptime Is 1 weesk. 2 dags. 7 hours. 41 minutes
Sustem returned Lo Rﬂﬁrlgg_ﬁ.um1 —_—
System inage file Lif:ash::EEUO JkBs nz.lEE--E.ernl;

cisco 2611 (MPCBEO) processor (revision Ox202) JLLh-:ﬁEl?KEEEﬁDbHLE: of memory.,
Processor board ID JABO30GE06SZ (209339552) T

MBED mprocessor: part rumber 0. mask 49

Bridging softuare,

H.25 software, Version 3,00,

SuperlAT softuare (copuright 1990 by Meridian Technology Corpl.

THEZ70 Enul ation softuara,

2 Ethernest/IEEE BOZ2.3 interface(s)

_ﬂ-HMS of mon-veolatile conflguration memory.

(16384 buytes of processor board Systes Flash (Read/Write)

Configuration reglster is Ox2102
ActualTests
wilsone

Reference:
http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00800949e4
.shtml

QUESTION NO: 296
Why is flash memory erased prior to upgrading the 10S image from the TFTP server?

A. In order for the router to use the new image as the default, it must be the only 10S image in
flash.

B. Flash memory on Cisco routers can contain only a single 10S image.

C. Erasing current flash content is requested during the copy dialog.

D. The router cannot verify that the Cisco IOS image currently in flash is valid.

Answer: C

Explanation:

We can keep multiple 10S files on flash memory if there is enough space. When you try to copy
the 10S to flash memory, it will ask you to erase current contents of flash memaory. If there is
enough free space to copy IOS you can type no to erase the contents of flash. If there is not
enough space the router will require that the current file is erased first.

Section 10: Manage Cisco 10S. (3 questions)
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QUESTION NO: 297

Which of the commands below would you enter if you wanted to see the configuration register of
your router?

A. show boot

B. show version
C. show register
D. show config
E. show flash

Answer: B

Explanation:
To display the configuration of the system hardware, the software version, the names and sources
of configuration files, and the boot images, use the show version command in EXEC mode.

Example:

The following is sample output from the show version command:

Router1l> show version

Cisco Internetwork Operating System Software

IOS (tm) 7200 Software (C7200-J-M), Experimental Version 11.3(19970915:164752) |
hampton-nitro-baseline 249]

Copyright (c) 1986-1997 by cisco Systems, Inc.

Compiled Wed 08-Oct-97 06:39 by hampton

Image text-base: 0x60008900, data-base: 0x60B98000

ROM: System Bootstrap, Version 11.1(11855) [beta 2], INTERIM SOFTWARE
BOOTFLASH: 7200 Software (C7200-BOOT-M), Version 11.1(472), RELEASE
Routerl uptime is 23 hours, 33 minutes

cisco 7206 (NPE150) processor with 57344K/8192K bytes of memory.

R4700 processor, Implementation 33, Revision 1.0 (512KB Level 2 Cache)
Last reset from power-on

Bridging software.

X.25 software, Version 3.0.0.

SuperLAT software copyright 1990 by Meridian Technology Corp).

TN3270 Emulation software.

8 Ethernet/IEEE 802.3 interface(s)

2 FastEthernet/IEEE 802.3 interface(s)

4 Token Ring/IEEE 802.5 interface(s)

4 Serial network interface(s)

1 FDDI network interface(s)

125K bytes of non-volatile configuration memory.

1024K bytes of packet SRAM memory.

20480K bytes of Flash PCMCIA card at slot 0 (Sector size 128K).
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20480K bytes of Flash PCMCIA card at slot 1 (Sector size 128K).
4096K bytes of Flash internal SIMM (Sector size 256K).

QUESTION NO: 298

You are a trainee technician. Your instructor tells you to backup an 10S image of a Cisco device to
a Windows 2003 server on the network. What should you do first? (Choose three)

A. Assure that the network server has adequate space for the code image.
B. Make sure that the network server can be accessed.

C. Verify any file naming and path requirements.

D. Check that the authentication for access is set.

Answer: A,B,C

Explanation:

More often than not, when backing up 10S files, first , using the command PING to test whether
the server is reachable or not and whether the server has enough space to store the 10S backup
files or not. When the two needs are satisfied, you can use the command "copy flash tftp" to
backup on the router.

Router>enable

Router#copy flash tftp

ip address of remote host:[255.255.255.255]?129.0.0.3

filename to write on tftp hose?c4500-I

successful tftp write

After inputting the command "copy flash tftp", the router will require you to input the IP address of
the remote TFTP server and I0S mapping name of the server. The router will remind you that
backup is successfully completed by a string of exclamation points.

In order to properly back up the Cisco 10S image onto a Windows server, you should ensure that
the server is reachable and that you have the proper permissions to save files to the server. In
addition to this, the server will need enough space to hold the backup file.

QUESTION NO: 299

You wish to upgrade the 10S of a router without removing the image currently installed. What
command will display the amount of memory that is being used by the current IOS image and
whether there is enough room available to hold both the current and new images?

A. Router# show version
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B. Router# show buffers
C. Router# show flash
D. Router# show memory

Answer: C

Explanation:

The "show flash" command is used to display the layout and contents of the flash memory file
system. It will show name of the file system, as well as the number of bytes used and the number
available within the flash memory.

Section 11: Compare and contrast methods of routing and routing protocols (16 questions)

QUESTION NO: 300

A routing protocol is required that supports:

1) routing update authentication

2) an addressing scheme that conserves IP addresses
3) multiple vendors

4) a network with over 50 routers

Which routing protocol fulfills these requirements?

A. RIPv2
B. RIPv1
C. OSPF
D. EIGRP

Answer: C

Explanation:

EIGRP is CISCO private agreement, which will not support non-CISCO devices; RIPv1 and RIPv2
are distance vector protocol, supporting up to 15 hop, and 16 hop is inaccessible. RIPv1 does not
support routing update verification. Although the convergence rate of OSPF is slower than EIGRP,
but OSPF has better expansibility. And OSPF supports multi-vendor devices, and is applicable to

large networks.

QUESTION NO: 301 DRAG DROP

Drag the description on the left to the routing protocol on the right.(Not all options are used.)
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Has a default administrative distance of 90
Elects a DR on each multiaccess network

Is vendor-specific
Uses cost as its metric

Uses the Bellman-Ford algorithm

Uses hop count as its metric

EIGRP

Answer:
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Has a default administrative distance of 90

Elects a DR on each multiaccess network

Is vendor-specific
Uses cost as its metric
Uses the Bellman-Ford algorithm

Uses hop count as its metric

OSPF

Uses cost as its metric

Elects a DR on each multiaccess network

EIGRP

| Has a default administrative distance of 90

Is vendor-specific ActualTest

Explanation:
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Uses the Bellman-Ford algorithm

Uses hop count as its metric

OSPF

| Uses cost as its metric

Elects a DR on each multiaccess network

EIGRP

Has a default administrative distance of 910

Is vendor-specific ACIUalTEST;

EIGRP is a private CISCO protocol, combining the advantages of the Link State Routing Protocol
and the Distance Vector Routing Protocol, the default administrative distance is 90. EIGRP adopts
Diffusing Update Algorithm (DUAL) to achieve fast convergence , supports Variable Length
Subnet Mask (VLSM) and uses multicast and unicast instead of broadcast to communicate
between routers.

OSPF(Open Shortest Path First) is an Interior Gateway Protocol, which can be used for route
decision in a single autonomous system. Compared to RIP, OSPF is a Link State Routing
Protocol. By default, OSPF calculates the cost based on the bandwidth configured on interface ,
the higher the bandwidth, the lower the cost.

QUESTION NO: 302

Refer to the exhibit. The network administrator requires easy configuration options and minimal
routing protocol traffic. What two options provide adequate routing table information for traffic that
passes between the two routers and satisfy the requests of the network administrator? (Choose
two.)
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-

/ Network 172.16.0.0/16 \

2

%ﬁ

CentralRouter

%g/

—:_- ' Internet

InternetRouter

ActualTests

A. a dynamic routing protocol on CentralRouter to advertise summarized routes to InternetRouter.

B. a dynamic routing protocol on CentralRouter to advertise all routes to InternetRouter.
C. a static, default route on CentralRouter that directs traffic to InternetRouter.

D. a dynamic routing protocol on InternetRouter to advertise summarized routes to CentralRouter.

E. a static route on InternetRouter to direct traffic that is destined for 172.16.0.0/16 to

CentralRouter.

F. a dynamic routing protocol on InternetRouter to advertise all routes to CentralRouter.

Answer: C,E

QUESTION NO: 303

Refer to the exhibit. How will router A choose a path to the 10.1.2.0/24 network when different

routing protocols are configured? (Choose three.)

10.1.1.0/24

10.1.2.0/24

ActualTests
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A. If EIGRP is the routing protocol, the equal cost paths ABD and ACD will be installed in the
routing table by default.

B. If RIPv2 is the routing protocol, the equal cost paths ABD and ACD will be installed in the
routing table by default.

C. If EIGRP is the routing protocol, only the path AD will be installed in the routing table by default.
D. If EIGRP and OSPF are both running on the network, the OSPF paths will be installed in the
routing table.

E. If EIGRP and OSPF are both running on the network, the EIGRP paths will be installed in the
routing table.

F. If RIPv2 is the routing protocol, only the path AD will be installed in the routing table by default.

Answer: A,E,F

Explanation:

Rip uses the hop count to choose the best route. Although the routes ABD and ACD have a higher
bandwidth than AD, the hop count of AD is 2; therefore, the route AD is added to the routing table.
EIGRP uses the cost as the metric, so the router chooses both the route ABD and ACD as the
best routes and load-balances them.

If multiple routing protocols are running on the network, the router chooses the route whose
routing protocol has the lower number. The administrative distance of EIGRP is lower than that of
OSPF, so the EIGRP-learned route is added to the routing table.

QUESTION NO: 304

A router learns about a remote network from EIGRP, OSPF, and a static route. Assuming all
routing protocols are using their default administrative distance, which route will the router use to
forward data to the remote network?

A. The router will use the static route.

B. The router will use the OSPF route.

C. The router will load balance and use all three routes.
D. The router will use the EIGRP route.

Answer: A

Explanation:

When a router learns about the same network via multiple sources, the router will choose the
source with the lowest administrative distance (AD). By default, the AD for these routing protocols
are:

Connected Interface has 0 AD
Static Route : 1
EIGRP : 90
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OSPF : 110

So, the static route will be chosen since it has the lowest AD.

QUESTION NO: 305

Refer to the exhibit. A network associate has configured the internetwork that is shown in the
exhibit, but has failed to configure routing properly. Which configuration will allow the hosts on the
Branch LAN to access resources on the HQ LAN with the least impact on router processing and
WAN bandwidth?

192.168.2.5/30 192.168.2.6/30
S0

Falio -
192.168.1.1/24 . 17 LU0 P 2t S

A. HQ(config)# router rip

HQ(config-router)# network 192.168.2.0

HQ(config-router)# network 172.16.0.0

Branch(config)# router rip

Branch (config-router)# network 192.168.1.0

Branch (config-router)# network 192.168.2.0

B. HQ(config)# router eigrp 56

HQ(config-router)# network 192.168.2.4

HQ(config-router)# network 172.16.25.0

Branch(config)# router eigrp 56

Branch (config-router)# network 192.168.1.0

Branch (config-router)# network 192.168.2.4

C. HQ(config)# router ospf 1

HQ(config-router)# network 192.168.2.4 0.0.0.3 area 0
HQ(config-router)# network 172.16.25.0 0.0.0.255 area 0
Branch(config)# router ospf 1

Branch (config-router)# network 192.168.1.0 0.0.0.255 area 0
Branch (config-router)# network 192.168.2.4 0.0.0.3 area O

D. HQ(config)# ip route 192.168.1.0 255.255.255.0 192.168.2.5
Branch(config)# ip route 172.16.25.0 255.255.255.0 192.168.2.6

Answer: D
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Explanation:

Static routes can be used to allow Branch LAN to access resources on the HQ LAN with the least
impact on router processing and WAN bandwidth.

Compared with dynamic routes, static routes have the following advantages:

1. Control

2. Easy configuration

3. Less WAN bandwidth

QUESTION NO: 306

When designing OSPF networks; what is the purpose of using a hierarchical design?(Choose
three)

A. To reduce the complexity of router configuration

B. To confine network instability to single areas of the network
C. To reduce routing overhead

D. To speed up convergence

Answer: B,C,D

Explanation:

The reason for regional structure division in OSPF network is: In a small network, the structure of
router is not complicated, it is easy to identify routes to different destinations. However, in large
networks, the link structure is complex, the number of the potential paths for different destinations
is large. Therefore, the SPF algorithm which compares all possible routes is very complex and
requires a very long time.

Link State Routing Protocol often divides network into area structures to reduce the amount of
SPF algorithm. The number of routers within the area and diffusing LSA is less, which means that
the link-state database is small. The result is that the amount of SPF algorithm is smaller and the
time needed is shorter .

An OSPF network designed in a hierarchical fashion with different areas is used because a small
change in the topology of a single area won't force every router to run the SPF algorithm.

Changes in one area are limited to that area only, not to every router within the entire network.
Confining the topology changes to one area reduces the overhead and speeds the convergence of
the network.

Reference: CCNA Self-Study CCNA ICND exam certification Guide (Cisco Press, ISBN 1-58720-
083-X) Page 194

Incorrect Answers:

A: This choice is incorrect because a hierarchical design actually adds complexity to the router
configuration.
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QUESTION NO: 307
What are two drawbacks of implementing a link-state routing protocol? (Choose two.)

A. the high volume of link-state advertisements in a converged network

B. the large size of the topology table listing all advertised routes in the converged network
C. the sequencing and acknowledgment of link-state packets

D. the high demand on router resources to run the link-state routing algorithm

E. the requirement for a hierarchical IP addressing scheme for optimal functionality

Answer: D,E

QUESTION NO: 308

A router has learned three possible routes that could be used to reach a destination network. One
route is from EIGRP and has a composite metr of 20514560. Another route is from OSPF with a
metric of 782. The last is from RIPv2 and has a metric of 4. Which route or routes will the router
install in the routing table?

A. the OSPF route

B. the EIGRP route

C. the RIPv2 route

D. all three routes

E. the OSPF and RIPv2 routes

Answer: B

QUESTION NO: 309 DRAG DROP

If a Cisco router has learned about network 10.1.1.0 from multiple sources, the router will select
and Install only one entry into the routing table. Indicate the order of preference that the router will
use by dragging the routes on the left to the -- of preference category on the right.
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If a Cisco router has leamed about network 10.1.1.0 from multiple sources. the router will select and insiall anly one entry
into the routing table. Indicate the order of preference that the router will use by dragging the routes on the left to the order

ArCtoalTests

of preference category on the right.

| 51011 0024 (1] via 10122 | | first prelorence |

| R 1011024 [1203] via 10.1.3.1, Senald | I Second prelérince |

| D 10110024 [90/2172416] via 10.1.5 5, Senal) | I ek I
| fourth prederence |

| 5 10.1.1.0 15 diractly connecied, Sermall | | P

I |

O 1011024 [ 110789 va 10-8.3 1 Senad-— -

Answer:

If a Cisco router has leamed about network 10.1.1.0 from multiple sources, the router will select and install anty one eniry
infe the routing lable. Indicate the order of preference thal the router will use by dragging the routes on the left to the order
of preference category on the right.

51091024 (10]Ma 10.122 | S10.1.10 is diractly connected, Serinkl

R 10.1.1.0624 [1203] via 10.1.3.1, Serial) I S0 1024 [10] e 10.122 |

D 101,104 [90/2172416] via 10.1.5 5 Seriak

I 01011024 [ 110789] wa 1043 1 Senak— I
S101 i R
0 15 directly connedted, Serntt | R 10,11 0v24 [12053] via 10.1.3 1, Seniald
ArCtualTests

I |
I |
| Di011004p021724161 08 1015550080 | I
I |
I |

O 10110024 [ 110789 va 10-83 1 Senakd— -

Explanation:

510110 is directly connected, Senal

S 10.1.1.0/24 [1/0] wia 10.1.2.2

D 10.1.1.0/24 [90/2172416] via 10.1.5.5.Senal0

0 10.1.1.0/24 [ 110/789] via 10.1.3.1, Serial0

R 10.1.1.0024 {120/} wieA0e1 3.1, SERGI0""

QUESTION NO: 310

Refer to the following routing protocols, which three will you use in the following presented
enterprise network? (Choose three.)
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10.3.2.16/30

10.3.2.12/30 . .
10.3.2.8/30

10.1.0.0/16 10.2.0.0/16 1.%.%?0124 ;
A.BGP
B. RIP v2
C. EIGRP
D. OSPF

Answer: B,C,D

QUESTION NO: 311

What information can be used by a router running a link-state protocol to build and maintain its
topological database? (Choose two.)

A. hello packets

B. beacons received on point-to-point links

C. LSAs from other routers

D. routing tables received from other link-state routers

Answer: A,C

QUESTION NO: 312

Study the following exhibit carefully, if the routing protocol provided in each option below is
configured with its default settings and the given routing protocol is working on all the routers.
Which two descriptions are correct about the path to be selected between networks 10.1.0.0 and
10.3.2.0 for the routing protocol mentioned? (Choose two.)
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@1’ 00BaseT

10.1.0.0/16 100BaseT 1085l

A. If OSPF is the routing protocol, the path will be from R1 to R3 to R4 to R5.
B. If OSPF is the routing protocol, the path will be from R1 to R5.
C. If RIPv2 is the routing protocol, the path will be from R1 to R3 to R4 to R5.
D. If RIPv2 is the routing protocol, the path will be from R1 to R5.

Answer: A,.D

QUESTION NO: 313
Which routing protocol by default uses bandwidth and delay as metrics?

A. EIGRP
B. RIP
C.BGP
D. OSPF

Answer: A

Explanation:

This question tests the metrics of various routing protocols.

RIP uses hop-count as metrics; BGP uses complicated path attributes as metrics; OSPF uses
bandwidth as metrics; and EIGRP uses bandwidth and delay as metrics by default.

QUESTION NO: 314
Which characteristics are representative of a link-state routing protocol? (Choose three.)

A. provides common view of entire topology
B. exchanges routing tables with neighbors
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C. calculates shortest path
D. utilizes event-triggered updates
E. utilizes frequent periodic updates

Answer: A,C,D

QUESTION NO: 315

Which routing protocols will support the following IP addressing scheme? (Choose three.)

Network 1 - 192.168.10.0 /26
Network 2 - 192.168.10.64 /27
Network 3 - 192.168.10.96 /27
Network 4 - 192.168.10.128 /30
Network 5 - 192.168.10.132 /30

A. RIP version 1
B. RIP version 2
C. IGRP

D. EIGRP

E. OSPF

Answer: B,D,E

Explanation:
Section 12: Configure, verify, and troubleshoot OSPF (19 questions)

QUESTION NO: 316

Refer to the exhibit. Why are two OSPF designated routers identified on Core_Router?

Core_Router# show ip ospf neighbor

Heighbor ID Pri Gtate Dead Time Lddrezs Interface
2058.14%.23.194 1 FUULL/DE 0o0:00:33 120,172 .32, 10 Ethernetl
208.14%9.253.66 1 FULL/EDER Oo:o00:32 190,171,253, 13 Ethernetld
2058.149.23.130 1 FULL/DR oo=o0:39 190.171.23. 10 Ethernetd
Core_Routers ActualTests

A. The DR election is still underway and there are two contenders for the role.

B. The router at 208.149.23.130 is a secondary DR in case the primary fails.

C. Core_Router is connected to more than one multiaccess network.

D. Two router IDs have the same OSPF priority and are therefore tied for DR election.
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Answer: C

Explanation:

OSPF neighbors process multicast hello packets upon multicast address 224.0.0.5 to find
neighbors dynamically. Default hello packets sending interval is 10 seconds, and dead interval is
40 seconds. In multi-access broadcasting network (such as Ethernet Net and Token Ring),
DR/BDR elections are needed. When electing DR/BDR, hello packets priority is considered, the
highest priority is DR, then BDR. Default priority is 1. In the circumstances when Priority is the
same, RID will be considered, the highest rating RID is DR, and then BDR. When you set the
priority O, OSPF router can not become DR/BDR, it will only turn into DROTHER. From the above
OSPF neighbors table, we learn that Ethernetl and EthernetO select DR correspondingly, and
Core_Router is connected two multi-access networks.

QUESTION NO: 317

Which of the following describe the process identifier that is used to run OSPF on a router?
(Choose two.)

A. It is locally significant.

B. It is needed to identify a unique instance of an OSPF database.

C. All routers in the same OSPF area must have the same process ID if they are to exchange
routing information.

D. It is globally significant.

E. It is an optional parameter required only if multiple OSPF processes are running on the router.

Answer: A,B

QUESTION NO: 318

Refer to the exhibit. Assume that all router interfaces are operational and correctly configured. In
addition, assume that OSPF has been correctly configured on router R2. How will the default route
configured on R1 affect the operation of R2?
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_,—»—_"_"—‘—“_‘——_\_\_\_\_\_
OSPF
Area 0

172.16.16.0/20
Fa0i0

Fa0/1
172.16.0.0/20

172.16.100.128/27 Fa1/0
N\ : 172.16.32.0122

R1 Routing commands\ _
ip route 0.0.0.0 0.0.0.0 serialog ——~172.16.100.64/26 /
router ospf 1 \\-——ﬁu

network 172.16.100.0 0.0.0.3 area 0

network 172.16.100.64 0.0.0.63 area 0

network 172.16.100.128 0.0.0.31 area 0

ArtualTests
default-information originate

A. Any packet destined for a network that is not directly connected to router R2 will be dropped
immediately.

B. Any packet destined for a network that is not referenced in the routing table of router R2 will be
directed to R1. R1 will then send that packet back to R2 and a routing loop will occur.

C. Any packet destined for a network that is not directly connected to router R1 will be dropped.
D. The networks directly connected to router R2 will not be able to communicate with the
172.16.100.0, 172.16.100.128, and 172.16.100.64 subnetworks.

E. Any packet destined for a network that is not directly connected to router R2 will be dropped
immediately because of the lack of a gateway on R1.

Answer: B

QUESTION NO: 319
Which one of the following OSPF network types needs to select a BDR?

A. point-to-multipoint and multiaccess

B. nonbroadcast and broadcast multipoint
C. point-to-point and point-to-multipoint

D. point-to-point and multi-access

E. nonbroadcast and broadcast multiaccess

Answer: E

Explanation:

When selecting DR and BDR in the NBMA network, OSPF will use the unicast mode.

By adjusting the hello/dead timers you can make non-compatible OSPF network types appear as
neighbors via the "show ip ospf neighbor" but they won't become "adjacent" with each other.
OSPF network types that use a DR (broadcast and non-broadcast) can neighbor with each other
and function properly. Likewise OSPF network types (point-to-point and point-to-multipoint) that
do not use a DR can neighbor with each other and function properly. But if you mix DR types with

"Pass Any Exam. Any Time." - www.actualtests.com 260



Cisco 640-802: Practice Exam

non-DR types they will not function properly (i.e. not fully adjacent). You should see in the OSPF
database "Adv Router is not-reachable” messages when you've mixed DR and non-DR types.

OSPF has different Network Types Point-to-Point Point-to-Multipoint Broadcast Multi-Access Non-
Broadcast Multi-Access
OSPF will elect a DR and a BDR on Broadcast Multi-Access and Non-broadcast Access.

QUESTION NO: 320

Refer to the exhibit. Why was RouterA not elected as the designated router?

Routerd# show ip protocols
Routihg Protocol is "aospf 1097
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces iz not set
Bouter ID 221.130.149.10
Numher of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
190,171.23.0 0.0.0.255 area O
190,172.32.0 0.0.0,255 area O
Routing Information Sources:

Fateway Distance Lazt Update
208.149.23.66 110 00: Z0:09
208.149.23.194 110 0o: zp:09
205.149.23.130 110 0o: Zo: 09

Distance: [default is 110)

Routerd# show ip ospf interface
Etherhetl is up, line protocol iz up
Internet Address 190.172.32.11/24, Area O
Process ID 109, Router ID Z221.130.149.10, Network Type BROADCAZT, Cost: 10
Trahswit Delay is 1 sec, State BEDE, Prioritcy 1
Designated Router (ID)] 208.149,23.194, Interface address 190.172.3Z.10
Backup Designated router (ID) £21.130.149,10, Interface address 190.172.3:2,11
<output omitteds ActualTests

A. The OSPF process ID of RouterA is lower than the process ID of the elected DR.

B. RouterA has a lower OSPF priority value than the router elected as DR.

C. The interface address of RouterA is a higher value than the interface address of the DR.
D. RouterA is not advertising the interface with address 221.130.149.10.

Answer: D

Explanation:

The routeA advertised can be known from the output of 'show ip protocols' provided in the exhibit
190.171.23.0 0.0.0.255 area 0

190.171.32.0 0.0.0.255 area 0

Not advertising the interface of 221.130.149.10.

In broadcast multi-access networks, the routers perform DR and BDR election, more often than
not, after being enabled, the routers on the Ethernet will use Hello protocol to select DR and BDR,
and the rest routers will attempt to establish neighbor relationships with DR and BDR. If an
interface is not advertised, it will not participate in the election.
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QUESTION NO: 321

A network administrator is configuring the routers in the graphic for OSPF. The OSPF process has
been started and the networks have been configured for Area 0 as shown in the diagram. The
network administrator has several options for configuring RouterB to ensure that it will be preferred
as the designated router (DR) for the 172.16.1.0 /24 LAN segment. What configuration tasks could
be used to establish this preference? (Choose three.)

P i
Rou
Fao/1 |\ 172161125 /24

192.168.10.254 /24 OSPF Area 0 192.168.11.254 /24
ArtualTests

A. Configure the priority value of the Fa0/0 interface of RouterB to a higher value than any other
interface on the Ethernet network.

B. Change the priority values of the Fa0/0 interfaces of RouterA and RouterC to zero.

C. Configure a loopback interface on RouterB with an IP address higher than any IP address on
the other routers.

D. Change the router id of Router B by assigning the IP address 172.16.1.130/24 to the Fa0/0
interface of RouterB.

E. Change the priority value of the Fa0/0 interface of RouterB to zero.

F. No further configuration is necessary.

Answer: A,B,C

Explanation:

In order to ensure that a router will become the OSPF DR for any given segment, there are a
number of options. One way is to manually configure the interface priority as described in option A
above using the "ip ospf priority" interface configuration command. The second method is
described in option C. OSPF routers will always use the loopback interface IP address as the
router ID, when configured, and the router with the highest IP address will be chosen as the DR
when the priorities are the same. The final method is to change the priority of the other routers in
the segment to zero. When the OSPF priority is set to 0, the router is ineligible to become the DR
or the BDR. Important Note: The OSPF DR/BDR election process is not pre-emptive, so any
changes to the network regarding the DR/BDR election process will only occur when the routers
are restarted.
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QUESTION NO: 322

Refer to the exhibit. Which two statements are true about the loopback address that is configured
on RouterB? (Choose two.)

192.168.1.1 d 192.168.1.2

R sl .
Switch1
192.168.1.3 192.168.1.4
Falio

ActualTests

A. It specifies that the router ID for RouterB should be 10.0.0.1.

B. It decreases the metric for routes that are advertised from SWITCH2.
C. It provides stability for the OSPF process on RouterB.

D. It ensures that data will be forwarded by SWITCHZ2.

Answer: A,C

Explanation:

If configure loopback interface on a router with OSPF , the router will use the IP address of this
interface as OSPF ROUTER ID, although there may be larger IP address on the router (OSPF
optimizes the larger IP address as ROUTER ID) . Because the loopback interface will not be down
and it is more stable than other interfaces, OSPF will choose the address of the loopback interface
as the ROUTER ID and will use the larger address found first as the ROUTER ID.

A loopback interface is virtual in nature, and thus will never go down as long as the router is
powered on. It doesn't rely on any physical network or cable to be plugged in. This makes it a
prime choice for any good reference point. That brings us to the "why" about using it. When OSPF
routers talk to one another, they all identify themselves. That is done by a RID, or Router ID value.
An OSPF router may talk to many neighbors out multiple interfaces, but it only has one Router ID
it uses for all conversations. How does a router choose its identifier? Well, there are a couple
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ways. Typically, the router chooses its highest IP address of all physical interfaces. However, if
there's a loopback interface (seen as a manual intervention), the OSPF process will always use
the loopback address as its RID value.

In this network, stability is ensured for SWITCH2 as it will not become the DR or the BDR because
the other routers will have a higher router ID since the have a higher loopback IP address. The
DR/BDR election process is as follows:

A designated router (DR) is the router elected by the network by elections. The DR is elected
based on the following default criteria:

* If the priority setting on a OSPF router is set to 0, that means it can NEVER become a DR or
BDR.

* When a DR fails and the BDR takes over, there is another election to see who becomes the
replacement BDR.

* The router sending the Hello packets with the highest priority.

* If two or more routers tie with the highest priority setting, the router sending the Hello with the
highest RID (Router ID) wins.

* (NOTE) A RID is the highest logical (loopback) IP address configured on a router, if no
logical/loopback IP address is set then the Router uses the highest IP address configured on its
interfaces. (e.g. 192.168.0.1 would be higher than 10.1.1.2)

* Usually the router with the second highest priority number becomes the BDR (Backup
Designated Router)

* The range of priority values range from 1 - 255, with a higher value increasing its chances of
becoming DR or BDR.

* IF a HIGHER priority OSPF router comes online AFTER the election has taken place, it will not
become DR or BDR until (at least) the DR and BDR fail.

QUESTION NO: 323

Refer to the exhibit. Routerl was just successfully rebooted. Identify the current OSPF router ID
for Routerl.

Routerl# show ip interface hrief

Interface IP-Address 0K 2 Method 3tatus Protocol
Ethernetd 190,172, 32.10 TES NVEAM up up
Loopbackl 208.149.23.162 YES NVEAM up up
Loopbackl 208.149.23.1%4 YE3 NYEFAM up up
Feriall 220,173.14%9.10 YES manual down doum
Geriall unassigned TES NVBAM adwinistratiwvely dDwﬂﬂEﬂﬂaTEStS

A. 208.149.23.194
B. 208.149.23.162
C. 190.172.32.10

D. 220.173.149.10
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Answer: A

Explanation:

To identify the router ID for Routerl, do as follows:

Step 1 Choose from all the activated interfaces.

Step 2 Compare the IP addresses of loopback interfaces.

Step 3 If there are no loopback interfaces, compare the IP addresses of all the physical interfaces.

Configures an OSPF router ID.

Description: Router ID is the tie-breaker for OSPF path selection. The path selection process uses
a variety of metrics to select a route. If all other metrics (accessibility, administrative weight, local
preference, etc.) are equal, OSPF determines the router ID using the following priority:

1.Use the address configured by the ospf router-id command

2.Use the address of the loopback 0 interface

3.Use the highest IP address of any interface

4.If no interface exists, set the router-ID to 0.0.0.0

5.1f no OSPF router ID is explicitly configured, OSPF computes the router-ID based on the items 2,
3, and 4 and restarts OSPF (if the process is enabled and router-ID has changed).

WARNING The ospf router-id command causes the OSPF process to restart using the new router-
ID (if the processes are enabled and router-ID has changed).

Use ospf router-id ip-address command to set the OSPF router ID for the system.

Use the no ospf router-id to configure the OSPF router ID as the default value (address of the
loopback 0 interface).

QUESTION NO: 324
The interface brief message is shown below:

City#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 182.168.12.48 'YES manudal up up

FastEthernet0/1 192.168.12.65 YES manual up up

Seriall/0 192.168.12.121 YES manual up up

Serial0/1 unassigned YES unset up up

Serial0/M.102 192.168.12.125 YES manual up up

Seriald/1.103 192.168.12.129 YES manual up up

Serial0/1.104 192.168.12.133 YES manual up ActualTupts
City#

Please study the exhibit carefully, And you has configured OSPF with the command:

City(Config-router)#network 192.168.12.64 0.0.0.63 area O
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After completing the configuration, you discovers that not all the interfaces are participating in
OSPF. Which three of the interfaces shown in the exhibit will participate in OSPF according to this
configuration statement? (Choose three.)

A. Serial0/1.102

B. Serial0/1.104

C. FastEthernet0 /1
D. Serial0/0

Answer: A,C,D

Explanation:

The binary version of 63 is 111111 and the binary version of 64 is 01000000.

The interfaces in the 192.168 .12.64-192.168.12.127 network segment can participate in OSPF.
FO/1 is on the 192.168 .12.65 network.

Serial0/0 is on the 192.168 .12.121 network.

Serial0/1.102 is on the 192.168 .12.125 network.

OSPF uses the concept of wildcard masks much like access list filters. OSPF network matches
are done using the network number and wildcard bits. The network number is the network portion
of the IP address, with the host bits all set to zero. The wildcard bits determine which portion of the
address the access list will act on. Only bits set to zero are acted upon (bits set to one are
ignored.) This is the exact opposite of a netmask. Remember that this number is in bits, and you
will always have all zeros to the left of the first one, and all ones to the right of the last zero. The
table below shows some examples of netmasks and wildcard bits.

Type of network Hetmask Wildcard Bits

Class & 255.0.0.0 0.255.255.255

Class B 255.255.0.0 0.0.255.255

Class C 255.255.255.0 0.0.0.255

Class C 2-bit subnet 255.255 255.192 0.0.0.63

Class B 4-bit subnet 255.255.240.0 0031255  ACHAITESS

In this example, the 192.168.12.64 0.0.0.63 will comprise of all interfaces with an IP address in the
192.168.12.64-127 range.

QUESTION NO: 325

The OSPF Hello protocol performs which of the following tasks? (Choose two.)
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A. It detects unreachable neighbors in 90 second intervals.

B. It uses timers to elect the router with the fastest links as the designated router.

C. It broadcasts hello packets throughout the internetwork to discover all routers that are running
OSPF.

D. It negotiates correctness parameters between neighboring interfaces.

E. It maintains neighbor relationships.

F. It provides dynamic neighbor discovery.

Answer: E,F

Explanation:

The Hello protocol performs the following tasks:
Neighbor discovery

Neighbor keepalive

QUESTION NO: 326

Based on this information shown below, when running OSPF, what would cause router Routerl
not to form an adjacency with router Router2?

0.10.10.1/24
Router 0J0/0

10.10.10.2/24
L
S0/0/0

ActualTests
182 168.45.1/24 172 16.10.1/24

Loophack 0

A. The process identifier on Routerl is different than the process identifier on Router2.
B. Route summarization is enabled on both routers.

C. The loopback addresses are on different subnets.

D. The values of the dead timers on the routers are different.

Answer: D

Explanation:

OSPF adjacent relations establishment needs consistent parameters such as ArealD, hello timer,
dead timer, authentication, compatible network type, and MTU. In addition that the same type of
network could form adjacent relations, networks with the same view upon DR/BDR elections are
also able be form adjacent relations, such as broad and non-b.

QUESTION NO: 327
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A network administrator is troubleshooting the OSPF configuration of routers R1 and R2. The
routers cannot establish an adjacency relationship on their common Ethernet link. The graphic
shows the output of the show ip ospf interface e0 command for routers R1 and R2. Based on the
information in the graphic, what is the cause of this problem?

R1: EthernetD is up, line protocal is up
Internet address 1921681 2/24, Area 0
Process ID 1, Houter ID192.168.31.33, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priarity 1
Dezignated Router {10} 192.168.31.33, Interface address 192.165.1.2
Mo backup designated router on this netwoark
Timer intervals configured, Hello 5, Dead 20, Wait 20, Retransmit 5

RZ: EthernetD is up, line protocal is up
Internet address 192168.1.1/24, Area 0
FProcess ID 2, Router D 158216831, 11, Netwark Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priarity 1
Designated Router (0] 192:168.31.11, Interface address 192.168.1.1
Mo backup designated router on this network ActualTests
Timer intervals configured, Hello 10, Dead 40, YWait 40, Retransmit &

A. The priority on R1 should be set higher.

B. The hello and dead timers are not configured properly.

C. The OSPF process ID numbers must match.

D. The cost on R1 should be set higher.

E. A backup designated router needs to be added to the network.
F. The OSPF area is not configured properly.

Answer: B

Explanation:

As can be seen above, the hello interval for R1 has been set to 5 seconds, while it is set to 10 for
R2. Also, the dead interval on R1 is set at 20 seconds while on router R2 it is set to 40 seconds. In
order for two routers to establish an OSPF neigh adjacency, the hello and dead timers must match

QUESTION NO: 328
On point-to-point networks, OSPF hello packets are addressed to which address?

A.172.16.0.1

B. 254.255.255.255
C.224.0.0.5
D.127.0.0.1

E. 223.0.0.1
F.192.168.0.5

Answer: C
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Explanation:

The multicast IP address 224.0.0.5 is known as 'AlISPFRouters." All routers running OSPF should
be prepared to receive packets sent to this address since hello packets are always sent to this
destination. Also, certain OSPF protocol packets are sent to this address during the flooding
procedure.

Incorrect Answers:

A: This is the IP address reserved for the internal loopback on PC hosts. All windows based PC's
will use this internal IP address, assuming that the TCP/IP stack is correctly installed. B, D. These
addresses are part of the range of addresses reserved for internal use, as defined in RFC 1918.

QUESTION NO: 329

OSPF routing uses the concept of areas. What are the characteristics of OSPF areas? (Choose
Three.)

A. Each OSPF area requires a loopback interface to be configured.
B. Areas may be assigned any number from 0 to 65535.

C. Area 0 is called the backbone area.

D. Hierarchical OSPF networks do not require multiple areas.

E. Multiple OSPF areas must connect to area O.

F. Single area OSPF networks must be configured in area 1.

Answer: B,C,E

QUESTION NO: 330

Why R1 can't establish an OSPF neighbor relationship with R3 according to the following graphic?
(Choose two.)

OSPF Area 0

ActualTests

A. EIGRP is also configured on these routers with a lower administrative distance.
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B. All of the routers need to be configured for backbone Area 1.
C. R1 and R3 are configured in different areas.
D. The hello and dead interval timers are not set to the same values on R1 and R3.

Answer: C,.D

QUESTION NO: 331
Which items are correct about the routing protocol OSPF? (Choose three.)

A. It supports VLSM.

B. It increases routing overhead on the network.

C. It confines network instability to one area of the network.
D. It allows extensive control of routing updates.

Answer: A,C,D

QUESTION NO: 332

Refer to the exhibit. Assume that all of the router interfaces are operational and configured
correctly. How will router R2 be affected by the configuration of R1 that is shown in the exhibit?

172.16.16.0/20

172.16.100.1/30
g SO/0

R1 Routing Commands:
iproute 0.0.0.0 0.0.0.0 serial0s0
==putput omitted==

router ospf1

network 172161000 0.0.0.3 area 0
netwark 1721610064 0.0.0.63 area 0
netwark 17216100128 0.0.0.31 areal
default-information originate

172.16.32.0/22
OSPF Area0

ArctualTests

A. Router R2 will not form a neighbor relationship with R1.

B. Router R2 will obtain a full routing table, including a default route, from R1.

C. R2 will obtain OSPF updates from R1, but will not obtain a default route from R1.

D. R2 will not have a route for the directly connected serial network, but all other directly
connected networks will be present, as well as the two ethernet networks connected to R1.

Answer: A

"Pass Any Exam. Any Time." - www.actualtests.com 270



Cisco 640-802: Practice Exam

QUESTION NO: 333
What are three characteristics of the OSPF routing protocol? (Choose three.)

A. It converges quickly.

B. OSPF is a classful routing protocol.

C. It uses cost to determine the best route.

D. It uses the DUAL algorithm to determine the best route.

E. OSPF routers send the complete routing table to all directly attached routers.
F. OSPF routers discover neighbors before exchanging routing information.

Answer: A,.C,F

QUESTION NO: 334

The internetwork infrastructure of company XYZ consists of a single OSPF area as shown in the
graphic. There is concern that a lack of router resources is impeding internetwork performance. As
part of examining the router resources, the OSPF DRs need to be known. All the router OSPF
priorities are at the default and the router IDs are shown with each router. Which routers are likely
to have been elected as DR? (Choose two.)

10.1.20.20

ActlalTests

A. Corp-1
B. Corp-2
C. Corp-3
D. Corp-4
E. Branch-1
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F. Branch-2
Answer: D,F

Explanation:
Section 13: Configure, verify, and troubleshoot EIGRP (14 questions)

QUESTION NO: 335

Which tables of EIGRP route information are held in RAM and maintained through the use of hello
and update packets? (Choose two.)

A. RTP table

B. SPF table

C. query table

D. neighbor table
E. DUAL table

F. topology table

Answer: D,F

Explanation:
Only the neighbor table and the topology table of EIGRP route information are held in RAM and
maintained through the use of hello and update packets.

QUESTION NO: 336

Refer to the exhibit. Which address and mask combination represents a summary of the routes
learned by EIGRP?

Gateway of last resort is not set

192.168.25.0/30 is subnetted, 4 subnets
D 192.168.25.20 [90/2681856] via 192.168.15.5, 00:00:10, Serial0o
D  192.168.25.16 [80/1823638] via 192.168.15.5, 00:00:50, SerialoM
D 192.168.25.24 [90/3837233] via 192.168.15.5, 00:05:23, Serial0o1
D  192.168.25.28 [90/8127323] via 192.168.15.5, 00:06:45, Serial0/1
C 192.168.15.4/30 is directly connected, Serial0/1
C 192.168.2.0/24 is directly connected, FastEthernet0/0 ActualTests

A. 192.168.25.0 255.255.255.252
B. 192.168.25.28 255.255.255.240
C. 192.168.25.16 255.255.255.240
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D. 192.168.25.0 255.255.255.240
E. 192.168.25.28 255.255.255.252
F. 192.168.25.16 255.255.255.252

Answer: C

Explanation:

The binary version of 20 is 10100.

The binary version of 16 is 10000.

The binary version of 24 is 11000.

The binary version of 28 is 11100.

The subnet mask is /28. The mask is 255.255.255.240.

QUESTION NO: 337

Refer to the exhibit. Why does RouterA show multiple unequal cost paths to network
192.168.81.0/247?

Exhibit:

Fouterif =show ip eigrp topology
IP-EIGRF Topology Table for &5(109)/ID(192.165.580.258)

Codes: P - Passive, 4 - Actiwe, U - Update, 0 - Query, B - Beply,
r - reply Status, s - sia Status

P 192.168.90.0 255.255.255.0, 2 successors, FD i= 0O
wia 192.168.50.28 (46251776/46226176] , Ethernetl
wia 192.165.51.28 (46251776,/46226176) , Ethernetl
wia 192.168.580.31 (46277376/46251776) , Seriall
P 192.168.51.0 255.255.255.0, 1 successors, FD is 307200
wia Connected, Ethernetl
wia 192.168.81.28 (307200/28L600) , Ethernetl
wia 192.168.80.28 (307200/281600), EthernetD
wia 192,168.50.31 (332600/307200), Seriald ActualTests

A. Multiple floating static routes were configured to network 192.168.81.0 via interface SerialO.

B. The EIGRP topology table displays all routes to a destination.
C. The EIGRP topology table shows only backup routes to a destination.
D. A variance was configured for EIGRP autonomous system 109.

Answer: B

Explanation:

EIGRP cannot display all routing information but refresh routing information based on the cost.
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QUESTION NO: 338

Refer to the exhibit. The Branch router displays knowledge of a route to network 172.16.0.0/16.
The actual network number at headquarters is 172.16.1.0/24. Why does the network number
appear as it does in the routing table?

;  Branch

Corporate WAN
192.168.2.0:24

172.16.1.0.24

e

Branch# show ip route
Loutput omitted:

192.188.2.0/24 is subnetted, 1 subnets
C 192.168.2.0 15 directly connected, ZSeriall
ju 172.16.0.0/16 [90,/90956] wia 192,168.2.157, 00:00:23, Seriald
192.168.1.0/24 is subnetted, 1 subnets
C 192.168.1.0 15 directly connected, FastEthernetl

Actuallests

A. The routing protocol on the Branch router has been misconfigured.

B. The Branch router has a static route configured for the 172.16.0.0/16 network.
C. The Branch router is configured to summarize to classful boundaries.

D. The routing protocol on the HQ router is using automatic route summarization.
E. The routing protocol that is forwarding this route only sends classful updates.

Answer: D

Explanation:

Automatic route summarization is enabled by default with the EIGRP routing protocol. In this
example, automatic summarization will summarize the 172.16.1.0/24 network and advertise it as a
172.16.0.0/16.

From show ip route we know that the 172.16.0.0/16 learnt from 192.168.2.157 is a summary route.

QUESTION NO: 339

Refer to the exhibits. Given the output from the show ip eigrp topology command, which router is
the feasible successor?

Router # show ip eigrp topology 10.0.0.5 255.255.255.255
IP-EIGRP topology entry for 10.0.0.5/32 State is PassheazQesey
Origin flag is 1, 1 Successor (s), FD is 41152000
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10.1.0.1 (SerialDj, from 10.1.0.1, Send flag is Ox0
Composite metric is (46152000/41640000), Route is Internal
Vector metric:
Minimm bandwidth is 64 Kbitc
Total delay iz 45000 microseconds
Reliability i3 255/255
Load i3 1/255
Hinimus MTU is 1500

Hop count is 2

10.0.0.2 (Seriml0.l), from 10.0.0.2, Send flay is Ox0
Composite metric is (53973248/128256), Route is Internal
Vector metric:
Hinimum bandwidth is 48 Fbit
Total delay is 25000 microseconds
Reliability 13 255/255
Load is 1/255
Minimum NTU iz 1500
Hop count is 1

10,1.0.3 (Serial0d), from 10.1.0.3, Send flag is O0x0

Composite metric is (46866176/46354176), Route iz Internal

Vector metric:
Minimum bandwidth is 56 KFbit
Total delay is 45000 microseconds
Reliabilivy is 255/255
Load is 1/255
Minimum MTU i= 1500

®

Hop count iz 2

10.1.1.1 (Serial0.l), from 10,1.1.1, Send flag is Ox0

Composite metric is (46763776/46251776), Route is External
Vector metric:
Minimum bandwidch is 56 Kbit
Total delay is 41000 microseconds
Reliability is 255/255
Load is 1/255
Hinisum MTU is 1500

Actu a

Hop count is 2

A A
B.B
C.C
D.D

Answer: C

Explanation:

The AD of the feasible successor must be smaller than the FD of successor. From the output

provided in the exhibit, we know that the FD of successor is 41152000.

In the option A, the AD is 41640000
In the option B , the AD is 128256

In the option C, the AD is 46354176
In the option D, the AD is 46251776.

Through comparison, we know that only the AD in option B is smaller than FD, so B can be used

as feasible successor.

Successor: A successor for a particular destination is a next hop router that satisfies these two

conditions:

it provides the least distance to that destination

it is guaranteed not to be a part of some routing loop

The first condition can be satisfied by comparing metrics from all neighboring routers that
advertise that particular destination, increasing the metrics by the cost of the link to that respective
neighbor, and selecting the neighbor that yields the least total distance. The second condition can
be satisfied by testing a so-called Feasibility Condition for every neighbor advertising that
destination. There can be multiple successors for a destination, depending on the actual topology.
The successors for a destination are recorded in the topology table and afterwards they are used
to populate the routing table as next-hops for that destination.

Feasible successor: A feasible successor for a particular destination is a next hop router that
satisfies this condition:

it is guaranteed not to be a part of some routing loop

This condition is also verified by testing the Feasibility Condition.
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Thus, every successor is also a feasible successor. However, in most references about EIGRP the
term "feasible successor" is used to denote only those routers which provide a loop-free path but
which are not successors (i.e. they do not provide the least distance). From this point of view, for a
reachable destination there is always at least one successor, however, there might not be any
feasible successors.

A feasible successor provides a working route to the same destination, although with a higher
distance. At any time, a router can send a packet to a destination marked "Passive" through any of
its successors or feasible successors without alerting them in the first place, and this packet will be
delivered properly. Feasible successors are also recorded in the topology table.

AD : Advertised Distance (AD) is the distance to a particular destination as reported by a router to
its neighbors. This distance is sometimes also called a Reported Distance and is equal to the
current lowest total distance through a successor.

FD: A Feasible Distance (FD) is the lowest known distance from a router to a particular destination
since the last time the route went from Active to Passive state. It can be expressed in other words
as a historically lowest known distance to a particular destination. While a route remains in
Passive state, the FD is updated only if the actual distance to the destination decreases, otherwise
it stays at its present value. On the other hand, if a router needs to enter Active state for that
destination, the FD will be updated with a new value after the router transitions back from Active to
Passive state. This is the only case when the FD can be increased. The transition from Active to
Passive state in effect marks the start of a new history for that route.

QUESTION NO: 340

Refer to the exhibit. When running EIGRP, what is required for ROUTERA to exchange routing
updates with ROUTERC?

172.16.1.1 192.168.1.1

e I

notwork 172.16.0.0 routor igrp 200 network 1408 5t
network 10.0.0.0 e network 10.0.

A. The no auto-summary command is needed on ROUTERA and ROUTERC

B. AS numbers must be changed to match on all the routers

C. Loopback interfaces must be configured so a DR is elected

D. ROUTERB needs to have two network statements, one for each connected network

Answer: B
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QUESTION NO: 341

As a cisco technician, you need to know EIGRP protocol very well.

Which of the following is true about EIGRP successor routes? (Choose two.)

A. A successor route is used by EIGRP to forward traffic to a destination.

B. Successor routes are stored in the neighbor table following the discovery process.
C. A successor route may be backed up by a feasible successor route.

D. Successor routes are flagged as "active" in the routing table.

Answer: A,C

Explanation:

The following are some terms relating to EIGRP:

1. Feasible Distance : The lowest calculated metric to each destination

2. Feasibility Condition : A condition that is met if a neighbor's advertised distance to a
destination is lower that the router's Feasible Distance to that same destination.

3. Successor : The neighbor that has been selected as the next hop for a given destination
based on the Feasibility Condition.

Reference: Jeff Doyle, Routing TCP/IP, Volume I, Chapter 8: Enhanced Interior Gateway Routing
Protocol (EIGRP), p.336-337, Cisco Press, (ISBN 1-57870-041-8)

Additional info:

The Feasible Condition is met when the receiving router has a Feasible Distance (FD) to a
particular network and it receives an update from a neighbor with a lower advertised or Reported
Distance (RD) to that network. The neighbor then becomes a Feasible Successor (FS) for that
route because it is one hop closer to the destination network. There may be a number of Feasible
Successors in a meshed network environment.

The RD for a neighbor to reach a particular network must always be less than the FD for the local
router to reach that same network. In this way EIGRP avoids routing loops. This is why routes that
have RD larger than the FD are not entered into the Topology table.

Reference: Ravi Malhotra, IP Routing, Chapter 4: Enhanced Interior Gateway Routing Protocol
(EIGRP), O'Reilly Press, January 2002 (ISBN 0-596-00275-0)

QUESTION NO: 342

Why has the network shown in the exhibit failed to converge?
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New York Sydney
10.1.1.2 I
g I FAD/D

192.168.20.64/26 192.168.20.128/26
Mew Yark( configy# router eigrp 20 Sydneyiconfig)# router eigrp 20
Mew York(zonfig-router)® network 192.168.20.0 Sydneyiconfig-router® network 192.168.20.0
Mew Yark{config-router)# network 10.0.0.0 Sydneyeconfig-router)® network 10.0.0.0
Mew Yark{ configy# interface fastethernet 0/0 Sydneyiconfig)# interface fastethernet 0/0
Mew York(config-ifi#ip address 192.168.20.65 255.255.255.192 Svydneyiconfig-if# ip address 192.168.20.129 255.255.255.192
Mew Yark{configy# interface serial 0/0 Sydneyizonfig)# interface serial 0/0
Mewe York( config-ifi# ip address 10.1.1.1 255.255.255.252 Sydney{config-ifi# ip address 10.1.1.2 255.255. 2550621 T 25t

A. The no auto-summary command needs to be applied to the routers.

B. The subnet masks for the network numbers have not been properly configured.
C. The network numbers have not been properly configured on the routers.

D. The autonomous system number has not been properly configured.

E. The bandwidth values have not been properly configured on the serial interfaces.

Answer: A

Explanation:
The two routers segments the network into several subnets. If auto-summary is not shut down, the
disconnectivity between these subnets will occur.

More often than not, in order to solve the problem that Discontinuous subnets communicate with
each other, it is needed to disable the auto-summary of route and use the manual summary to
advertise routes. In the network structure shown above, assuming that auto-summary is not shut
down, when the router advertises the route of 192.168.20.0/24, the route of /26 subnet will not be
advertised , the result is that the network is unreachable.

QUESTION NO: 343

IP addresses and routing for the network are configured as shown in the exhibit. The network
administrator issues the show ip eigrp neighbors command from Routerl and receives the output
shown below the topology. Which statement is true?
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Router1® show running-config Router2d show runmning-config
=output omitted= =output omitted=
router eigrp 10 router eigrp 10
network 10.0.0.0 network 192.168.1.0
network 192.168.1.0 network 192.168.2.0
networlc 192.163.3.0 192.168.1.1/30 192.168.1.2/30 no auto-summary
no auto-summany

10.0.2.0/24
192.168.3.2/30 192.168.2.1/30

192.168.3.1/30 Router3 show running-config
w 192.168.2.2/30 =output omitted=
a 51 router eigrp 10
network 10.0.0.0

I network 192.168.2.0

no auto-sunmmary
10.0.4.0/24

Router1# show ip eigip neighbors
Address Interface Holdtime Uptime Q Seq SRTT RTO
(secs) (hm:s) Count Hum (ms) (ms)
18216812 Sed 13 011020 106 B35 0 30 ActualTests

A. It is normal for Routerl to show one active neighbor at a time to prevent routing loops.

B. Routing is not completely configured on Router3.

C. The IP addresses are not configured properly on the Routerl and Router3 interfaces.

D. The no auto-summary command configured on the routers prevents Routerl and Router2 from
forming a neighbor relationship.

Answer: B

Explanation:

The Router Router3 is connected to three different networks: 192.168.3.1/30, 192.168.2.2/30, and
10.0.4.0/24 but only 10.0.4.0 and 192.168.2.0 are being advertised via EIGRP. In Router3 the
"network 192.168.3.0" command should be placed under the EIGRP 10 process.

QUESTION NO: 344

What can be determined from the router output shown in the graphic?
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200.1.1.64 /26

200.1.1.0/26

Fateway of last resort iz 0.0.0.0 to network 0.0.0.0

200,1.1.0/24 12 variably subnetted, 5 subnets, 3 masks
200.1,L.092/26 13 directly connected, Loopback0
200.L. L E28/30 13 directly connected, Serialf(
200, L. L.64/26 [90/2195456] wia 200.1.1.130, 00:02:15, Seriall
200.E.L.0/24 13 a suesnary, 00:00:41, Nulll
200, L. L.0/26 i3 directly comnected, Ethernetl

200.1.2.0/30 is subnetted, 1 subnets

c 200.1.2.4 is direcrly connected, Seriall

g% 0.0.0.0/0 iz directly connected, Seriall

e R = = o R o |

ActualTests

A. The output shows that there are three default routes.

B. The output came from a router that has four physical interfaces.
C. The output came from router R2.

D. EIGRP is in use in this network.

E. 200.1.1.64 is a default route.

Answer: D

Explanation:

In the routing table the "B" letter marks the route learned from EIGRP routing protocol. Based on
the routing table above, there are 4 directly connected IP interfaces, 2 EIGRP learned routes
(which means that EIGRP is in use on this network) and a static default route was also configured.

QUESTION NO: 345

Refer to the exhibit. How many paths can the EIGRP routing process use to forward packets from
HQ_Router to a neighbor router?
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HQ Router# show ip protocols
Fouting Protocol iz "eigrp 1097
Outgoing update filter list for all interfaces iz not set
Incoming update filter list for all interfaces iz not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRF metric weight Kl=1, KZ=0, E3=1, Ed=0, K5=0
EIGRP maximum hopcount 100
EIGRP maximum metric wariance 3
Fedistributing: eigrp 109
EIGRPF N3F-aware route hold timer iz 240z
ditomatic network summarization iz not in effect
Maximum path: 4
Fouting for Networks:
Z0.10.10.0/24
172.30,10.0/24

192.1658.1.0

Fouting Information 3ources:
Fateway Distarnce Lazt Update
I9z.188.1.1 a0 0o:13:12
172.16.10.2 o0 0l:13:06

Distance: internal 90 external 170

H Router# ActualTests

A. two equal-cost paths

B. two unequal-cost paths
C. three equal-cost paths
D. three unequal-cost paths
E. four equal-cost paths

F. four unequal--cost paths

Answer: F

QUESTION NO: 346

Refer to the exhibit. From RouterA, a network administrator is able to ping the serial interface of
RouterB but unable to ping any of the subnets attached to RouterB. Based on the partial outputs in
the exhibit, what could be the problem?
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172.16.5.32 /28 172.16.5.144 /28
172.16.5.48 128 172.16.5.160 /28
172.16.5.16/28 172.16.5.12828
Router&® show lp protecols RowleiB# show Ip protocols
Routing Profocol is "elgrp 100° Routing Protocol is "elgrp 100°
LT DT “MARLT Oumieg -
Routing for Networks: Routing for Networks:
10.0.0.0 10.0.0.0
172.16.0.0 172.16.0.0
Routing Infarmation Sowrces: Raouting Informalhon Sources:
Gateway Distance  Lasi Updaie Gatewany Distanca  Last Updata
ithis roufar) 0 001350 {this router) a1 000630
10.1.1.2 20 00:13:50 10.1.1.1 1] 00:06:20
Distance: internal 90 exdemal 170 Distance: internal 20 sxternal 170
Fouterss RoulerBe
RouterE® show ip roube
“QUIpUT omilted:
Galeway of lasl resor is nod sl
17T2.16.0.00M16 |z variably subnetied., 4 subnets. 2 masks
C  172.16,5.16028 it directly connected, FastEhtermnel00
C  172.16.5.14428 is directly connected, FasiEntemat0/
C 172.16.5.128/28 i directly connacied, FasiEhternet 1/0
D 172.16.0.0/16 i a summary. 00:00:03. Mullg
10,0.0.0/% is variably subnetted, 2 subneis, 2 masks
D 10.0.0.0/8 s a summary, 00:00:04, Nulld
C 10.1.1.0720 |s directly conmscted, Serlaldn -
e ActualTests
A
A. EIGRP does not support VLSM.
B. The EIGRP network statements are incorrectly configured.
C. The IP addressing on the serial interface of RouterA is incorrect.
D. The routing protocol has summarized on the classful boundary.
E. EIGRP has been configured with an invalid autonomous system number.
Answer: D

QUESTION NO: 347
Which two statements are true regarding EIGRP? (Choose two.)

A. Passive routes are in the process of being calculated by DUAL.

B. EIGRP supports VLSM, route summarization, and routing update authentication.

C. EIGRP exchanges full routing table information with neighboring routers with every update.

D. If the feasible successor has a higher advertised distance than the successor route, it becomes
the primary route.

E. A query process is used to discover a replacement for a failed route if a feasible successor is
not identified from the current routing information.
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Answer: B,E

QUESTION NO: 348 DRAG DROP

As a CCNA candidate, you need to know EIGRP very well. Which tables of EIGRP route
information are held in RAM and maintained through the use of hello and update packets? Please
choose two appropriate tables and drag the items to the proper locations.

Optional Tables

MNeighbor table SPF table
Query table RTP table
DUAL table State Table
Topology table

Appropriate Tables

Place here

Place here ActuallTests

Answer:
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Optional Tables

MNeighbor table SPF table
Query table RTP table
DUAL table State Table

Topology table

Appropriate Tables
Neighbor table
Topology table Actualrests
Explanation:
Optional Tables
Meighbor table SPF tahle
Query table RTP table
DUAL table State Table

Topology table

Appropriate Tables

Neighbor table

Topology table Actualll ests

Only the neighbor table and the topology table of EIGRP route information are held in RAM and

maintained through the use of hello and update packets.

Section 14: Verify network connectivity (including: using ping, traceroute, and telnet or SSH) (2

guestions)
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QUESTION NO: 349
What are two characteristics of Telnet? (Choose two.)

A. It requires that the destination device be configured to support Telnet connections.
B. It is no longer supported on Cisco network devices.

C. It sends data in clear text format.

D. It is more secure than SSH.

Answer: A,C

Explanation:
Telnet sends data in clear text. If a remote device wants to access the destination device through
Telnet, the destination device must be configured to support Telnet connections.

QUESTION NO: 350

Host 1 is trying to communicate with Host 2. The e0 interface on Router C is down. Which of the
following are true? (Choose two.)

Host 1 AistTests

A. Router C will send a Destination Unreachable message type.

B. Router C will send a Source Quench message type.

C. Router C will use ICMP to inform Host 1, Router A, and Router B that Host 2 cannot be
reached.

D. Router C will send a Router Selection message type.

E. Router C will use ICMP to inform Host 1 that Host 2 cannot be reached.

F. Router C will use ICMP to inform Router B that Host 2 cannot be reached.

Answer: AE
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Explanation:
Host 1 is trying to communicate with Host 2. The e0 interface on Router C is down. Router C will
send ICMP packets to inform Host 1 that Host 2 cannot be reached.

Section 15: Troubleshoot routing issues (3 questions)

QUESTION NO: 351

Refer to the exhibit. What can be determined about routes that are learned from the router at IP
address 190.171.23.127

HQ_Router# show ip protocols

Bouting Frotocol iz "rip™
SGending updates every 30 seconds, next due in 15 seconds
Invalid after 180 zgeconds, hold down 180, f£lushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces iz not set
Fedistributing: rip
Default version control: send version 2, recelve Wersion 2

Interface Jend ERecw Triggered RIP Eey-chain
Ethernetl 2 2
Ethernetl 2 2

bdutomatic network summarization is not in effect
Maximam path: 4
Fouting for HNetworks:

190.171.0.0
190,172.0.0

Fouting Informationh 3ources:
Gateway Distance Last TUpdate
190,171.23.10 120 0o0:00:22
190.171.23.12 1=0 00: 03:30
190,172.532.10 120 No:00:16

Distance: [default is 1:20]

ActualTests
HO_Router#

A. HQ_Router last received an update from 190.171.23.12 at3:30 am.

B. If HQ_Router does not receive an update from 190.171.23.12 in 30 seconds, all routes from
that source will be flagged with a hold-down timer.

C. If HQ_Router does not receive an update from 190.171.23.12 in 30 seconds, all routes from
that source will be removed from the routing table.

D. 190.171.23.12 is expected to send an update to HQ_Router for network 190.172.0.0 in 3
minutes and 30 seconds.

Answer: C

Explanation:

Routing information sources:

Gateway Distance Last Update

190.171.23.12 120 00:03:30

The RIP protocol broadcasts updates every 30 seconds, but the route 190.171.23.12 is not
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updated for three minutes and thirty seconds. We can infer that the route is a faulty route. The
following shows how RIP handles faulty routes:

sending updates every 30 seconds,

Invalid after 180 seconds,

hold down 180

flushed after 240

The route 190.171.23.12 is not updated for three minutes and thirty seconds, that is, 210 seconds.
According to flushed timer=240, we can infer that the route will be removed in 30 seconds.

QUESTION NO: 352

Refer to the exhibit. Subnet 10.1.3.0/24 is unknown to router RTB. Which router command will
prevent router RTB from dropping a packet destined for the 10.1.3.0/24 network if a default route
is configured?

— e —

10.1.3.0024 . Sa

- 5010,
ey 0T

10.1.4.4/30

10.1.1.0:24 i

*._ip Toute 0.0.0.0 0.0.0.0 serial00 .’
[ ArtualTests

A. ip classless

B. network 10.1.1.0

C. network 10.1.1.0 0.0.0.255 area O
D. ip default-network

Answer: A

Explanation:

When data packets are sent to network segment 10.1.3.0/24 through RTB, because the routing
table of RTB does not contain the route of 10.1.3.0/24, if configuring the command ip classless,
RTB will let packets cross the default route and forward packets to RTA to reach the destination
network segment; if not configuring the command ip classlees, RTB will find that the destination
address is 10.0.0.0, the address of class A, the network segments directly connected to RTB
belong to the class A address. So ,it will search for information related to the main class and the
subnet in the routing table, if it finds the matching one , it will forward packets,if not ,it will discard
packets. It is obvious that there are two subnets in the routing table: 10.1.1.0/24 and 10.1.4.4/30,
the network segment 10.1.3.0/24 that the packets want to reach does not exist, so it will discard
the packets.
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At times the router might receive packets destined for a subnet of a network that has no network

default route. To have the Cisco I0S software forward such packets to the best supernet route

possible, use the ip classless global configuration command. To disable this feature, use the no

form of this command.

QUESTION NO: 353

Refer to the graphic. Host 1 cannot receive packets from Host 2. Assuming that RIP v1 is the

routing protocol in use, what is wrong with the IP configuration information shown? (Choose two.)

10.1.32.45/20 I fanio

Host 1 configuration:
IP Address: 10.1.32.48
Mask: 255.255.240.0
Gateway: 10.1.32.45

faoM I 10.1.40.255/20

Host 2 configuration:
IP Address: 10.1.40.96
Mask: 255.255.252.0
Gateway: 10,146 HEH T E5L3

A. The fa0/1 interface of router R2 has been assigned a broadcast address.

B. The fa0/1 network on router R2 overlaps with the LAN attached to R1.

C. Host 2 has been assigned the incorrect subnet mask.
D. Host 1 has been configured with the 255.255.248.0 subnet mask.
E. Host 2 on router R2 is on a different subnet than its gateway.

Answer: B,C

Explanation:

Section 16: Verify router hardware and software operation using SHOW & DEBUG commands. (5

guestions)

QUESTION NO: 354

You work as a network technician in a Company. Please study the exhibit carefully.
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00:34:43: RIP: recevied v1 update from 192.168.11.2 on Serial0/0
00:34:43: 192.168.12.0 in 1 hops
00:34:43: RIP: update contains 1 routers
00:34:50: Serial0/0: HDLC myseq 179, mineseen 179*, yourseen 180, line up
00:35:00: Serial0/0: HDLC myseq 180, mineseen 180*, yourseen 181, line up
00:35:00: IP: s= 192.168.11.1 (local), d= 192.168.11.2 (Serial0/0), len 40, rcvd 3
00:35:00: IP; s=192.168.11.2 (Serial0/0), d= 192.168.11.1 (Serial(/0), len 40, rcvd 3
00:35:00: tcp2: | ESTAB 192.168.11.2: 11] 03 192.168.11.1: 23 seq 4063973782
ACK 4061200175 WIN 4049 ACtualTests

The router console screen is rapidly displaying line after line of output similar to what is shown in
the exhibit. The help desk has called to say that users are reporting a slowdown in the network.
What will solve this problem while not interrupting network operation?

A. Press the CTRL+C keys.

B. Save the configuration and reboot the router.
C. Enter the no debug all command.

D. Use the show processes command.

Answer: C

Explanation:

The output shown in this example is a result of one or more debug commands that have been
used to troubleshoot an issue. Using debug commands might slow down traffic on busy networks.
To see the current debug command settings, enter the show debug command. To stop the debug
output, enter the no debug command. To stop all debug messages from being displayed, enter the
no debug all command.

QUESTION NO: 355

Which of the following are true regarding the command output shown in the display? (Choose
two.)

RirA#debugip rip

EIF protocol debuggingis on

Rirha#

1d05h: BIF: sending w1 update to 255255 255 255 via FastEthernet0/0 (172.16.1. 13
1d05h: R IF: build update entries

1d05h: networls 10.0.0.0 metric 1

1d05h: networls 192.168.1.0 metnic 2

1d05h: RIP: sending w1 update to 255 255 255 255 sia Seral 070 (10.0.8.1)

1d05h: R IF: tuild update entries

1d05h: networls 172.16.0.0 metric 1

Rira#

1d05h: R IF: recetwed w1 update from 10.0.15.2 on Serial0f0

1d05h:  192.168.1.01n | hops ActualTests
1d0sh: 192165 168.0 1in 16 hops (inaccessible)
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A. There are at least two routers participating in the RIP process.
B. A ping to 10.0.15.2 will be successful.

C. RtrA has three interfaces participating in the RIP process.

D. A ping to 192.168.168.2 will be successful.

Answer: A,B

Explanation:

The Serial0 / O interface of the router RTRA receives RIP update from the address of 10.0.15.2, it
is obvious that the destination network of 10.0.15.2 is reachable. At the same time RTRA will send
RIP update from the interface Fa0 / 0 and the interface SO / 0 of its own, it is known that there are
two routers at least running RIP process in the network.

QUESTION NO: 356

Refer to the network shown below. A ping from 192.168.4.1 to 192.168.4.2 was unsuccessful.
Which three commands will provide the most useful troubleshooting information? (Choose three)

192.168.41 192.168.4 ActualTests
DLCI:201 DLCI:102

A. show frame-relay map
B. show protocols
C. show interfaces
D. show frame-relay pvc

Answer: A,C,D

Explanation:

When troubleshooting connections between two directly connected routers over a frame relay
network, the first step would be to issue the "show interfaces" command to ensure that the
interfaces and line protocol is up for each. If they are indeed up, then the next step would be to
troubleshoot the frame relay connection itself and looking at the status of the PVC by using the
"show frame-relay map" and "show frame-relay pvc" commands.

Commonly Used Frame Relay Commands :

This section describes two Cisco IOS commands that are especially useful when configuring
Frame Relay.

show frame-relay pvc

This command shows the status of the permanent virtual circuit (PVC), packets in and out,
dropped packets if there is congestion on the line via forward explicit congestion notification
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(FECN) and backward explicit congestion notification (BECN), and so on. For a detailed
description of the fields used with the show frame-relay pvc command, click here.

show frame-relay map

Use this command to determine if frame-relay inverse-arp resolved a remote IP address to a local
DLCI. This command is not enabled for point-to-point subinterfaces. It is useful for multipoint
interfaces and subinterfaces only.

Reference:
http://www.cisco.com/en/US/partner/tech/tk713/tk237/technologies_tech_note09186a008014f8a7.
shtml#topicl1

QUESTION NO: 357 DRAG DROP

The above describes some categories, while the below provides their corresponding router output
lines. Drag the above items to the proper locations.

Layer 2 problem Port disabled

Port operational Layer 1 problem

Serial0/1 is up, line protocol is up

Serial0/1 is up, line protocol is down

Serial0/1 is down, line protocol is down

Serial0/1 is administrator down, line protocol is down
ActliglTests

Answer:
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Layer 2 problem Port disabled
Port operational Layer 1 problem
# Port operational iy
Se Layer 2 problem Tl
Seri Layer 1 problem own
Serial0/1 i% Port disabled ol is down
ACtlizlTests
Explanation:
Layer 2 problem Port disabled
Port operational Layer 1 problem
Port operational
|
Layer 2 problem
|
Layer 1 problem
Fort disabled
Actlhal Tests
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QUESTION NO: 358
Which command displays CPU utilization?

A. show protocols
B. show process
C. show system
D. show version

Answer: B

Explanation:
Section 17: Implement basic router security (4 questions)

QUESTION NO: 359

You just entered the following command:

Router (config)# line console 0

A. Create a password on the console terminal line.

B. Establish a terminal type 4 connection to a remote host.
C. Configure the terminal type.

D. Enter protocol parameters for a serial line.

Answer: A

QUESTION NO: 360

Which two passwords must be supplied in order to connect by Telnet to a properly secured Cisco
switch and make changes to the device configuration? (Choose two.)

. tty password

. enable secret password
. vty password

. aux password

. console password

Mmoo w >

. username password
Answer: B,C

Explanation:
Telnet presents a potential security risk, so Telnet uses vty for connecting a remote Cisco switch.
For access security, the vty password and enable password must be configured.
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QUESTION NO: 361
What is the effect of using the service password-encryption command?

A. Only the enable password will be encrypted.

B. It will encrypt all current and future passwords.

C. It will encrypt the secret password and remove the enable secret password from the
configuration.

D. Only the enable secret password will be encrypted.

E. Only passwords configured after the command has been entered will be encrypted.

Answer: B

Explanation:

Enable vty, console, AUX passwords are configured on the Cisco device. Use the show run
command to show most passwords in clear text. If the service password-encryption is used, all the
passwords are encrypted. As a result, the security of device access is improved.

QUESTION NO: 362

Refer to the exhibit. The lines of Switch3 are configured as shown. Which statement correctly
describes the effect of this configuration?

Switch3 # show running-config
|

<putout omitted>
|
line con 0
line vty O 4
password danterous
login
transport input telnet
line vty 5 15
login
!
end

ActualTests

A. The Telnet protocol is supported only on lines 0 through 4.
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B. The SSH protocol is supported on lines 5 through 15.
C. The console line cannot be used until it is configured.
D. A password challenge protects all virtual terminal lines.

Answer: D

QUESTION NO: 363

A new hardware item is using an IEEE 802.11b a wireless LAN. What is the maximum data rate
specified for this WLAN?

A. 10 mbps
B. 11 Mbps
C. 1000 Mbps
D. 16 Mbps
E. 100 Mbps

Answer: B

Explanation:

The maximum speed for 802.11b is 11 Mbps.

Incorrect Answers:

A: This is the maximum speed for legacy Ethernet networks.

C: This is the maximum speed supported by the other prevalent wireless standards, 802.11a and
802.119.D, This is the maximum speed of Ethernet

QUESTION NO: 364

As a CCNA candidate, you will be expected to know Wireless networking standards very well.
What is the maximum data rate specified for IEEE 802.11b WLANS?

A. 10 Mbps
B. 100 Mbps
C. 11 Mbps
D. 54 Mbps

Answer: C

Explanation:

IEEE 802.11b, which is also called 11 Mbps Wi-Fi, operates at a maximum speed of 11 Mbps and
is thus slightly faster than 10BASE-T Ethernet. Most IEEE 802.11b hardware is designed to
operate at four speeds, using three different data-encoding methods depending on the speed
range. It operates at 11 Mbps using quatenery phase-shift keying/complimentary code keying
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(QPSK/CCK); at 5.5 Mbps also using QPSK/CCK; at 2 Mbps using differential quaternary phase-
shift keying (DQPSK); and at 1 Mbps using differential binary phase-shift keying (DBPSK). As
distances change and signal strength increases or decreases, IEEE 802.11b hardware switches to
the most suitable data-encoding method. Wireless networks running IEEE 802.11b hardware use
the 2.4 GHz radio frequency band that many portable phones, wireless speakers, security devices,
microwave ovens, and the Bluetooth short-range networking products use. Although the
increasing use of these products is a potential source of interference, the short range of wireless
networks (indoor ranges up to 300 feet and outdoor ranges up to 1,500 feet , varying by product)
minimizes the practical risks. Many devices use a spread-spectrum method of connecting with
other products to minimize potential interference. IEEE 802.11b networks can connect to wired
Ethernet networks or be used as independent networks.

Incorrect Answers:

A: This is the maximum speed of Ethernet and Gig E connections.Section 2: Identify and describe
the purpose of the components in a small wireless network. (Including: SSID, BSS, ESS) (3
guestions)

D: This is the maximum speed supported by the other prevalent wireless standards, 802.11a and
802.11g¢.

QUESTION NO: 365
Which spread spectrum technology does the 802.11b standard define for operation?

A. DSSS and FHSS

B. IR

C.DSSS

D. IR, FHSS, and DSSS
E. FHSS

Answer: C

Explanation:

In telecommunications, direct-sequence spread spectrum (DSSS) is a modulation technique. As
with other spread spectrum technologies, the transmitted signal takes up more bandwidth than the
information signal that is being modulated. The name 'spread spectrum' comes from the fact that
the carrier signals occur over the full bandwidth (spectrum) of a device's transmitting frequency.

QUESTION NO: 366

You and a co-worker have established wireless communication directly between your wireless
laptops. What type of wireless topology has been created?
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A. BSS
B. IBSS
C. SSID
D. ESS

Answer: B

Explanation:

The IBSS network architecture consists of two or more STAs(stations) communicating directly with
each other using 802.11 wireless technology without an AP(Access Point). Most IBSSs are
confined to a small number of STAs, and their primary purpose is to provide a short-lived
communication session for a specific purpose.

QUESTION NO: 367

Three access points have been installed and configured to cover a small office. What term defines
the wireless topology?

A. BSS
B. IBSS
C.ESS
D. SSID

Answer: C

Explanation:

A single wireless AP supporting one or multiple wireless clients is known as a Basic Service Set
(BSS). A set of two or more wireless APs connected to the same wired network is known as an
Extended Service Set (ESS). An ESS is a single logical network segment (also known as a
subnet), and is identified by its SSID

See the Figure:

— ESS

Cestnbution
=
Sysiem

ActualTests

Section 3: Identify the basic parameters to configure on a wireless network to ensure that devices
connect to the correct access point (4 questions)
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QUESTION NO: 368

You have finished physically installing an access point on the ceiling at your office. At a minimum,
which parameter must be configured on the access point in order to allow a wireless client to
operate on it?

A. SSID
B. AES
C. TKIP
D. PSK
E. WEP

Answer: A

Explanation:

SSID (Service Set Identifier) can also be written as ESSID, which is used to distinguish different
networks. It has 32 characters at most, WLAN cards set up different SSID to enter different
networks. SSID is usually broadcast by AP or wireless routers , you can view SSID of the present
area through XP built-in scanning feature .Taking security into consideration, SSID can be not
broadcast, meanwhile users need to set up SSID manually to enter the appropriate network.
Simply speaking, SSID is the name of a local area network, only those computers that set up the
same SSID value can communicate with each other.

QUESTION NO: 369

A single 802.11g access point has been configured and installed in the center of a square office. A
few wireless users are experiencing slow performance and drops while most users are operating
at peak efficiency. What are three likely causes of this problem? (Choose three.)

A. antenna type or direction
B. metal file cabinets

C. mismatched SSID

D. cordless phones

Answer: A,B,D

Explanation:

D: If you have cordless phones or other wireless electronics in your home or office, your computer

might not be able to "hear" your router over the noise from the other wireless devices. To quiet the

noise, avoid wireless electronics that use the 2.8GHz frequency. Instead, look for cordless phones

that use the 5.8GHz or 900MHz frequencies.

A: The antennas supplied with your router are designed to be omni-directional, meaning they
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broadcast in all directions around the router. If your router is near an outside wall, half of the
wireless signals will be sent outside your office, and much of your router's power will be wasted.

£ ""'_..-"d___-_:":‘h.,_ " T , LY R
R Y1) ) A T T T
(AL P A A
‘“a.""‘:—- _.--",.a"" __.-*__d___.r ‘_,“"'
ArctualTests
Standard antenna Hi-gain antenna

Since most users operate at peak efficiency in our example, it could be that a few of the users are
simply placed too far from the antenna, or the antenna is not placed in the center of the office.

B: Metal, walls, and floors will interfere with your router's wireless signals. The closer your router
is to these obstructions, the more severe the interference, and the weaker your connection will be.

QUESTION NO: 370

Refer to the exhibit. What two facts can be determined from the WLAN diagram? (Choose two.)

LAN Backboghe Distribution System

Access point Access point

|

ActualTests

A. The area of overlap of the two cells represents a basic service set (BSS).

B. The area of overlap must be less than 10% of the area to ensure connectivity.
C. The network diagram represents an extended service set (ESS).

D. Access points in each cell must be configured to use channel 1.

E. The two APs should be configured to operate on different channels.

Answer: C,E

QUESTION NO: 371

What are three basic parameters to configure on a wireless access point? (Choose three.)
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A. authentication method
B. RTS/CTS

C. RF channel

D. SSID

Answer: A,C,D

Explanation:

SSID (Service Set Identifier) can also be written as ESSID, which is used to distinguish different
networks. It has 32 characters at most, WLAN cards set up different SSID to enter different
networks. SSID is usually broadcast by AP or wireless routers , you can view SSID of the present
area through XP built-in scanning feature .Taking security into consideration, SSID can be not
broadcast, meanwhile users need to set up SSID manually to enter the appropriate network.
Simply speaking, SSID is the name of a local area network, only those computers that set up the
same SSID value can communicate with each other.

RF is an acronym for Radio Frequency. It is the electromagnetic frequency that can be radiated to
space, frequency range from 300 KHz to 30GHz. RTS/CTS protocol (Request To Send /Clear To
Send) is protocol that requests to send / allows to send, which is equivalent to a handshake
protocol, mainly used to deal with "hidden terminal” problems. " Hidden Stations ": base station A
sends a message to base station B, base C sends message to B too because it fails to detect the
station A. so both A and C send signals to B at the same time, conflict occurs, and the result is
both messages are lost.

Section 4: Compare and contrast wireless security features and capabilities of WPA security
(including: open, WEP, WPA-1/2) (4 questions)

QUESTION NO: 372

Which two statements best describe the wireless security standard that is defined by WPA?
(Choose two.)

A. It specifies the use of dynamic encryption keys that change each time a client establishes a
connection.

B. It specifies use of a static encryption key that must be changed frequently to enhance security.
C. It includes authentication by PSK.

D. It requires that all access points and wireless devices use the same encryption key.

E. It requires use of an open authentication method.

Answer: A,C

Explanation:
WPA is a more powerful security technology for Wi-Fi networks than WEP. It provides strong data
protection by using encryption as well as strong access controls and user authentication. WPA
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utilizes 128-bit encryption keys and dynamic session keys to ensure your wireless network's
privacy and enterprise security. There are two basic forms of WPA:

WPA Enterprise (requires a Radius server) WPA Personal (also known as WPA-PSK) Either can
use TKIP or AES for encryption. Not all WPA hardware supports AES. WPA-PSK is basically an
authentication mechanism in which users provide some form of credentials to verify that they
should be allowed access to a network. This requires a single password entered into each WLAN
node (Access Points, Wireless Routers, client adapters, bridges). As long as the passwords
match, a client will be granted access to a WLAN. Encryption mechanisms used for WPA and
WPA-PSK are the same. The only difference between the two is in WPA-PSK, authentication is
reduced to a simple common password, instead of user-specific credentials. The Pre-Shared Key
(PSK) mode of WPA is considered vulnerable to the same risks as any other shared password
system - dictionary attacks for example. Another issue may be key management difficulties such
as removing a user once access has been granted where the key is shared among multiple users,
not likely in a home environment.

Reference: http://www.dslreports.com/fag/wifisecurity/2.2_WPA

WPA is a standard-based interoperable solution designed to enhance the security of WLAN, which
greatly improves the present and future level of data protection and access control of WLAN. WPA
is evolved from the being developed IEEE802.11i standards and keeps compatible with its former.
WPA can protect WLAN users data with proper deployment , and only the authorized network
users can access the WLAN network.

WPA provides users with a temporary solution. The encryption of this standard adopts TKIP
(Temporary Key Integrity Protocol). There are two authentication modes to choose :one mode
uses 802.1 x protocol to authenticate, the other is known as PSK (Pre-Shared Key ) Mode.

QUESTION NO: 373
According to capabilities of WPA security, which encryption type does WPA2 use?

A. AES-CCMP
B. PSK

C. PPKvia IV
D. TKIP/MIC

Answer: A

Explanation:

(AES-Counter Mode CBC-MAC Protocol) is an encryption algorithm used in 802.11 i security
protocol. It uses AES block encryption algorithm, but the key length is limited to 128. AES-CCMP
combines two complex encryption technologies (counter mode and CBC-MAC) and applies them
to Ethernet frame, thus provide a robust security protocol between moving clients and AP.
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In 2004, the IEEE 802.11i task group responsible for Wi-Fi security for the WLAN provided a
series of recommendations to fix known problems with Wireless Equivalent Privacy (WEP). Its
recommendations included using encryption techniques known as Advanced Encryption Standard
Counter-Mode Cipher Block Chaining (AES-CCMP) or AES for short.

AES is not the end of the story, as the industry had a problem when it moved from WEP to AES.
What could be done, for example, about legacy devices that could not support the upgrade to
AES? The IEEE 802.11i task group recommended using the Temporal Key Integrity Protocol
(TKIP). As a patch, TKIP is not as secure as AES, but it protects against all currently known
attacks.

The urgent need to fix WEP caused the Wi-Fi Alliance to develop security patch recommendations
for Wi-Fi Protected Access (WPA) before the IEEE finalized standards. WPA was drawn from an
early draft of the IEEE 802.11i standard, and there are significant differences between WPA and
TKIP. What is similar is that neither the WPA patch for WEP nor the TKIP patch is as secure as
AES.

The Wi-Fi Alliance later came out with a new security recommendation-WPA, version 2 (WPA2)-to
make WPA consistent with IEEE 802.11i standards. One improvement to WPA2 was the
recommendation to use AES-CCMP encryption mode . WPA2 has thus become synonymous with
AES.

The table below summarizes the different encryption algorithms used for WLAN privacy.
Reference: http://www.convergedigest.com/bp-bbw/bpl.asp?ID=465&ctgy=Mesh

QUESTION NO: 374
What is one reason that WPA encryption is preferred over WEP?

A. The values of WPA keys can change dynamically while the system is used.

B. WPA key values remain the same until the client configuration is changed.

C. The access point and the client are manually configured with different WPA key values.
D. A WPA key is longer and requires more special characters than the WEP key.

Answer: A

Explanation:

WEP is security mechanism that encrypts grouping information between Access Point and Client
in RC4 mode. Password is easily cracked. The encryption key that WEP uses includes the 40 bits
(104 bits) general key that both receiver and sender predefined, and the 24 bits encryption key (IV
key) that sender defined for each group. However, in order to tell communication object the IV key,
IV key is embedded in the grouping information directly and sent out without encryption. If
wiretapping, collecting some certain 1V key grouping information and then analyze, even secret
general key will be worked out.
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WPA is a new mechanism that takes up basic WEP principle while solves its shortcomings. With
WPA, even if you collect grouping information and analyze it, you will never work out its general
key.

QUESTION NO: 375

Which two practices help secure the configuration utilities on wireless access points from
unauthorized access? (Choose two.)

A. configuring traffic filtering

B. changing the mixed mode setting to single mode
C. configuring a new administrator password

D. assigning a private IP address to the AP

E. changing the default SSID value

Answer: C,E

Explanation:

To add new wireless network access point and to ensure that unauthorized access can not
penetrate, you may set a new administrator password after the access of new AP;

Service Set Identifier technology: this technology can divide a wireless LAN into several subnets
that need different Authentication, each subnet needs an independent authentication, users will
enter the corresponding network only if they pass through the authentication, and unauthorized
users are unable to access to the network. In other words, SSID is the name of your wireless
network. It should be noted that the wireless router or AP from the same vender uses the same
SSID. Once attackers who seek for illegal connection use of generic initialization string to connect
the wireless network, they will easily set up an illegal connection, and bring threat to our wireless
network. Therefore, it is suggested that you name your SSID a personalized name.

SSID is a common network name for the devices in a WLAN system that creates the wireless
LAN. An SSID prevents access by any client device that doesn't have the SSID. The main security
concern is that, by default, an access point broadcasts it's SSID in its beacon many times a
second. And even if SSID broadcasting is turned off, a hacker can discover the SSID by
monitoring the network and just waiting for a client response to the access point. To secure the
Wireless Access Point (AP) from unauthorized access set the SSID manually and change the
administrator password.

Section 5: Identify common issues with implementing wireless networks. (Including: Interface,
missconfiguration) (4 questions)

QUESTION NO: 376
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Which two devices can interfere with the operation of a wireless network because they operate on
similar frequencies? (Choose two.)

A. toaster

B. IP phone

C. AM radio

D. cordless phone
E. microwave oven
F. copier

Answer: D,E

Explanation:
The microwave and cordless phone in the 2.4GHz spectrum band will interfere with the operation
of a wireless network.

QUESTION NO: 377

Which additional configuration step is necessary in order to connect to an access point that has
SSID broadcasting disabled?

A. Set the SSID value in the client software to public.

B. Configure open authentication on the AP and the client.

C. Set the SSID value on the client to the SSID configured on the AP.

D. Configure MAC address filtering to permit the client to connect to the AP.

Answer: C

QUESTION NO: 378

As the network administrator, you need to add a wireless access point to a new office, which
additional configuration step is necessary in order to connect to an access point that has SSID
broadcasting disabled?

A. Set the SSID value in the client software to public.

B. Configure open authentication on the AP and the client.

C. Configure MAC address filtering to permit the client to connect to the AP.
D. Set the SSID value on the client to the SSID configured on the AP.

Answer: D

Explanation:
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SSID (Service Set Identifier) can also be written as ESSID, which is used to distinguish different
networks and has 32 characters at most , WLAN cards set up different SSID to enter different
networks. SSID is usually broadcast by AP, you can view SSID of the present area through XP
built-in scanning feature .Taking security into consideration, SSID can be not broadcast,
meanwhile users need to set up SSID manually to enter the appropriate network. In simple terms,
SSID is the name of a local area network, only those computers that set up the same SSID values
can communicate with each other.

QUESTION NO: 379

Which wireless LAN design ensures that a mobile wireless client will not lose connectivity when
moving from one access point to another?

A. utilizing MAC address filtering to allow the client MAC address to authenticate with the
surrounding APs

B. using adapters and access points manufactured by the same company

C. overlapping the wireless cell coverage by at least 10%

D. configuring all access points to use the same channel

Answer: C

Explanation:

To ensure that wireless users will not lose connectivity when moving from the initial access point
to a new access point, we have to ensure that the two access point has at least 10 percent
coverage.

QUESTION NO: 380

Which type of attack is characterized by a flood of packets that are requesting a TCP connection
to a server?

A. brute force

B. denial of service
C. Trojan horse

D. reconnaissance

Answer: B

Explanation:

DDoS is short for Distributed Denial of Service. It can be interpreted that all actions leading to
legitimate users being not able to access normal network services are regarded as denial of
service attacks, in other words, the purpose of denial of service attack is very clear: that is to block
legitimate users from accessing normal network services in order to achieve attacker??s ulterior
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motives. There are differences between DDoS and DOS, although both of them are denial of
service attack. The attack strategies adopted by DDoS focus on sending a large number of
seemingly legitimate network packets to attacked hosts through many "zombie hosts" (hosts are
attacked or can be used indirectly), resulting in network congestion or server resources exhausted
and finally refusing to provide services. Once distributed denial of service attacks are
implemented, attacking network packets will pour into attacked hosts and flood network packets of
legitimate users, thus the legitimate users can't access network resources of servers properly.
Denial of service attack is also called 'flood attack'. The most common DDoS attack methods are
SYN Flood??ACK Flood??UDP Flood??ICMP Flood??TCP Flood??Connections Flood??Script
Flood??Proxy Flood etc; while DOS emphasizes on using specific loopholes of hosts to make
network stack fail, system crash and host crash, thus unable to provide normal network services,
and finally deny services.

QUESTION NO: 381
What should be part of a comprehensive network security plan?

A. Minimize network overhead by deactivating automatic antivirus client updates.

B. Encourage users to use personal information in their passwords to minimize the likelihood of
passwords being forgotten.

C. Delay deployment of software patches and updates until their effect on end-user equipment is
well known and widely reported.

D. Physically secure network equipment from potential access by unauthorized individuals.

E. Allow users to develop their own approach to network security.

Answer: D

Explanation:

Computer systems and networks are vulnerable to physical attack; therefore, procedures should
be implemented to ensure that systems and networks are physically secure. Physical access to a
system or network provides the opportunity for an intruder to damage, steal, or corrupt computer
equipment, software, and information. When computer systems are networked with other
departments or agencies for the purpose of sharing information, it is critical that each party to the
network take appropriate measures to ensure that its system will not be physically breached,
thereby compromising the entire network. Physical security procedures may be the least
expensive to implement but can also be the most costly if not implemented. The most expensive
and sophisticated computer protection software can be overcome once an intruder obtains
physical access to the network.

Section 2: Explain general methods to mitigate common security threats to network devices, hosts,
and applications (1 question)
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QUESTION NO: 382

What are two recommended ways of protecting network device configuration files from outside
network security threats? (Choose two.)

A. Allow unrestricted access to the console or VTY ports.

B. Use a firewall to restrict access from the outside to the network devices.

C. Always use Telnet to access the device command line because its data is automatically
encrypted.

D. Use SSH or another encrypted and authenticated transport to access device configurations.
E. Prevent the loss of passwords by disabling password encryption.

Answer: B,D

Explanation:

Whenever the trusted (inside) part of the network connects to an untrusted (outside, or internet)
network, the use of a firewall should be implemented to ensure only legitimate traffic is allowed

within the enterprise. SSH is a secure alternative to telnet that encrypts the traffic so that data

carried within can not be "sniffed.” It is always recommended to use SSH over telnet whenever
possible.

Section 3: Describe the functions of common security appliances and applications (1 question)

QUESTION NO: 383
What are two security appliances that can be installed in a network? (Choose two.)

A. IDS
B. 10S
C. ATM
D. IOX
E. SDM
F.IPS

Answer: AF

Explanation:

IDS is an abbreviation of "Intrusion Detection Systems", which means to detect the operation
status of network and system according to some security policy, and find every kind of intrusion
attempts, intrusion actions or intrusion results, to enhance the confidentiality, integrality and
usability.

IPS(Intrusion Prevention System) is between firewall and network devices. When attacks
detected, IPS would stop this malicious communication before the diffusion of this attack to other
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areas.
Section 4: Describe security recommended practices including initial steps to secure network
devices (1 question)

QUESTION NO: 384
What are three valid reasons to assign ports to VLANs on a switch? (Choose three.)

A. to make VTP easier to implement

B. to isolate broadcast traffic

C. to increase the size of the collision domain

D. to allow more devices to connect to the network
E. to logically group hosts according to function

F. to increase network security

Answer: B,E,F

QUESTION NO: 385
When are packets processed by an inbound access list?

A. after they are routed to an outbound interface

B. before and after they are routed to an outbound interface

C. before they are routed to an outbound interface

D. after they are routed to an outbound interface but before being placed in the outbound queue

Answer: C

Explanation:

For inbound ACL, before the router forwards groups to other interface, the router will compare
group and interface ACL. ACL statement will process in top-down order, until a match item is

found; the follow-up statement will no longer be handled. If no matching item is found in ACL,

groups will be discarded (implicit refusal).

When a packet is received on an interface with an inbound access list configured, the packets are
matched against the access list to determine if they should be permitted or denied. After this
check, the packets are processed by the routing function. The access list check is always done
first.

Incorrect Answers:

A: The packets are always processed by the inbound access list prior to being routed.

B: All packets are always checked against a specific access list only once. While packets
traversing through a router may be checked against different access lists for each interface and in
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each direction (inbound and outbound), each access list is always only consulted once.
D: The packets are always processed by the inbound access list prior to being routed.

QUESTION NO: 386

What three pieces of information can be used in an extended access list to filter traffic? (Choose
three.)

A. VLAN number

B. TCP or UDP port numbers

C. source switch port number

D. source IP address and destination IP address

E. protocol

F. source MAC address and destination MAC address

Answer: B,D,E

Explanation:

1. A standard access control list filters traffic based on source IP addresses.

2. An extended access control list filters traffic based on source IP addresses and destination IP
addresses, protocols, TCP or UDP port numbers.

QUESTION NO: 387 DRAG DROP

In order to enhance the security of the enterprise network, the network administrators use
ACL(Access Control lists). What are two reasons that the network administrator would use access
lists?
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Explanation:
The purposes for setting ACLs on a router are controlling vty access into a router and filtering
traffic as it passes through a router.

2 |
ActualTests

I

Access Control List (ACL) can be used to affect traffic transmitted from one port to another. It
acquired its name due to having filtering capability when traffic flows in and out of interface and it
also can be used for other purposes, such as:

* Place restrictions on accessing router Telnet (VTY).

* Filter routing information.

* Distinguish precedence of WAN traffic by queuing technology.
* Trigger calls through the Dial-on-demand routing (DDR).

* Change administrative distance of routing

QUESTION NO: 388
What are two reasons that a network administrator would use access lists? (Choose two.)

A. to filter traffic that originates from the router

B. to replace passwords as a line of defense against security incursions
C. to control vty access into a router

D. to filter traffic as it passes through a router

E. to control broadcast traffic through a router

Answer: C,.D

Explanation:

The purposes for setting ACLs on a router are controlling vty access into a router and filtering
traffic as it passes through a router.

Section 2: Configure and apply ACLs based on network filtering requirements. (including:
CLI/SDM) (10 question)

QUESTION NO: 389

Refer to the exhibit. The FMJ manufacturing company is concerned about unauthorized access to
the Payroll Server. The Accountingl, CEO, Mgrl, and Mgr2 workstations should be the only
computers with access to the Payroll Server. What two technologies should be implemented to
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help prevent unauthorized access to the server? (Choose two.)

A. STP

B. access lists

C. VTP

D. VLANs

E. wireless LANs

F. encrypted router passwords

Answer: B,D

Explanation:
Group these workstations into the same VLAN and use access control lists to set the access
authority of the VLAN.

QUESTION NO: 390

Based on this information, which of the following access list statements are necessary to allow
FTP access to the HR server from the Internet while blocking all other traffic? (Select two.)
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Denmark Sweden

Art Department HR Server

192.168.43.0/24 192.168.44.252/24

A. access-list 101 permit tcp 192.168.44.252 0.0.0.0 any eq 21
B. access-list 101 permit tcp any 192.168.44.252 0.0.0.0 eq 20
C. access-list 101 permit tcp 192.168.44.252 0.0.0.0 any eq 20
D. access-list 101 permit tcp any 192.168.44.252 0.0.0.0 eq 21

Answer: B,D

Explanation:

Access Control List (ACL) is the directive list used in router interface. These lists of instructions
are to tell the router which data packets can be received, and which should be rejected. As for
whether the packet will be received or rejected, it is determined by particular instructive conditions
such as source address, destination address, port number, and so on.

FTP uses two ports: TCP port 20 and TCP port 21. you want to allow all hosts (ANY) to access
the HR server (192.168.44.252 0.0.0.0) through ftp (eq 20 & eq 21) and the implicit deny any rule
will block everything else.

QUESTION NO: 391

As the network administrator, you have been instructed to prevent all traffic originating on the
Router 1 LAN from entering the router2. Which the following command would implement the
access list on the interface of router2?
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192.168.45.0 192.168.46.0

e
Routert 172.17.0.0
Route tualTests

L

A. access-list 101 out

B. ip access-group 101 out
C. access-list101 in

D. ip access-group101 in

Answer: D

QUESTION NO: 392

The following access list below was applied outbound on the EO interface connected to the
192.169.1.8/29 LAN:

access-list 135 deny tcp 192.169.1.8 0.0.0.7 eq 20 any
access-list 135 deny tcp 192.169.1.8 0.0.0.7 eq 21 any

How will the above access lists affect traffic?

A. FTP traffic from 192.169.1.9 to any host will be denied.
B. All traffic exiting EO will be denied.

C. All FTP traffic to network 192.169.1.9/29 will be denied.
D. No traffic, except for FTP traffic will be allowed to exit EO.
E. FTP traffic from 192.169.1.22 will be denied.

Answer: B

Explanation:

When an access list is created, an implicit deny all entry is created at the end. Therefore, each
access list created needs to have at least one permit statement, otherwise it will have the effect of
prohibiting all traffic. If the intent in this example was to block only certain hosts from being able to
FTP, then the following line should have been included at the end of the access list:

Router(config)#access-list 135 permit ip any any

QUESTION NO: 393

"Pass Any Exam. Any Time." - www.actualtests.com 313



Cisco 640-802: Practice Exam

Refer to the graphic. It has been decided that workstation1 should be denied access to Serverl.
Which of the following commands are required to prevent only workstation1 from accessing
Serverl while allowing all other traffic to flow normally? (Choose two.)

workstation 1 Sarver
\ 1 [ @
Switch3
% Fa0i0 Fa0/1 ActusEFast
172.16.161.150/24 172.16.162.163/24

A. ROUTER1(config)# interface fa0/0

ROUTERZ1(config-if)# ip access-group 101 out

B. ROUTER1(config)# access-list 101 deny ip 172.16.161.150 0.0.0.255 172.16.162.163 0.0.0.0
ROUTERZ1(config)# access-list 101 permit ip any any

C. ROUTER1(config)# interface fa0/0

ROUTERZ1(config-if)# ip access-group 101 in

D. ROUTERZ1(config)# access-list 101 deny ip host 172.16.161.150 host 172.16.162.163
ROUTERZ1(config)# access-list 101 permit ip any any

Answer: C,D

Explanation:

Taking security into consideration, you will implement access control on router ROUTER1. When
the traffic coming from workstationl to Serverl crosses the router ROUTERL1, it will be refused,
but all other traffic than this can cross ROUTER1 normally. Therefore, in the configuration of
access list, it is needed to deny datagrams from the specified source to the specified destination
and allow all other datagrams to cross.

1.The standard Access Control List should be placed near to the source.

2.Extended Access Control List should be placed near to the destination.

There are two solutions to issue this problem:

1.Apply access list to interface fa0/0 in the inbound direction.

ROUTERZ1(config)# access-list 101 deny ip host 172.16.161.150 host 172.16.162.163
ROUTERZ1(config)# access-list 101 permit ip any any

ROUTERZ1(config)# interface fa0/0

ROUTERZ1(config-if)# ip access-group 101 in

ROUTERZ1(config-if)# exit

2.Apply access list to interface fa0/1 in the outbound direction.

ROUTERZ1(config)# access-list 101 deny ip host 172.16.161.150 host 172.16.162.163
ROUTERZ1(config)# access-list 101 permit ip any any

ROUTERZ1(config)# interface fa0/1

ROUTERZ1(config-if)# ip access-group 101 out

ROUTERZ1(config-if)# exit

Both methods will be used in the actual work. But the company will advise you to use the first
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method on the basis of savings routing resources. However, in the examination environment,
please complete the steps of answering questions according to options provided. We remind you
that the examination environment and the actual environment are not exactly the same.

To block communication between Workstation A and Server 1, we have to configure Extended
Access List.

To define an extended IP access list, use the extended version of the access-list command in
global configuration mode. To remove the access lists, use the no form of this command.

access-list access-list-number [dynamic dynamic-name [timeout minutes]] {deny | permit} protocol
source source-wildcard destination destination-wildcard

Source Address will be of the Workstation A i.e. 172.16.161.150 and destination address will be of
the Server 1i.e. 172.16.162.163.

The access list will be placed on the FAQ/O of Router Routerl.

QUESTION NO: 394

Refer to the graphic. Assuming the following goals:

1) allow Telnet from the Internet to the HR server
2) allow HTTP access from the Internet to the web server
3) all other traffic from the Internet should be blocked

Which of the following access list statements are necessary to accomplish these goals? (Select
two.)
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~

Internet

Hong Kong Singapore

HR Server Wek-BRrvet::
172.17.17.252/24 172.17.18.252/24,

Production Department
172.16.16.0/24

A. access-list 101 permit tcp any 172.17.17.252 0.0.0.0 eq 23
B. access-list 101 permit tcp any 172.17.18.252 0.0.0.0 eq 80
C. access-list 101 deny tcp any 172.17.18.252 0.0.0.0 eq 80
D. access-list 1 permit tcp any 172.17.17.252 0.0.0.0 eq 23

Answer: A,B

Explanation:

Extended ACL has the ability of filtering based on source and destination addresses, with which
you can prevent the sending station from visiting some specific receiving station and at the same
time, allow access to other resources. Extended ACL can also filter in accordance with protocol
(such as port number). Extended ACL number scope is: 100-199 and 2000-2699.

Because of the implicit deny rule at the end of every access list, only two choices need to be
made, as the final requirement is automatic.

A. This is correct as we need to allow the access list to allow port 80 connections (port 80 =
HTTP) from anywhere, to the web server's IP address.

F. This will fulfill the first requirement, as it allows port 23 (Telnet) traffic from anywhere.
Incorrect Answers:

D: The answer asks you to create an access list, a single one. The answer choices require you to
choose two answers. For two statements to be on the same list, you need them to have the same
number. So answer choice B can be ruled out by process of elimination. In addition to this, access
list 1 is an illegal number, since we need an extended access list to use source and destination
information, and extended access lists are in the 100-199 range.
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QUESTION NO: 395

A network administrator wants to add a line to an access list that will block only Telnet access by
the hosts on subnet 192.168.1.128/28 to the server at 192.168.1.5. What command should be
issued to accomplish this task?

A. access-list 1 deny tcp 192.168.1.128 0.0.0.15 host 192.168.1.5 eq 23
access-list 1 permit ip any any

B. access-list 101 deny tcp 192.168.1.128 0.0.0.240 192.168.1.5 0.0.0.0 eq 23
access-list 101 permit ip any any

C. access-list 1 deny tcp 192.168.1.128 0.0.0.255 192.168.1.5 0.0.0.0 eq 21
access-list 1 permit ip any any

D. access-list 101 deny tcp 192.168.1.128 0.0.0.15 192.168.1.5 0.0.0.0 eq 23
access-list 101 permit ip any any

Answer: D

Explanation:

Only choice specifies the correct TCT port and wildcard mask, and uses a valid access list
number.

Incorrect Answers:

A: Access list 1 is used for these choices, which is a standard access list. In this example, an
extended access list is required. Choice C also specifies port 21, which is used by FTP not Telnet.
B: These choices use an incorrect wildcard mask of 0.0.0.240. It should be 0.0.0.15 for a /28
subnet.

C: Access list 1 is used for these choices, which is a standard access list. In this example, an
extended access list is required. Choice C also specifies port 21, which is used by FTP not Telnet.

QUESTION NO: 396

You are securing a network and want to apply an ACL (access control list) to an interface of a
router. Which one of the following commands would you use?

A. apply access-list 101 out
B. ip access-group 101 out
C. access-class 101 out

D. permit access-list 101 out

Answer: B

Explanation:

Access Control List (ACL) is the instruction list that is applied to the router interface . These
instruction lists tell routers which data packets can be received and which data packets should be
denied. Whether the data packets will be received or denied can be determined by such desired
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conditions as the source address, the destination address, port numbers and so on.

The steps to establish the Access Control List (ACL) are as follows:

Step 1: Set parameters for this access list test statement (which can be one of several
statements).

Router(config)#access-list access-list-number {permit | deny} {test conditions}

Step 2: Enable an interface to use the specified access list.
Router(config-if)#{protocol} access-group access-list-number {in | out}

Standard IP lists (1-99)

Extended IP lists (100-199)

QUESTION NO: 397

Which IP address and wildcard mask would you use in your ACL to block all the hosts in the
subnet 192.168.16.43/287?

A. 192.168.16.43 0.0.0.212
B. 192.168.16.32 0.0.0.15
C.192.168.16.32 0.0.0.16
D. 192.168.16.0 0.0.0.31

Answer: B

Explanation:
Since there are 28 bits in the subnet mask, we can find the inverse mask by reversing the 1's and
0's.

/28 = 11111111.11111111.11111111.11110000
/28 Inverse = 00000000.00000000.00000000.00001111 = 192.168.16.32/15

The address 192.168.16.32 and the wildcard mask 0.0.0.15 is the correct answer as shown. This
will match all addresses in the 192.168.16.32-192.168.16.47 range.

QUESTION NO: 398

An access list has been designed to prevent HTTP traffic from the Accounting Department from
reaching the HR server attached to the Holyoke router. Which of the following access lists will
accomplish this task when grouped with the e0 interface on the Chicopee router?

Exhibit:
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Chicopee Holyoke Ware

Accounting Department HR Server Weh Server
172.16.16.0/24 172.17.17252/24 172,178 ah8515

A. permit ip any any

deny tcp 172.16.16.0 0.0.0.255 172.17.17.252 0.0.0.0 eq 80

B. permit ip any any

deny tcp 172.17.17.252 0.0.0.0 172.16.16.0 0.0.0.255 eq 80
C.denytcp 172.17.17.252 0.0.0.0 172.16.16.0 0.0.0.255 eq 80
permit ip any any

D. deny tcp 172.16.16.0 0.0.0.255 172.17.17.252 0.0.0.0 eq 80
permit ip any any

Answer: D

Explanation:

The HTTP service establishes connection through the TCP protocol. To prevent HTTP traffic from
the Accounting Department from reaching the HR server attached to the Holyoke router, reject all
the TCP requests from the Accounting department to the 80 port and reject all the TCP connection
requests from the HR server to the Accounting department.

Section 3: Configure and apply an ACLs to limit telnet and SSH access to the router using

(including: SDM/CLI) (4 question)

QUESTION NO: 399

The network topology exhibit is shown below:
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ISP

192.168.1.1

w.l

10.1.21 10.1.22 10.1.2.3 10.1.1.1 10.1.1.2 10113
RA{config)#® access-list 2 permit 10.1.1.0 ﬂ.ﬂ.ﬂ.2551|
ests

RA{config)# line vty 0 4 Actual
RA{config-line)® accessclass 2 in

Why would the network administrator configure RA in this manner?

A. To give students access to the internet

B. To prevent students from accessing the command prompt of RA
C. To prevent administrators from accessing the console of RA

D. To give administrators access to the internet

E. To prevent students from accessing the internet

F. To prevent students from accessing the Admin network

Answer: B

Explanation:
An ACL is configured on RA to allow users on the 10.1.1.0/24 network to access VTY line of RA
and to prevent the access of other users.

QUESTION NO: 400

Refer to the exhibit. The access list has been configured on the S0/0 interface of router RTB in the
outbound direction. Which two packets, if routed to the interface, will be denied? (Choose two.)

access-list 101 deny tcp 192.168.15.32 0.0.0.15 any eq telnet
access-list 101 permit ip any any
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192.168.15.6/30  192.168.15.5/30
. S0/0

Fa0:/0
192.168.15.33

Fa0/0
192.168.15.49

192.168.15.32/29 192.168.15.40/29

Telnat
Server ArtualTests

A. source ip address:, 192.168.15.36 destination port: 23
B. source ip address:, 192.168.15.41 destination port: 21
C. source ip address:, 192.168.15.49 destination port: 23
D. source ip address: 192.168.15.46; destination port: 23
E. source ip address: 192.168.15.5; destination port: 21

F. source ip address:, 192.168.15.37 destination port: 21

Answer: A,D

Explanation:

From the access control list, we know that the denied network segment is 192.168.15.32 0.0.0.15,
that is, 192.168.15.32/28 ---192.168.15.32~192.168.15.47. Telnet requests from a host in this
network segment will be denied.

QUESTION NO: 401

Recently, unauthorized users have used Telnet to gain access to the company router. As the
network administrator, you want to configure and apply an access list to allow Telnet access to the
router, but only from your computer. Please consider the problem carefully, which group of
commands would be the best choice to allow only the IP address 172.16.3.3 to have Telnet
access to the router?

A. access-list 101 permit tcp any host 172.16.3.3 eq telnet
interface sO/0

ip access-group 101 in

B. access-list 3 permit host 172.16.3.3

line vty 0 4

ip access-group 3 in

C. access-list 3 permit host 172.16.3.3

line vty 0 4
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access-class 3in

D. access-list 101 permit tcp any host 172.16.3.3 eq telnet
access-list 101 permit ip any any

interface s0/0

ip access-group 101 in

Answer: C

Explanation:

To restrict incoming and outgoing connections between a particular vty (into a Cisco device) and
the addresses in an access list, use the access-class command in line configuration mode.
Example:

The following example defines an access list that permits only hosts on network 192.89.55.0 to
connect to the virtual terminal ports on the router:

access-list 12 permit 192.89.55.0 0.0.0.255

linel5

access-class 12 in

Reference:
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference_chapter
09186a00800873c8.html#wp1017389

QUESTION NO: 402

Exhibit:
access-list 101 deny tcp 5.1.1.10 0.0.0.0 5.1.3.0 0.0.0.255 eq telnet
access-list 101 permit ip any any

The access control list shown in the graphic has been applied to the Ethernet interface of router
TK1 using the ip access-group 101 in command. Which of the following Telnet sessions will be
blocked by this ACL? (Choose two.)

R R5 AR

51.1.8/24 51110724 51.210/24 51220/24 513.8/24 5.1.3.10/24
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A. from host B to host 5.1.3.8

B. from host A to host 5.1.1.10
C. from host A to host 5.1.3.10
D. from host B to host 5.1.2.10

Answer: A,C

Explanation:
All the telnet sessions from the single host (host B) to any device in the 5.1.3.0/24 network will be
denied, while all other traffic will be permitted as specified by the second line in access list 101.

"Access-list 101 deny tcp 5.1.1.8 0.0.0.3 5.1.3.0 0.0.0.255 eq telnet" means: deny all telnet dialog
from the network segment 5.1.1.8 - 5.1.1.10/24 to network segment 5.1.3.0/24
From the chart above, the refused dialogs are:

from host 5.1.1.8/24 to host 5.1.3.8;
from host 5.1.1.8/24 to host 5.1.3.10;
from host 5.1.1.10/24 to host 5.1.3.8;
from host 5.1.1.10/24 to host 5.1.3.10.

Section 4: Verify and monitor ACLs in a network environment (7 question)

QUESTION NO: 403

An inbound access list has been configured on a serial interface to deny packet entry for TCP and
UDP ports 21, 23 and 25. What types of packets will be permitted by this ACL? (Choose three.)

A. HTTP
B. FTP
C. POP3
D. Telnet
E. SMTP
F. DNS

Answer: A,C,F

Explanation:

The most often used port numbers of TCP/UDP are as follows:
The port numbers of TCP:

20 FTP data

21 FTP control

23 Telnet

25 SMTP
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53 DNS

80 WWWwW

100 POP3

The port numbers of UDP
53 DNS

69 TFTP

161 SNMP

Note: DNS uses TCP to perform Zone Transfers and UDP to query name .
The ACL created on the router denied the traffic from the ports 21,23,25, thus allowing these three
types of traffic such as DNS, POP3, HTTP to cross .

QUESTION NO: 404 DRAG DROP

A host wilh the address of 192.168.125.34 /27 needs lo be denied access to all hosls outside its cwn subnet. To
accomplish this, complete the command in brackets, [ access-list 100 deny protoce! address mask any |, by dragging
the appropriate aptions on the left to their correct placeholders on the right.
[ 0000 ‘ prafocol
I 1921681250 ‘ | |
[ 10216812532 ‘ adaress
[ 192168.12534 ‘ | I
mazk
[ 255 255 255 255 \ | |
I p |
| p |
ActualTests
l e |

Answer:

A host with the address of 192.168.125.34 /27 needs to be denied access to all hosls outside its cwn subnet. To
accomplish this, complete the command in brackets, [ access-list 100 deny protoce! address mask any |, by dragging
the appropriate aptions on the left to their correct placeholders on the right.

[ 0000 ‘ profocol

l 1921681250 ‘ o

[ 182,168 12532 ‘ . N—
E 192.168.125 24

[ 192168 12524 ‘

[ 255.255.265255 | e
[ 0000

| e \

| = |

l | ActualTests

udp

Explanation:
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-:?::I;l.'-i-’ESS

| 192168 12524 |

mask

Abh:rﬁﬂ'-eetj-
Q0.0

QUESTION NO: 405 DRAG DROP

Answer added from Engine.The Missouri branch office router is connected through its sO interface
to the Alabama Headquarters router sl interface.The Alabama router has two LANs. Missouri user
obtain internet access through the Headquarters router. The network interfaces in the topology are
addressed as follows:

Missouri: e0-192.168.35.33/28;

Alabama: e0-192.168.35.49/28

e1-192.168.35.65/28

s1-192.168.35.34/28

The accounting server has the address of 192.168.35.66/28.Match the access list conditions on
the left with the goals on the right.(Not all options on the left are used.)

| Deny Ip 192.168.35.55 0.0.0.0 host 182.168.35.66 | Block only the users attached to the el Interface of the
Migsouri router from access to the aceounting server

| Deny ip 192.168.35.16 0.0.0.15 host 192,168.35.66 |

Block a user from the Alabama a0 network from
access to the accounting sarver,

[ Parmit ip any any [

Provent all users from outside the entereEde hiAEER
[ Permit Ip 192.188.35.0 0.0.0 255 host 192 168.35 86 [ from accessing the Accounting Serwer,
Answer:

Deny Ip 192.168.35.55 0.0.0.0 host 192.168.35.66 - - P . . .
| il = | Dany ip 192,168.35.16 0.0.0.15 host 192, 168.35.66

| Deny ip 192.168.35.16 0.0.0.15 host 192.168.35.66 |

Deny Ip 102.168.35.55 0.0.0.0 host 192.168.35.66

[ Permit ip any any [

| Permit Ip 192.168.35.0 0.0.0.255 host Yoo 84 bEGLS
[ Permit Ip 192.168.35.0 0.0.0 255 host 192 168.35.66 [ = =

Explanation:
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Deny Ip 192.168.35.55 0.0.0.0 host 1921683566 ] | Deny Ip 192.168.35.16 0,0.0.15 host 192,188.35.66 ]

e S T

Deny Ip 192.168.35.16 0.0.0.15 host 192.168.35.86 1 vemeeape—— . (N e, o S0

Parmit ip any any

Pesmit kp 192.168.35.0 0.0.0.255 host 192.168.35.66 i

QUESTION NO: 406

On your newly installed router, you apply the access list illustrated below to interface Ethernet O on
a router.

The interface is connected to the 192.168.1.8/29 LAN.

access-list 123 deny tcp 192.168.166.18 0.0.0.7 eq 20 any

access-list 123 deny tcp 192.168.166.18 0.0.0.7 eq 21 any

How will the above access lists affect traffic?

A. All traffic will be allowed to exit EO except FTP traffic.

B. FTP traffic from 192.168.166.19 to any host will be denied.

C. All traffic exiting EO will be denied.

D. All FTP traffic to network 192.168.166.18/29 from any host will be denied.

Answer: C

Explanation:

Access Control List (ACL) is the directive list used in router interface. These instructive lists are to
tell the router which data packets can be received, and which should be rejected. As for whether
the packet will be received or rejected, it is determined by particular instructive conditions such as
source address, destination address, port number, and agreement.

By default every access list contains an implicit deny statement at the end. Because of this, only
an access list that contains at least one permit statement will be useful. In this example there is

no permit statement, so it will deny all traffic exiting EO Interface.

Incorrect Answers:

A: It will deny everything, including FTP and telnet traffic.

B: It will deny all traffic in addition to the condition mentioned in these answers, because there is
no permit statement at the end.

D: It will deny all traffic in addition to the condition mentioned in these answers, because there is
no permit statement at the end.
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QUESTION NO: 407

Which of the following statements regarding the use of multiple access lists are valid when
configuring a single interface on a Cisco router?

A. One access list may be configured per direction for each Layer 3 protocol configured on an
interface.

B. Application of up to three access lists per protocol to a single interface.

C. The maximum number allowed varies due to RAM availability in the router.

D. No more than two access lists per interface.

Answer: A

Explanation:

For each interface, one access list for each protocol (IP, IPX, etc) can be applied in the inbound
direction, and one for the outbound direction.

Incorrect Answers:

D: It is true that no more than two access lists can be applied per interface (inbound and
outbound). However, this applies per layer 3 protocol, so it is possible to configure more than 2
access lists per interface.

QUESTION NO: 408

An access list was written with the four statements shown in the graphic. Which single access list
statement will combine all four of these statements into a single statement that will have exactly
the same effect?

access—1ist 10 permit 172.29.16.0 0.0.0.255
access—1ist 10 permit 172.25.17.0 0.0.0.255
access-1ist 10 permit 172.259.158.0 ActuaTests
access-1ist 10 permit 172.29.15%.0 0.0.0.255

. access-list 11 permit 172.29.161.0 0.0.1.255

. access-list 11 permit 172.29.161.0 0.0.0.255

. access-list 10 permit 172.29.16.0 0.0.3.255

. access-list 11 permit 172.29.161.0 0.0.15.255

OO0 w>

Answer: C

Explanation:

172.29.16.0 0.0.3.255 is an aggregate address for those 4 networks. If you would write all these
addresses in binary form and will mark the equal part, than you will see that it is

172.29.16.0 0.0.3.255 is the correct wildcard mask as it will aggregate these four contiguous ACL
statements.
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QUESTION NO: 409
Which command shows if an access list is assigned to an interface?

A. show ip interface [interface] access-lists
B. show ip access-lists interface [interface]
C. show ip interface [interface]

D. show ip access-lists [interface]

Answer: C

Explanation:
Section 5: Troubleshoot ACL issues (2 question)

QUESTION NO: 410

What is the effect of the following access list condition?

access-list 101 permit ip 10.25.30.0 0.0.0.255 any

A. permit all packets matching the host bits in the source address to all destinations

B. permit all packets from the third subnet of the network address to all destinations

C. permit all packets matching the last octet of the destination address and accept all source
addresses

D. permit all packets to destinations matching the first three octets in the destination address
E. permit all packets matching the first three octets of the source address to all destinations

Answer: E

Explanation:

Standard IP Access Control Lists: a Standard IP Access Control List will match the source address
or part of the source address within IP packet; it may refuse or allow the matched packet. The
Access Control List with No. range from 1 to 99 is the Standard IP Access Control List. Extended
IP Access Control List: Extended IP Access Control List has more matching options than Standard
IP Access Control Lists, including protocol type, source address, destination address, source end,
destination end, connections establishing and IP priority, and so on. The access control list with
No. range from 100 to 199 is Extended IP Access Control Lists. Named IP Access Control Lists:
Named IP Access Control List is so called because list name is used instead of list number upon
the definition of IP Access Control Lists.
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QUESTION NO: 411

For security reasons, the network administrator needs to prevent pings into the corporate networks
from hosts outside the internetwork. Which protocol should be blocked with access control lists?

A. ICMP
B. UDP
C.TCP
D.IP

Answer: A

Explanation:

Ping packets use the ICMP protocol; therefore, the ICMP protocol should be blocked with access
control lists.

Section 6: Explain the basic operation of NAT (4 question)

QUESTION NO: 412

Study the exhibit carefully. NAT has been used for converting all the IP addresses on the internal
network to the single address 128.107.1.1 as traffic is routed toward the Internet. Which of these
statements accurately describes what will happen when the IP traffic returns from the Internet
destined for hosts on the internal network?

172.16.0.0M16

Internal network W
ArtualTests

A. IR will convert the source IP addresses of all packets before forwarding them onto the internal
network.

B. ER will translate the destination IP addresses of all packets before forwarding them to IR.

C. ER will require a route to 172.16.0.0/16 in its routing table to properly direct the traffic.

D. ER can use the directly connected interface on the 128.107.1.0/27 network to route return

traffic to its originators.
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Answer: D

QUESTION NO: 413

Refer to the exhibit. What statement is true of the configuration for this network?

'I'::LEJ:E' 128.107.1.1 '
s0/0 ~ Internet

172.16.1.254 fa0i . External
172.16.2.254 5 Router
hostname InternalRouter

172.16.1.0/24 '
imterface FastEthernet0/

ip address 172.16.1.254 255.255.255.0
ip nat inside

]

interface FastEthernet0/A

ip address 172.16.2.254 255,255, 255.0
ip nat inside

]

interface Serial0/0

ip address 128.107.1.1 255.255.2 55,252

ip nat outside
)

ip nat inside source list 1 interface Serial0/0 overload
L

ip route 0.0,0.0 0,0.0. 0 Serial0/0

]

access-list 1 permit 172.16.1.0 0.0.0.255
access-list 1 permit 172.16.2.0 0.0.0.255 ActualTests

A. The configuration that is shown provides inadequate outside address space for translation of
the number of inside addresses that are supported.

B. ExternalRouter must be configured with static routes to networks 172.16.1.0/24 and
172.16.2.0/24.

C. The number 1 referred to in the ip nat inside source command references access-list number 1.
D. Because of the addressing on interface FastEthernet0/1, the Serial0/0 interface address will not
support the NAT configuration as shown.

Answer: C

Explanation:

Command ip nat inside source list needs to configure a standard IP access control list to
designate internal source address used for transmission --- transmit any address listed by permit,
not transmit any address listed by deny or implicitly denied address.

The ip nat inside source list 1 pool interface command tells the router to translate

IP addresses that match access-list 1 to an IP address of Serail0/0 inteface.

The access list in this case is not being used to permit or deny traffic as we would use it for
security reasons to filter traffic. It is being used in this case to select or designate what we often
call interesting traffic. When interesting traffic has been matched with the access list, it is pulled
into the NAT process to be translated.
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QUESTION NO: 414
In any NAT (network address translation) configuration, what is the Inside Global IP address?

A. aregistered address that represents an inside host to an outside network

B. a globally unique, private IP address assigned to a host on the inside network
C. the summarized address for all of the internal subnetted addresses

D. the MAC address of the router used by inside hosts to connect to the Internet

Answer: A

Explanation:

With NAT, Cisco defines 4 different types of addresses as follows:

* Inside local address - The IP address assigned to a host on the inside network. This is the
address configured as a parameter of the computer's OS or received via dynamic address
allocation protocols such as DHCP. The address is likely not a legitimate IP address assigned by
the Network Information Center (NIC) or service provider.

* Inside global address - A legitimate IP address assigned by the NIC or service provider that
represents one or more inside local IP addresses to the outside world.

* Qutside local address - The IP address of an outside host as it appears to the inside network.
Not necessarily a legitimate address, it is allocated from an address space routable on the inside.
* Qutside global address - The IP address assigned to a host on the outside network by the
host's owner. The address is allocated from a globally routable address or network space.

The above definitions still leave a lot to be interpreted. For this example, this document redefines
these terms by first defining "local address" and "global address." Keep in mind that the terms
"inside" and "outside" are NAT definitions. Interfaces on a NAT router are defined as "inside" or
"outside" with the NAT configuration commands, ip nat inside and ip nat outside . Networks to
which these interfaces connect can then be thought of as "inside" networks or "outside" networks,
respectively.

* Local address - A local address is any address that appears on the "inside" portion of the
network.

* Global address - A global address is any address that appears on the "outside" portion of the
network.

QUESTION NO: 415 DRAG DROP

Exhibit:
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Wb Sarver
128,718,166

0.0.0.0
#55,255.255.0

| NAT Inside Local |
[NAT Outsido Locar
'

| NAT Outside Global

Wab Server-
126,77,186.166

| NAT Outside Local
| NAT Inside Global
| NAT Outside Global |

Explanation:
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206.165.201.30 s
Fa0l0 3

L]
&
Web Server
128.77.188.166

172.16.1.254 |Fa0i

,,fl NAT Inside Local NAT Inside Global
a‘ L " L ¥

NAT Outside Local | NAT Inside Local

NAT Inside Global 0.0.0.0/24

172.16.1.23 [

NAT Outside Global | NAT Outside Global

PC

Refer to the exhibit. A is configured to use NAT in overload mode.Host PCis
sending packets to Web Server.Drag the addresses to fill in the NAT terminology table

with their associated IP address values. ActualTests
NOTE: Addresses may be used,none once or more,

NAT addresses can be divided into two categories: inside network and outside network which are
defined based on the NAT functions. The device that has NAT functions connects the inside and
the outside network like a bridge, the NIC connected to the inside network is called "inside" , the
NIC connected to the outside network is called "outside", that is to say, the inside addresses are
used by the inside network devices, while the outside addresses are used by the outside network
devices.

Addresses can also be divided into local and global addresses. Local address refers to the
address that can be seen and used by the inside network devices; while global address refers to
the address that can be seen and used by the outside network devices.

These four addresses are:
Inside local address is the IP address used by the inside network devices, which is often a private

address.

Inside global address is a public address provided by ISP. It is often used when the inside network
devices communicate with the outside network devices.

Outside local address is the address used by the outside network device as it appears to the
inside network device. It is not necessarily a public network address.

Outside global address is the real address used by the outside network devices.

IP packets sent from the inside network devices regard "inside local address" as the source
address and "outside local address” as the destination address. When the packets reach the
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"inside" interface of the NAT equipment, the addresses will be translated into "inside global
address" and "outside global address" , the packets will be out from the "outside" interface .

In the same way, IP packets sent from the outside network devices regard "outside global
address" as the source address and "inside global address" as the destination address. When the
packets reach the "outside" interface of the NAT equipment, the addresses will be translated into
"outside local address" and "inside local address”, the packets will be out from the "inside"
interface.

Section 7: Configure NAT for given network requirements using (including: CLI/SDM) (2 question)

QUESTION NO: 416

Refer to the exhibit. What is the purpose of the configuration that is shown?

'HLEJ:E' 128.107.1.1 -
s0/0 Internet

172.16.1.254 fa0i b External
172.16.2.254 N Router
hosmame InternalRouter
172.16.1.0/24 '
interface FastEthernet0/0
ip address 1T2.16.1.254 255.255.255.0

...... ip nat inside

i ]
interface FastEthernet0/
ip address 172.16.2.254 255.255,255.0
ip nat inside

172.16.2.0/24 !

interface Serial0/0

ip address 128.107.1.1 255.255.2 55,252
ip nat outside

1)

ip nat inside source list 1 interface Serial0/0 overload
]

ip route 0.0.0.0 0.0.0. 0 Serial0/0

1

access-list 1 permit 172.16.1.0 0.0.0.255
access-list 1 permit 172.16.2.0 0.0.0.255 ActualTests

A. to translate addresses of hosts on the fa0/0 and fa0O/1 networks to a single public IP address for
Internet access

B. to allow IP hosts on the Internet to initiate TCP/IP connections to hosts on fa0/0 and fa0/1

C. to provide security on fa0/0 and fa0/1 through the application of an access list

D. to translate the internal address of each host on fa0/0 and fa0/1 to a unique external IP address
for Internet acces

Answer: A

Explanation:

The internal network, which is connected by the internal router, uses private IP addresses. These
IP addresses cannot be routed in a public network, so NAT is used. Two ACLs are defined on the
internal router to allow the fa0/0 and fa0O/1 networks to invoke the NAT pool for address translation.
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All devices with an IP address in the 172.16.1.0/24 and 172.16.20./24 subnets will be translated to
the single IP address of the SO/0 interface, which is 28.107.1.1. This configuration is an example

of many-to-1 NAT or NAT overload

QUESTION NO: 417

Refer to the exhibit. A junior network engineer has prepared the exhibited configuration file. What

two statements are true of the planned configuration for interface fa0/1? (Choose two.)

InternalRouter s0/0
e 123.10?.1.1

Internet

172.16.1.254

fali1 \ ExternalRouter
128.107.1.254 \
4

hosmame InternalRouter

1

interface FastEthernet0/

ip address 172.16.1.254 255.255.255.0

i ip nat inside
(]
interface FastEthernet0A
ip address 128:107.1.254 255/255.255.128

ip nat inside
128.107.1.128/25 1
DMz interface Seriaibm
ip-address 128A07.1.1 255 255.255.252
ip nat outside
1

ip nat inside source list 1 interface SerialdM overload
1

ip route 0.0.0.0 0.0.0.0 Serial0/0
1

acces=z-list 1 permik 172.16.1.0 0.0.0.255
access-list 1 permit 128.107.1.128 0.0.0.127

ActualTests

A. The two FastEthernet interfaces will require NAT configured on two outside serial interfaces.

B. Address translation on fa0/1 is not required for DMZ Devices to access the Internet.

C. The fa0/1 IP address overlaps with the space used by s0/0.

D. The fa0/1 IP address is invalid for the IP subnet on which it resides.

E. Internet hosts may not initiate connections to DMZ Devices through the configuration that is
shown.

Answer: B,E

Explanation:
Section 8: Troubleshoot NAT issues (9 question)

QUESTION NO: 418

Refer to the exhibit. Which statements describe why the workstation with the IP address
192.168.89.99 cannot access the Internet? (Choose two.)
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Workstation Boise#show rumning-config

IP:192.168.89.99 <-output omitted—>
]

interface FastEthernetdo
aternet ip address 192,168.89,97 255,255.255.240
'

FA 0D - interface Serial0:0
" ip address 219.79.56.1 255.255.255.0
ip nat oantside
SO0 Wi h

A0
inmterface FastEthernetd:
== ip address 192.168.89.81 255.255.255.240

]
g ip nat pool web 219.79.56.5 219.79.56.112
netimask 255.255.255.0

Warkstation '
IP:192.168.80.80 | access-list 1 pennit 192.168.89.0 0.0.0.28303(Test

A. The NAT pool is not properly configured to use routable outside addresses.
B. The NAT outside interface is not configured properly.

C. The router is not properly configured to use the access control list for NAT.
D. The NAT inside interfaces are not configured properly.

Answer: C,D

QUESTION NO: 419

Refer to the exhibit. Given the partial configuration shown in the exhibit, why do internal
workstations on the 192.168.1.0 network fail to access the Internet?

interface Ethemet(
Workstation A ip address 192.168.1.1 255.255.255.0
]

interface Ethermnet1

ip address 10.0.1.1 255.255.255.252
1

ip nat inside source list 101 interface Ethernet1 overload
1

: . . ActualTests
access-list 101 permit ip 192.168.1.0 0.0.0.255 any

A. A NAT pool has not been defined.

B. NAT has not been applied to the inside and outside interfaces.

C. The access list has not been applied to the proper interface to allow traffic out of the internal
network.

D. The wrong interface is overloaded.

Answer: B

Explanation:
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Two basic configurations are needed when configuring NAT in CISCO IOS: 1, the definition of
address translation types (global configuration mode command); 2, the definition of devices
location (interface sub-configuration mode command). Inside and outside parameters designate
the transmission direction. Designate inside on interface that is connected to internal network, and
designate outside on interface that is connected to external network. The configuration in the
figure above does not apply NAT to interface, so address can not be translated.

QUESTION NO: 420
What is the function of the Cisco I0OS command ip nat inside source static 10.1.1.5 172.35.16.5?

A. It maps one inside source address to a range of outside global addresses.

B. It creates a global address pool for all outside NAT transactions.

C. It establishes a dynamic address pool for an inside static address.

D. It creates a one-to-one mapping between an inside local address and an inside global address.
E. It creates dynamic source translations for all inside local PAT transactions.

Answer: D

Explanation:
It creates a one-to-one static IP mapping between an inside local address and an inside global
address.

In this example, the inside IP address of 10.1.1.5 is being translated to the 172.35.16.5 public IP
address. This static 1-1 mapping is typically done for Internet facing servers, such as web
servers, FTP servers, or email servers so that users from the outside can access the inside server
using the outside (public) IP address.

QUESTION NO: 421

Refer to the topology and router configuration shown in the graphic. A host on the LAN is
accessing an FTP server across the Internet. Which of the following addresses could appear as a
source address for the packets forwarded by the router to the destination server?
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interface Seriall
ip address 200.2.2.18 255.255.255.252

!Ip nat outside | IFﬂu
interface FastEthernet) S1:200.2.2.18/30 ;

ip address 10.10.0.1 255.255.265.0 Fa0- 10.10.0.1/24

ip nat inside

speed auto e T
| jm |

B romoener il o
ip nat pool test 199,999 .40 199.99.9 62 netmask 255,266.2656.224
ip nat inside source list 1 pool test

10.10.0.0

ip route 0.0.0.0 0.0.0.0 200.22.17
' ActualTests

éccesa-list 1 permit 10.10.0.0 0.0.0.265

A. 10.10.0.1
B. 200.2.2.17
C. 200.2.2.18
D. 10.10.0.2
E. 199.99.9.33
F. 199.99.9.57

Answer: F

Explanation:

Using NAT we can translate the Source or Destination Address. In our example all source address
from the 10.10.00 0.0.0.255 network will be translated to an IP address form the 199.99.9.40-62
pool, making 199.99.9.57 correct.

QUESTION NO: 422

Refer to the exhibit. Router4 can ping Router5 (172.16.6.5), but not Router7 (172.16.11.7). There
are no routing protocols running in any of the routers, and Router4 has Router6 as its default
gateway. What can be done to address this problem?
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Rourter6
10.10.50.0/24
\ 10.10.10.024  NAT Router  172.16.11.0724
Fa0/1 S0/0
10.10.60.0724 s, tait @ . S0/0 ﬁl 3
4 6 1
,’ : T
Routerd
10.10.70.0/24 Fa0/0 §| .6 Router?
172.16.6.0/24
Fa0i0 | .5

&7
e
Routers

Router-6f# show running-configuration
<output omitted:
interface FastEthernet0/0
ip address 172.16.6.6 Z255.255.255.0
ip nat ocutside
interface FastEthernetl/1
ip address 10.10.10.6 255.255.255.0
ip nat inside
interface Serial0/0
ip address 172.16.11.6 2Z55.255.255.0
ip nat ocutside
|
ip nat pool test 172.16.11.70 172.16.11.71 prefix-length 24
ip hat inside source static 10.10.10.4 172.16.6.14
ip nat inside source pool test

router—-74 show ip route
“output omitted:
Fateway of last resSort 1s hot sSet
172.16.0.0/24 i= subnetted, 4 =zubnets
C 172.16.11.0 iz directly connected, Seriallf0 ArtualTests

A. Change the inside and outside NAT commands.
B. Add a static route in Router7 back to Router4.
C. Convert to static NAT.

D. Convert to dynamic NAT.

Answer: B

Explanation:

In this example NAT is translating the 10.10.10.4 (Router4 IP) statically to 172.16.6.14. However,
we can see that Router7 does not have any route to the 172.16.6.0/24 network so there is no way
for Router7 to return the ping traffic back to Router4. Configuring a static route to the 172.16.6.0
network will fix this problem.

Note: The reason that pings to Router5 work is because it knows how to get back to the
172.16.6.0/24 network, since this network resides on its directly connected interface.

QUESTION NO: 423

The network is shown below:

"Pass Any Exam. Any Time." - www.actualtests.com 339



Cisco 640-802: Practice Exam

Internet

© daa

The network administrator would like to implement NAT in the network segment shown in the
graphic to allow inside hosts to use a private addressing scheme. In this network segment, where
should NAT be configured?

A. router3
B. routerl
C. all routers
D. router2

Answer: B

Explanation:

NAT is usually placed on the edge of the enterprise network. It can convert all private IP
addresses to public addresses to allow the internal network to communicate with hosts in the
Internet.

NAT should always be configured on the b order device. It can be a either a b order router or a
PIX firewall connecting to the Internet.

QUESTION NO: 424

Based on the network diagram and configuration shown in the exhibit. The network at the
Company has just been configured for NAT as shown. Initial tests indicate that everything is
functioning as intended. However, it is found that a number of hosts cannot access the Internet.
Why?

"Pass Any Exam. Any Time." - www.actualtests.com 340



Cisco 640-802: Practice Exam

192.0.2.5/30 192.0.2.6/30
- - S0/1

16 hosts

Router1({config)# ip nat pool SOS 192.0.2.161 192.0.2.165 netmask 255.255.255.224
Routeri{config)# access-list 1 permit 192.168.26.0 0.0.0.255

Router1{config)# ip natinside source list 1 pool SOS

Router1{config)# interface fastethernet 00

Router({config-i)# ip nat inside

Router1{config-f)# ip nat outside

A. There are not enough IP addresses available in the NAT address pool.

B. The S0/1 interface of the ISP router is in the wrong subnet.

C. The wrong interface has been configured with the ip nat inside command.

D. The access list is not correct.
Answer: A

Explanation:

According to the configuration shown above, the NAT pool only specifies 5 IP addresses
(192.0.2.161-165) while there are 16 hosts on the network that need to be translated. This
explains why everything functions well for the first hosts, but not for the rest. To fix this issue,
more IP addresses need to be specified in the NAT pool named SOS, or alternatively the
"overload" keyword could be used to specify many to one address translation, or PAT.

Several internal addresses can be NATed to only one or a few external addresses by using a
feature called Port Address Translation (PAT) which is also referred to as "overload”, a subset of
NAT functionality.

PAT uses unique source port numbers on the Inside Global IP address to distinguish between
translations. Because the port number is encoded in 16 bits, the total number could theoretically
be as high as 65,536 per IP address. PAT will attempt to preserve the original source port, if this
source port is already allocated PAT will attempt to find the first available port number starting
from the beginning ofthe appropriate port group 0-5111, 512-1023 or 1024-65535. If there is still
no port available from the appropriate group and more than one IP address is configured, PAT will
move to the next IP address and try to allocate the original source port again. This continues until
it runs out of available ports and IP addresses.

Alternatively, we could have configured port address translation, or NAT overload, to provide
Internet access to the given number of hosts.

QUESTION NO: 425
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A network administrator would like to implement NAT in the network shown in the graphic to allow
inside hosts to use a private addressing scheme. Where should NAT be configured?

x Internet

Engineering
} nd—

orporate

A. all routers

B. all routers and switches
C. Sales router

D. Corporate router

E. Engineering router

Answer: D

Explanation:

NAT is usually placed on the edge of the enterprise network. It can convert all private IP
addresses to public addresses to allow the internal network to communicate with hosts in the

Internet.

QUESTION NO: 426

The network administrator has configured NAT as shown in the graphic. Some clients can access
the Internet while others cannot. What should the network administrator do to resolve this

problem?
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192168.1.0

Fouter#show run
<ol omiited =
imterface ethermet 0
ip address 1921681 .1 255255 25500
. ip mat inside

irderface ethermet 1

ip address 192 168,21 255255 2550
ip mat inside
i

192168.2.0

imuﬂ.n serial 0
ip address 19216831 255255 255 100
ip mat oniside

L]

ip nat inside source Bt 1 interfce serial 0 overiond
]

:;!:»:en-l.'nl 1 permit 192.168.1.0 0.0 98988 13| T £5t5

A. Configure an IP NAT pool.

B. Properly configure the ACL.

C. Apply the ACL to the SO interface.

D. Configure another interface with the ip nat outside command.

Answer: B

Explanation:

The NAT translation will only translate 192.168.1.0 /24 because of the access-list 1 statement
permit matches only 192.168.1.0 network . Therefore other networks were ignored by NAT. To
correct this problem change the access-list statement with correct wild card mask access-list 1
permit 192.168.1.0 0.0.255.255

QUESTION NO: 427

Which three types of layer 2 encapsulation are used by the WAN and differ from the LAN?
(Choose three)

A. Token bus
B. PPP

C. CSMA/CD
D. Frame Relay
E. Ethernet
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F. HDLC
Answer: B,D,F

Explanation:

HDLC, Frame Relay, and PPP are the most common encapsulation types set for serial interfaces
in a Cisco router. HDLC is often used in point to point circuits with Cisco routers on each end.
HDLC is Cisco proprietary and offers an alternative to PPP.

QUESTION NO: 428
What can a network administrator utilize by using PPP Layer 2 encapsulation? (Choose three.)

A. quality of service
B. multilink support
C. authentication
D. sliding windows
E. compression

F. VLAN support

Answer: B,C,E

Explanation:

Compared to HDLC ,PPP has more features. Similar to HDLC, PPP defines a type of frame and
how to communicate between PPP devices including the multiplexed networks and the data link
layer protocols cross the same link. However, PPP has more characteristics as follows:

Perform the dynamic configuration of the link.

Allow for authentication.

Compress packet header.

Test the quality of the link.

Complete detecting and troubleshooting.

Allow for combining many PPP physical links into a single logical link.

PPP has 3 main components.

1. frame format

2.LCP(Link Control Protocol)
3.NCP(Network Control Protocol)

QUESTION NO: 429

Refer to the exhibit.
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Cmcmccadacacaaa) g

Ei?ﬁ?d------f------*;m‘ng

Cc
*—————I———*

ArctualTests

In the communication between host 1 and host 2 over the point-to-point WAN, which protocol or
technology is represented dashed line A?

A. IP

B.T1

C. PPP

D. IEEE 802.3

Answer: A

Explanation:
Section 2: Configure and verify a basic WAN serial connection (8 question)

QUESTION NO: 430

Two routers named Atlanta and Brevard are connected by their serial interfaces as shown in the
exhibit, but there is no data connectivity between them. The Atlanta router is known to have a

correct configuration. Given the partial configurations shown in the exhibit, what is the problem on
the Brevard router that is causing the lack of connectivity?

Atlanta Brevard

Atlanta# show interfaces s Brevard# show interfaces s1

Serial0 is up, line protocol is up
Hardware is HD64570
Internet address is 192.168.10.1/24
MTU 1500 bytes, BW 1544 Khit,
reliability 255/255
Encapsulation HDLC, loophack not set
Keepalive set (10 sec)

Seriall is up, line protocol is up
Hardware is HD64570
Internet address is 192.168.11.2/24
MTU 1500 bytes, BW 56000 Khit,
reliability 255/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec) ActualTests
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A. The serial line encapsulations are incompatible.

B. The subnet mask is incorrect.

C. The bandwidth setting is incompatible with the connected interface.
D. The maximum transmission unit (MTU) size is too large.

E. The IP address is incorrect.

F. A loopback is not set.

Answer: E

Explanation:

The IP address of the SO interface of Atlanta is 192.168.10.0/24, and the IP address of the S1
interface of Breavard is 192.168.11.0/24. Change the IP address of the S1 interface to
192.168.10.0/24, the same as that of the SO interface.

QUESTION NO: 431

As the network administrator, you are configuring Routerl to connect to a non-Cisco network.
Which two commands would be applied to the S0/0 WAN interface, but not to the Fa0/0 LAN
interface? (Choose two.)
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IP172.16.25.33 IP172.16.25.34
MAC 0000.0C93.9999 MAC 0000.0C89.3333
Fa0/0 —-  Fal/1 ——
= 5 S0
Router W
a0/ Fa0/0
IP172.16.21.254 IP172.16.34.1
MAC 0000.0C12.2222 MAC 0000.3465.7777

=

IP 172.16.21.7 IP 172.16.34.250
MAC 0000.2d12.6666 MAC 0000.ea54.5555 ‘

S

Actual ests
FTP Server
A. ip address
B. no shutdown
C. authentication pap
D. encapsulation ppp

Answer: C,D

Explanation:

Because of the open standards of PPP, it is often used for serial WAN connection. It can work
asynchronously and synchronously. Because pap is the most unsafe one in PPP certification
protocol, PAP will experience shook hands processes twice during certification stage. At that
stage, sending station will send in plain text the user name (the host name) and password to the
receiving station. It is not suitable for LAN between Fa0/0.

Since we are connecting to a non Cisco device, we must use PPP on the serial interface. PAP
authentication is an optional parameter that can also used on this interface.
Incorrect Answers:

"Pass Any Exam. Any Time." - www.actualtests.com 347



Cisco 640-802: Practice Exam

A: Although are indeed configurable on the serial interface, they are also configured on the LAN
interface and we are being asked to choose the options that apply to the serial interface only.
B: Although are indeed configurable on the serial interface, they are also configured on the LAN
interface and we are being asked to choose the options that apply to the serial interface only.

QUESTION NO: 432

Refer to the exhibit. The corporate office and branch location have been attached through two
non-Cisco routers over a highly reliable WAN connection for over a year. A new Cisco router has
been installed to replace the hardware at the branch location. Since the installation, IP
communication cannot be verified across the link.

Given the output on Branch1Router, what would be a logical first step to take to resolve this
problem?

Branch'lRouter

T Cc-rpq_r:lteRo uter

BranchlFouter# show inter face serial 070
Serial0/0 is up, line protocol is down
Hardware iz FPowerQUICC Zerial
Internet address is 172.16.10.1/30
WTU 1500 bytes, BW &4 Kbit, DLY 20000 usec, rely 2Z55/255 load 14255
Encapsulation HDLC, loopback not set, keepaliwe set (10 szec)
<output onitteds-

ActualTects

A. Change the encapsulation on Branch1Router to match CorporateRouter.

B. Verify successful DCE communication between the two sites.

C. Ensure an exact match between the bandwidth setting on CorporateRouter and
BranchlRouter.

D. Verify Layer 1 communication on the Branch1Router Serial 0/0 interface.

E. Change the encapsulation on CorporateRouter to HDLC.

F. Change the bandwidth setting on Branch1Router to match the actual line speed.

Answer: A

Explanation:

Based on the information provided in the exhibit, we know that Serial0/0 is up, line protocol is
down. There are three common states:

1. serial0/0 up, line protocol is up The interface is up and the line protocol is up.

"Pass Any Exam. Any Time." - www.actualtests.com 348



Cisco 640-802: Practice Exam

2. serial0/0 down, line protocol is down The interface is down , there is something wrong with the
physical layer.

3. serial0/0 up, line protocol is down The interface is up, the encapsulation format is not matched.

The High Level Data Link Control protocol (HDLC) is the default encapsulation used on the
synchronous serial interfaces of a Cisco router.

Because of the proprietary nature of vendor HDLC implementations, you should only use HDLC
framing on point-to-point links when the router at each end of a link is from the same vendor. In
cases where you want to connect equipment from different vendors over a leased line, the Point-
to-Point Protocol (PPP) should be used. Always remember that the router on both sides of a point-
to-point link must be using the same data framing method in order to communicate.

Reference: http://www.2000trainers.com/cisco-ccna-11/ccna-hdic/

QUESTION NO: 433

Refer to the exhibit. Hosts in network 192.168.2.0 are unable to reach hosts in network
192.168.3.0. Based on the output from RouterA, what are two possible reasons for the failure?
(Choose two.)

192.168.1. 430
Fa0/0 Fa0 /0

192.168.2.0/24 192.168.3.0/24
Router®# show ip interface brief
Interface IP-Address  OK? Method Status Protocol
FastEthernetD/0 192.168.2.1 ¥ES manual up up
Serial0/0 192.168.1.5 YES manual up down
Serial0/1 unassigned YES manual administratively down dows T-xi

A. Interface S0/0 on RouterB is administratively down.

B. Interface S0/0 on RouterA is configured with an incorrect subnet mask.

C. Interface S0/0 on RouterA is not receiving a clock signal from the CSU/DSU.

D. The IP address that is configured on SO/0 of RouterB is not in the correct subnet.

E. The encapsulation that is configured on S0/0 of RouterB does not match the encapsulation that
is configured on SO/0 of RouterA.

F. The cable that is connected to SO/0 on RouterA is faulty.

Answer: C,E

Explanation:
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Based on the information provided in the exhibit, we know that Serial0/0 is up, line protocol is
down, under normal circumstances there are three states:
1. serial0/0 up, line protocol is up The interface is up and the line protocol is up
2. serial0/0 down, line protocol is down The interface is down and there is something wrong with
the physical layer.
3. serial0/0 up, line protocol is down The interface is up, but the encapsulation format is not
matching ,clock rate issues

QUESTION NO: 434

Refer to the exhibit. The network administrator must complete the connection between the RTA of
the XYZ Company and the service provider. To accomplish this task, which two devices could be
installed at the customer site to provide a connection through the local loop to the central office of
the provider? (Choose two.)

WAN _
-Actual'fests

A. multiplexer
B. ATM switch
C. WAN switch
D. PVC

E. CSU/DSU
F. modem

Answer: E,F

Explanation:
only CSU/DSU and modem can achieve the connection of router to WAN.

DTE is an abbreviation for Data Terminal Equipment , and refers to an end instrument that
converts user information into signals for transmission, or reconverts the received signals into user
information. A DTE device communicates with the Data Circuit-terminating Equipment (DCE),
such as a modem or CSU/DSU.

A DTE is the functional unit of a data station that serves as a data source or a data sink and
provides for the data communication control function to be performed in accordance with link
protocol.

The data terminal equipment (DTE) may be a single piece of equipment or an interconnected
subsystem of multiple pieces of equipment that perform all the required functions necessary to
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permit users to communicate. A user interacts with the DTE (e.g. through a Human-Machine
Interface), or the DTE may be the user.

Usually, the DTE device is the terminal (or a computer emulating a terminal), and the DCE is a
modem.

A CSU/DSU (Channel Service Unit/Data Service Unit) is a hardware device about the size of an
external modem that converts a digital data frame from the communications technology used on a
local area network (LAN) into a frame appropriate to a wide-area network (WAN) and vice versa.
The DSU provides an interface to the data terminal equipment (DTE) using a standard
(EIA/CCITT) interface. It also provides testing capabilities.

QUESTION NO: 435

While logged into a router you manually shut down the serial O interface using the "shutdown"
interface configuration command. You then issue the "show interface serial 0" command in exec
mode. What could you expect the status of the serial O interface to be?

A. Serial 0 is down, line protocol is down

B. Serial 0 is administratively down, line protocol is down
C. Serial 0 is down, line protocol is up

D. Serial 0 is up, line protocol is up

Answer: B

Explanation:
when administrator shut down interface manually, the interface information prompts in show
interface status is administratively shut down, i.e. administratively down.

To bring down an interface for administrative reasons and, as a side effect, remove the connected
router from the routing table, you can use the shutdown interface subcommand. To enable the
interface back up, issue the "no shutdown" configuration command.

Incorrect Answers:

A: This is the status of a fully operational interface.

C: These two interface conditions should never be seen.

D: These are the results of line problems or configuration errors.

QUESTION NO: 436

Refer to the exhibit. What is the reason that the interface status is "administratively down, line
protocol down"?

"Pass Any Exam. Any Time." - www.actualtests.com 351



Cisco 640-802: Practice Exam

Fouteri# show interface s0/0/0
Serial 000 s administratively down, line protocohitddests

A. The interface has been configured with the shutdown command.
B. The wrong type of cable is connected to the interface.

C. The interface is not receiving any keepalives.

D. There is no encapsulation type configured.

E. There is a mismatch in encapsulation types.

F. The interface needs to be configured as a DTE device.

Answer: A

Explanation:

To be an effective troubleshooter, you have to know how things look when all is well, not just when
something is broken! When an interface is functioning correctly, this is what we see at the top of
the show interface output. I'll use SerialO for all examples in this section.

Examplel: Normal operational status:

Routerl#show int serialO SerialO is up, line protocol is up

Example2: Interface is administratively down:

TK1#show int serialO SerialO is administratively down, line protocol is down

Administratively down means the interface is indeed shut down using the "shutdown" interface
command. Open the interface with no shutdown.

TK1(config)#int serial0 Routerl(config-if)#no shutdown

Always wait a minute or so to come up after enabling a serial interface.

TK1#show interface serial0 SerialO is up, line protocol is up

QUESTION NO: 437

Refer to the following graphic, the enterprise network address is 192.1.1.0/24 and the routing
protocol being used is RIP. Which set of commands can be used on R1 to build LAN-to-LAN
communication between R1 and R2? (Choose three.)

s0 s0 el
el 192.1.1.5/30 192.1.1.65/26

ActualTests
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A. R1(config)# interface ethernet O

R1(config-if)# ip address 192.1.1.129 255.255.255.192
R1(config-if)# no shutdown

B. R1(config)# interface ethernet O

R1(config-if)# ip address 192.1.1.97 255.255.255.192
R1(config-if)# no shutdown

C. R1(config)# router rip

R1(config-router)# version 2

R1(config-router)# network 192.1.1.0

D. R1(config)# interface serial O

R1(config-if)# ip address 192.1.1.6 255.255.255.252
R1(config-if)# no shutdown

Answer: A,C,D

Explanation:
Section 3: Configure and verify Frame Relay on Cisco routers (18 question)

QUESTION NO: 438

Refer to the exhibit. What is the meaning of the term dynamic as displayed in the output of the
show frame-relay map command shown?

F1# show frame-relay map
Seraldfi0 fup) ip 172163 .1 dici 100 (0x64, 0x15340), dynamic
broadcast, . status defined, active ALTLAITesLS

A. The mapping between DLCI 100 and the end station IP address 172.16.3.1 was learned
through Inverse ARP.

B. The Serial0/0 interface is passing traffic.

C. The DLCI 100 will be dynamically changed as required to adapt to changes in the Frame Relay
cloud.

D. The DLCI 100 was dynamically allocated by the router.

E. The Serial0/0 interface acquired the IP address of 172.16.3.1 from a DHCP server.

Answer: A

Explanation:

Inverse Address Resolution Protocol (Inverse ARP) was developed to provide a mechanism for
dynamic DLCI to Layer 3 address maps. Inverse ARP works much the same way Address
Resolution Protocol (ARP) works on a LAN. However, with ARP, the device knows the Layer 3 IP
address and needs to know the remote data link MAC address. With Inverse ARP, the router
knows the Layer 2 address which is the DLCI, but needs to know the remote Layer 3 IP address.
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When using dynamic address mapping, Inverse ARP requests a next-hop protocol address for
each active PVC. Once the requesting router receives an Inverse ARP response, it updates its
DLCI-to-Layer 3 address mapping table. Dynamic address mapping is enabled by default for all
protocols enabled on a physical interface. If the Frame Relay environment supports LMI
autosensing and Inverse ARP, dynamic address mapping takes place automatically. Therefore, no
static address mapping is required.

QUESTION NO: 439

Refer to the exhibit. Which statement describes DLCI 17?

A. DLCI 17 is the Layer 2 address used by R2 to describe a PVC to R3.

B. DLCI 17 describes a PVC on R2. It cannot be used on R3 or R1.

C. DLCI 17 describes the dial-up circuit from R2 and R3 to the service provider.
D. DLCI 17 describes the ISDN circuit between R2 and R3.

Answer: A

Explanation:

DLCI-Data Link Connection Identifier Bits: The DLCI serves to identify the virtual connection so
that the receiving end knows which information connection a frame belongs to. Note that this DLCI
has only local significance. Frame Relay is strictly a Layer 2 protocol suite

QUESTION NO: 440

An administrator is configuring a router that will act as the hub in a Frame Relay hub-and-spoke
topology. What is the advantage of using point-to-point subinterfaces instead of a multipoint
interface on this router?

A. It avoids split-horizon issues with distance vector routing protocols.

"Pass Any Exam. Any Time." - www.actualtests.com 354



Cisco 640-802: Practice Exam

B. Only a single physical interface is needed with point-to-point subinterfaces, whereas a
multipoint interface logically combines multiple physical interfaces.

C. Only one IP network address needs to be used to communicate with all the spoke devices.
D. Point-to-point subinterfaces offer greater security compared to a multipoint interface
configuration.

E. IP addresses can be conserved if VLSM is not being used for subnetting.

Answer: E

Explanation:

Frame Relay supports two types of interfaces: point-to-point and multipoint. The one you choose
determines whether you need to use the configuration commands that ensure IP address to data-
link connection identifier (DLCI) mappings. After configuring the PVC itself, you must tell the router
which PVC to use in order to reach a specific destination. Let's look at these options: Point-to-
point subinterface - With point-to-point subinterfaces, each pair of routers has its own subnet. If
you put the PVC on a point-to-point subinterface, the router assumes that there is only one point-
to-point PVC configured on the subinterface. Therefore, any IP packets with a destination IP
address in the same subnet are forwarded on this VC. This is the simplest way to configure the
mapping and is therefore the recommended method. Use the frame-relay interface-dici command
to assign a DLCI to a specified Frame Relay subinterface. Multipoint networks - Multipoint
networks have three or more routers in the same subnet. If you put the PVC in a point-to-
multipoint subinterface or in the main interface (which is multipoint by default), you need to either
configure a static mapping or enable inverse Address Resolution Protocol (ARP) for dynamic

mapping.

QUESTION NO: 441

Exhibit:
Rpiter# show running-config

<some output text omitted>

interface serial0/0

bandwidth 64

ip address 172.16.100.2 255.255.0.0
encapsulation frame-relay

frame-relay map ip 172.16.100.1 100 broadcast

Router 1
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As a technician, you found the routerl is unable to reach the second router. Both routers are
running 10S version 12.0. Based on this information, what is the most likely cause of the problem?

A. incorrect IP address

B. incorrect bandwidth configuration
C. incorrect map statement

D. incorrect LMI configuration

Answer: C

Explanation:

The local DLCI from Routerl to Frame-relay cloud is 100, the local DLCI from the second router to
FR cloud is 200. FR mapping from routerl to the second router is as follows:

frame-relay map ip 172.16.100.1 100 broadcast

DLCI's are locally significant. The local DLCI needs to be specified in the "frame-relay map"
configuration statement to reach the neighboring frame-relay router. In this case DLCI 100 is used
to reach 172.16.100.1, so the correct configuration statement should be "frame-relay map ip
172.16.100.1 100 broadcast."

QUESTION NO: 442

Which of the following Frame-Relay encapsulation commands would you use, if you had to
connect your Cisco router to a non-Cisco router?

A. Router(config-if}# Encapsulation frame-relay aal5snap
B. Router(config-if)# Encapsulation frame-relay isl

C. Router(config-if)# Encapsulation frame-relay ietf

D. Router(config-if)# Encapsulation frame-relay dotlq

Answer: C

Explanation:

In general, the IETF Frame Relay encapsulation should be used when connecting a Cisco router
to non-Cisco equipment across a Frame Relay network. The IETF Frame Relay encapsulation
allows interoperability between equipment from multiple vendors. Both Cisco and IETF
encapsulations for Frame Relay can be configured on a per-virtual-circuit (VC) basis. This gives
greater flexibility when configuring Frame Relay in a multi-vendor environment. A user can specify
the Frame Relay encapsulation types to be used on different virtual circuits configured under the
same physical interface.

Incorrect Answers:
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A: AAL 5 SNAP is an ATM encapsulation and is not related to frame relay.
B: 802.1Q and ISL are trunking encapsulation types and have nothing to do with frame relay.
D: 802.1Q and ISL are trunking encapsulation types and have nothing to do with frame relay.

QUESTION NO: 443

A network administrator is configuring a router that will act as the hub in a Frame Relay hub-and-
spoke topology. What is the advantage of using point-to-point subinterfaces instead of a multipoint
interface on this router?

A. Point-to-point subinterfaces offer greater security compared to a multipoint interface
configuration.

B. Only one IP network address needs to be used to communicate with all the spoke devices.
C. It avoids split-horizon issues with distance vector routing protocols.

D. Only a single physical interface is needed with point-to-point subinterfaces, whereas a
multipoint interface logically combines multiple physical interfaces.

Answer: C

Explanation:

Using split horizon in frame relay network will result in the situation that route fails to reach the
destination router. There are usually two ways to solve split horizon of frame relay networks:

1. Close split horizon manually on "Hub" router; the premise to use this method is that the network
will not cause loop;

2. Divide some sub-division in the logic interface on "Hub" router, so that each interface belongs to
different network.

QUESTION NO: 444

What Frame Relay mechanism is used to build the map illustrated in the accompanying graphic?

1892.168.1.1 192.168.2.1

/ j %
Router DLCI 50 DLCI 75 Router

Address of next router DLCI

ArctualTests
192.168.2.1 50

A. inverse multiplexing
B. LMI mapping
C. ARP
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D. Inverse ARP
Answer: D

Explanation:

The locally significant DLCI must be mapped to the destination router's IP address. There are two
options for this, Inverse ARP and static mapping.

In both of the following examples, the single physical Serial interface on Router 1 is configured
with two logical connections through the frame relay cloud, one to Router 2 and one to Router 3.
Inverse ARP runs by default once Frame Relay is enabled, and starts working as soon as you
open the interface. By running show frame-relay map after enabling Frame Relay, two dynamic
mappings are shown on this router. If a dynamic mapping is shown, Inverse ARP performed it.
R1#show frame map

Serial0 (up): ip 200.1.1.2 dlci 122(0x7A,0x1CAO0), dynamic,

broadcast,, status defined, active

Serial0 (up): ip 200.1.1.3 dlci 123(0x7B,0x1CBO0), dynamic,

broadcast,, status defined, active

Static mappings require the use of a frame map statement. To use static mappings, turn Inverse
ARP off with the no frame-relay inverse-arp statement, and configure a frame map statement for
each remote destination that maps the local DLCI to the remote IP address. Frame Relay requires
the broadcast keyword to send broadcasts to the remote device.

R1#conft

R1(config)#interface serialO

R1(config-if)#no frame-relay inverse-arp

R1(config-if)#frame map ip 200.1.1.2 122 broadcast

R1(config-if)#frame map ip 200.1.1.3 123 broadcast

QUESTION NO: 445

How should a router that is being used in a Frame Relay network be configured to avoid split
horizon issues from preventing routing updates?

A. Configure a separate sub-interface for each PVC with a unique DLCI and subnet assigned to
the sub-interface.

B. Configure each Frame Relay circuit as a point-to-point line to support multicast and broadcast
traffic.

C. Configure a single sub-interface to establish multiple PVC connections to multiple remote router
interfaces.

D. Configure many sub-interfaces on the same subnet.

Answer: A
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Explanation:

Point-To-Point Subinterfaces:

The concept of subinterfaces was originally created in order to better handle issues caused by
split-horizon over Non-Broadcast Multiple Access (NBMA) networks (e.g. frame relay, X.25) and
distance-vector based routing protocols (e.g. IPX RIP/SAP, AppleTalk). Split-horizon dictates that
a routing update received on an interface cannot be retransmitted out onto the same interface.
This rule holds even if the routing update was received on one frame relay PVC and destined to
retransmit out onto another frame relay PVC. Referring to figure 2, this would mean that sites B
and C can exchange routing information with site A, but would not be able to exchange routing
information with each other. Split-horizon does not allow Site A to send routing updates received
from Site B on to Site C and vice versa.

Note: For TCP/IP, Cisco routers can disable split-horizon limitations on all frame relay interfaces
and multipoint subinterfaces and do this by default. However, split-horizon cannot be disabled for
other protocols like IPX and AppleTalk. These other protocols must use subinterfaces if dynamic
routing is desired.

Site A (Hub)

-

Routing Updates OKﬁ Routing Updates OK

«—— No Routing Updates ———

aite B (Spoke) aite C (Spoke)
. . . . . Actu a]!lT 'EEES
Figure I: Split-horizon does not allow remote sites to send routing updates to each other.

By dividing the partially-meshed frame relay network into a number of virtual, point-to-point
networks using subinterfaces, the split-horizon problem can be overcome. Each new point-to-point
subnetwork is assigned its own network number. To the routed protocol, each subnetwork now
appears to be located on separate interfaces (Figure 3). Routing updates received from Site B on
one logical point-to-point subinterface can be forwarded to site C on a separate logical interface
without violating split horizon.

QUESTION NO: 446

A Cisco router that was providing Frame Relay connectivity at a remote site was replaced with a
different vendor's frame relay router. Connectivity is now down between the central and remote
site. What is the most likely cause of the problem?
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A. mismatched LMI types

B. incorrect DLCI

C. mismatched encapsulation types
D. incorrect IP address mapping

Answer: C

Explanation:
The frame relay connectivity problem is usually caused by mismatched encapsulation types.

QUESTION NO: 447

Which function does the Frame Relay DLCI provide with respect to router RouterA?

=
= - ell Frame =y

relay

A. defines the signaling standard between router RouterA and the frame switch
B. identifies the circuit between router RouterB and the frame switch

C. identifies the encapsulation used between router RouterA and router RouterB
D. identifies the circuit between router RouterA and the frame switch

Answer: D

Explanation:

RouterA sends frames with DLCI, and they reach the local switch. The local switch sees the DLCI
field and forwards the frame through the Frame Relay network until it reaches the switch
connected to RouterB. The RouterB's local switch forwards the frame out of the access link to
RouterB. DLCI information is considered to be locally significant, meaning that the DLCI is used
between the end router and the carrier's local frame relay switch.

Reference: CCNA Self-Study CCNA ICND exam certification Guide (Cisco Press, ISBN 1-58720-
083-X) Page 386

Incorrect Answers:

A: DLCI is used only as a circuit identifier (DLCI=Data Link Circuit Identifier), and not used for
signaling.

C: The encapsulation options are not defined with DLCIs.

QUESTION NO: 448

Refer to the exhibit. Which two statements are true based the output of the show frame-relay Imi
command issued on the Branch router? (Choose two.)
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Branch# show frame-relay Imi
LMI Statistics for interface Serial0/0 (Frame Relay DTE) LMI TYPE = ANSI
Invalid Unnumbered info O Invalid Prot Disc 0
Invalid dummy Call Ref 0 Invalid Msg Type 0
Invalid Status Message 0 Invalid Lock Shift 0
Invalid Information ID 0O Invalid Report IE Len O
Invalid Report Request 0 Invalid Keep |IE Len 0
Num Status Eng. Sent 61 Num Status msgs Revd 0
Num Update Status Revd 0 MNum Status Timeouts 60
Branch# Actual Tests

A. LMI messages are being sent on DLCI 1023.

B. The LMI exchange between the router and Frame Relay switch is functioning properly.

C. LMI messages are being sent on DLCI 0.

D. The Frame Relay switch is not responding to LMI requests from the router.

E. The router is providing a clock signal on Serial0/0 on the circuit to the Frame Relay switch.
F. Interface Serial0/0 is not configured to encapsulate Frame Relay.

Answer: C,D

Explanation:

Local Management Interface (LMI) messages manage the local access link between the router
and the Frame Relay switch. A Frame Relay DTE can send an LMI Status Enquiry message to the
switch; the switch then replies with an LMI Status message to inform the router about the DLCIs of
the defined VCs, as well as the status of each VC. By default, the LMI messages flow every 10
seconds. Every sixth message carries a full Status message, which includes more complete status
information about each VC. As we can see, the router has sent 61 messages, but received back
none. We also know that DLCI O is used as this is the LMI DLCI used in ANSI. If the LMI type
had been Cisco, the DLCI used is 1023.

Reference:

http://www.cisco.com/en/US/tech/tk713/tk237/technologies_tech note09186a0080094183.shtml

QUESTION NO: 449
In a Frame Relay environment, what is the function of the DE bit?

A. the activation of the LMI protocol

B. the identification of frames that are transmitted above the CIR
C. the identification of what routing updates to block

D. the identification of the virtual circuit

Answer: B
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QUESTION NO: 450

When a router is connected to a Frame Relay WAN link using a serial DTE interface, how is the
interface clock rate determined?

A. It is supplied by the far end router.

B. It is determined by the clock rate command.
C. Itis supplied by the CSU/DSU.

D. Itis supplied by the Layer 1 bit stream timing.

Answer: C

Explanation:
A frame relay WAN needs a clock rate, which can be supplied by the CSU/DSU.

QUESTION NO: 451

Refer to the exhibit. SO/0 on R1 is configured as a multipoint interface to communicate with R2
and R3 in this hub-and-spoke Frame Relay topology. While testing this configuration, a technician
notes that pings are successful from hosts on the 172.16.1.0/24 network to hosts on both the
172.16.2.0/25 and 172.16.2.128/25 networks. However, pings between hosts on the 172.16.2.0/25
and 172.16.2.128/25 networks are not successful. What could explain this connectivity problem?

172.16.3.2/129
- sDfo§

172.16.3.1/29
i SGJG

/
R1
fa0/0 I

172.16.1.0/24

50/0 §
172.16.3.3/29

172.16.2.128/25

ActualTests
RIP v2

A. The RIP v2 dynamic routing protocol cannot be used across a Frame Relay network.

B. The ip subnet-zero command has been issued on the R1 router.

C. Split horizon is preventing R2 from learning about the R3 networks and R3 from learning about
the R2 networks.

D. The 172.16.3.0/29 network used on the Frame Relay links is creating a discontiguous network
between the R2 and R3 router subnetworks.

E. The 172.16.2.0/25 and 172.16.2.128/25 networks are overlapping networks that can be seen by
R1, but not between R2 and R3.
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Answer: C

Explanation:

Under normal circumstances, the router that is connected to the broadcast IP network and uses
the distance vector routing protocol will use split horizon mechanism to avoid routing loop.

Split horizon is a technology to avoid routing loop and speed up the routing convergence. The
router may receive the routing information sent by itself which is useless, split horizon will not
advertise the routing update information back received from the terminal , while it will advertise
those routes that will not be cleared because of the endless counting .It can be simply interpreted
that the route learnt by a router from one interface will not be sent through the same interface .
For the non-broadcast network (such as Frame Relay and High Speed Switched Data Services),
the effect of split horizon is not ideal. So, we can use the following commands to disable or enable
split horizon.

ip split-horizon to enable split horizon

no ip split-horizon to disable split horizon

The problem in this situation is related to split horizon , which reduces incorrect routing information
and routing overhead in a distance-vector network by enforcing the rule that information cannot be
sent back in the direction from which it was received. In other words, the routing protocol
differentiates which interface a network route was learned on, and once it determines this, it won't
advertise the route back out of that same interface.

in a spoke and hub Frame Relay topology, the Frame Relay interface for the hub router must have
split-horizon processing disabled. Otherwise, the spoke routers never receive each other's routes.

QUESTION NO: 452
A default Frame Relay WAN is classified as what type of physical network?

A. broadcast multi-access

B. broadcast point-to-multipoint
C. nonbroadcast multi-access
D. nonbroadcast multipoint

E. point-to-point

Answer: C

Explanation:
A default Frame Relay WAN is classified as Nonbroadcast multi-access (NBMA).

QUESTION NO: 453
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The Frame Relay network in the diagram is not functioning properly. What is the cause of the
problem?

" Frame Relay

b . f

T M.l:-\-" 4

53 172.31.31.126 /25

-

172.31.31.14 /25

Steele

Gallant¥show frame-relay map
Serial3 (up): ip 172.31.31.126 dlci 205 (0xCD,0x30D0), static, broadcast,
CISCO, status defined, active

Steele#show frame-relay map
Serial3 {up): ip 172.31.31.126 dlci 605 (0x25D,0x94D0), static, broadcast,
CISCO, status defined, active

Attalla#show frame-relay map

Serial3 (up): ip 172.31.31.62 dici 509{0x1FD,0x7 CD0), static, broadcast,
CISCO, status deleted

Serial3 (up): ip 172.31.31.14 dici 502{0x1F6,0x7 C60), static, broadcast,
CISCO, status defined, active ActualTest

A. The Gallant router has the wrong LMI type configured.

B. The IP address on the serial interface of the Attalla router is configured incorrectly.

C. The frame-relay map statement in the Attalla router for the PVC to Steele is not correct.

D. The S3 interface of the Steele router has been configured with the frame-relay encapsulation
ietf command.

E. Inverse ARP is providing the wrong PVC information to the Gallant router.

Answer: C

Explanation:

On serial 3 of Attalla we can see that there are 2 PVC's defined, but only one of them is working
and is shown as active. The frame relay map that was used to specify DLCI 509 was incorrect.
Incorrect DLCI assignments that are configured in routers normally show up as "deleted" in the
frame relay maps.

QUESTION NO: 454

The command frame-relay map ip 10.121.16.8 102 broadcast was entered on the router. Which of
the following statements is true concerning this command?

A. 102 is the remote DLCI that will receive the information.
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B. The broadcast option allows packets, such as RIP updates, to be forwarded across the PVC.
C. The IP address 10.121.16.8 is the local router port used to forward data.

D. This command should be executed from the global configuration mode.

E. This command is required for all Frame Relay configurations.

Answer: B

Explanation:

Broadcast is added to the configurations of the frame relay, so the PVC supports broadcast,
allowing the routing protocol updates that use the broadcast update mechanism to be forwarded
across itself.

QUESTION NO: 455
What are two characteristics of Frame Relay point-to-point subinterfaces? (Choose two.)

A. They create split-horizon issues.

B. They require a unique subnet within a routing domain.

C. They emulate leased lines.

D. They are ideal for full-mesh topologies.

E. They require the use of NBMA options when using OSPF.

Answer: B,C

Explanation:
Section 4: Troubleshoot WAN implementation issues (1 question)

QUESTION NO: 456

Refer to the exhibit. The two exhibited devices are the only Cisco devices on the network. The
serial network between the two devices has a mask of 255.255.255.252. Given the output that is
shown, what three statements are true of these devices? (Choose three.)
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Manchester London

Dewice ID: London
Entry address (es):
IPF addreszssz: 10.1.1.2
Platform: cisco 2610, Capabilities: Router
Interface: Serialld/0, Port ID (outgoing port): Seriallsl
Holdtime @ 125 zec

<output omitteds ActualTests

A. The Manchester serial address is 10.1.1.2.

B. The Manchester serial address is 10.1.1.1.

C. The CDP information was sent by port Serial0/0 of theLondon router.

D. The London router is a Cisco 2610.

E. The CDP information was received on port Serial0/0 of theManchester router.
F. The Manchester router is a Cisco 2610.

Answer: B,C,D

Explanation:
1. Use the show cdp entry * command on Device Manchester to find that the IP address of Device
London is 10.1.1.2. Therefore, the IP address of the interface of Device Manchester is 10.1.1.1.

2. The results shown by running the show cdp entry command show that the platform of Device
London is cisco 2610.

3. Interface: serial0/0 indicates that Device Manchester is connected with Device London through
S0/0.

Section 5: Describe VPN technology (including: importance, benefits, role, impact, components) (0
question)

Section 6: Configure and verify a PPP connection between Cisco routers (5 question)

QUESTION NO: 457

Which PPP authentication methods will you use when configuring PPP on an interface of a Cisco
router? (Choose two)

A. PAP
B. SSL
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C. CHAP
D. SLIP

Answer: A,C

Explanation:

Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol
(CHAP) authenticate the endpoints on either end of a point-to-point serial link. Chap is the
preferred method today because the identifying codes flowing over the link are created using a
MD5 one-way hash, which is more secure that the clear-text passwords sent by PAP.

Reference:

CCNA Self-Study CCNA ICND exam certification Guide (Cisco Press, ISBN 1-58720-083-X) Page
314

PPP has two ways to authenticate : one is PAP, the other is CHAP. PAP is less secure than
CHAP. PAP transmits the password in the form of plaintext, while the transmission process of
CHAP does not contain password, using hash to replace password. The PAP authentication can
be achieved by two-way handshake ,while the CHAP authentication can be achieved by three-way
handshake. The PAP authentication is that the dialed sends the request and the dial reply, while
the CHAP authentication is that the dial send request and the dialed sends back a data packet
which contains the random hash value sent by the dial, after confirming the database has no error,
the dial will send a successfully connected packet to connect.

QUESTION NO: 458

Refer to the exhibit. The network administrator is in a campus building distant from Building B.
WANROouter is hosting a newly installed WAN link on interface S0/0. The new link is not
functioning and the administrator needs to determine if the correct cable has been attached to the
SO0/0 interface. How can the administrator accurately verify the correct cable type on S0/0 in the
most efficient manner?

\\

DSUiCsU

WANRouter

Building Ay \ Building B
fh:tumésts
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A. Telnet to WANRouter and execute the command show running-configuration

B. Telnet to WANRouter and execute the command show interfaces S0/0

C. Physically examine the cable between WANRouter S0/0 and the DCE.

D. Telnet to WANRouter and execute the command show processes S0/0

E. Telnet to WANRouter and execute the command show controller SO/0

F. Establish a console session on WANRouter and execute the command show interfaces S0/0

Answer: E

Explanation:

When the administrator is far away from the malfunction equipment, telnet may be used to log in
the remote equipment to check. When the specific failure port is identified, execute show interface
following with the specific port number.

QUESTION NO: 459

You are about to configure PPP on the interface of a Cisco router. Which authentication methods
could you use? (Choose two)

A. CHAP
B. VNP
C. LAPB
D. PAP

Answer: A,D

Explanation:
PPP supports both Password Authentication Protocol (PAP) and Challenge Handshake
Authentication Protocol (CHAP).

Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol
(CHAP) authenticate the endpoints on either end of a point-to-point serial link. Chap is the
preferred method today because the identifying codes flowing over the link are created using a
MD5 one-way hash, which is more secure that the clear-text passwords sent by PAP.

Reference:

CCNA Self-Study CCNA ICND exam certification Guide (Cisco Press, ISBN 1-58720-083-X) Page
314

QUESTION NO: 460

As a CCNA candidate, you need to know PPP very well. Which of the statements are true
regarding key characteristics of PPP? (Choose three.)
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A. encapsulates several routed protocols
B. can be used over analog circuits

C. provides error correction

D. supports IP only

E. maps Layer 2 to Layer 3 address

Answer: AB,C

Explanation:

The Point-to-Point Protocol (PPP) originally emerged as an encapsulation protocol for transporting
IP traffic over point-to-point links. PPP also established a standard for the assignment and
management of IP addresses, asynchronous (start/stop) and bit-oriented synchronous
encapsulation, network protocol multiplexing, link configuration, link quality testing, error detection,
and option negotiation for such capabilities as network layer address negotiation and data-
compression negotiation. PPP supports these functions by providing an extensible Link Control
Protocol (LCP) and a family of Network Control Protocols (NCPSs) to negotiate optional
configuration parameters and facilities. In addition to IP, PPP supports other protocols, including
Novell's Internetwork Packet Exchange (IPX) and DECnet.
http://www.cisco.com/en/US/docs/internetworking/technology/handbook/PPP.html

QUESTION NO: 461

An ISDN link can be encapsulated using either PPP or HDLC. What are the advantages of using
PPP? (Choose two)

A. PPP can be routed across public facilities, while HDLC is not routable in circuit-switched
networks.

B. PPP is consistently implemented among different equipment vendors.

C. PPP will run faster and more efficiently than HDLC on circuit-switched ISDN links.

D. PPP authentication will prevent unauthorized callers from establishing an ISDN circuit.

Answer: B,D

Explanation:

PPP is now the most popular data link encapsulation protocol. It provides improved compatibility,
network providers are enabled to cooperate together; while HDLC is Cisco private, which has
limitations. Meanwhile, PPP supports also Password Authentication Protocol (PAP) and
Challenge-Handshake Authentication Protocol (CHAP). It bears better security.

PPP has numerous advantages over HDLC. Unlike HDLC which is Cisco proprietary, PPP was
designed for multi-protocol interoperability. Secondly, PPP supports authentication, using either
PAP or CHAP. Finally, PPP supports error correction and the use of bonded multilink circuits.
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QUESTION NO: 462

If the router R1 has a packet with a destination address 192.168.1.255, what describes the
operation of the network?

T =

2009.165.100.250 24

S000
209.165.100.200 24

Falm

192, 168.1.250 24
Server 1

200.165.200.226 /24

Web Server 2
102 168.1.10 24

Host 1
192.168,1.106 24
e

ActualTests

A. R1 will encapsulate the packet in a frame with a destination MAC address of FF-FF-FF-FF-FF-
FF

B. R1 will forward the packet out all interface.

C. R1 will drop this packet because this it is not a valid IP address.

D. As R1 forwards the frame containing this packet, SW-A will add 192.168.1.255 to its MAC table.

Answer: C

Explanation:

The IP address 192.168.1.255 of data packet is a broadcast address, the router will not forward
broadcast address, instead it will drop this packet.

Network address: 192.168.1.0 subnet mask: 255.255.255.0

Valid address scope of hosts: 192.168.1.1 C 192.168.1.254

Broadcast address: 192.168.1.255

QUESTION NO: 463

The router address 192.168.1.250 is the default gateway for both the Web Server 2 and Host 1.
What is the correct subnet mask for this network?
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|-

Fanm
192, 168.1.250 24

200.165.200.226 /24

Weh Server 2 Host 1
192.168.1.10 /24 41!12.163.1106 24

ActualTests

A. 255.255.255.250
B. 255.255.255.128
C. 255.255.255.252
D. 255.255.255.0

Answer: D

Explanation:

1. Based on the information provided in the exhibit, we know that the IP address of the interface
Fa0/0 is 192.168.1.250/24, that is to say the subnet mask is 255.255.255.0?7?

2. When configuring the correct IP address and not wasting IP address, the network of
192.168.1.0 needs to contain the following three IP addresses of interfaces:

R1(fa 0/0) : 192.168.1.250

Hostl: 192.168.1.106/24

Web server 2: 192.168.1.10/24

The correct mask is 255.255.255.0.

QUESTION NO: 464

Host 1 has just started up and requests a web page from web server 2. Which two statements
describe steps in the process Host 1 uses to send the request to web server 2 (choose two)?

Exhibit:
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Topology = )=

Web Senver 2
192.168.1.10 24

ActualTests

J

A. Host 1 looks in its ARP cache for the MAC address of router R1

B. Host 1 addresses the frames to the MAC address of router R1

C. Host 1 sends a broadcast ARP request to obtain the MAC address of webserver2.
D. Host 1 sends the packets to router R1 to be forwarded to web server 2

E. Host 1 addresses the frames to the MAC address of web server 2

Answer: C,E

QUESTION NO: 465

Users on the 192.168.1.0/24 network must access files located on the Serverl.What route could
be configured on router R1 for file requests to reach the server?

Topoloay = - g

200.165.100.250 24

Web Server 2
192.168.1.10 24

ActualTests

A. ip route 0.0.0.0 0.0.0.0 209.165.200.226

B. ip route 0.0.0.0 0.0.0.0 s0/0/0

C. ip route 192.168.1.0 255.255.255.0 209.165.100.250
D. ip route 209.165.200.0 255.255.255.0 192.168.1.250
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Answer: B

Explanation:

In order to allow the network of 192.168.1.0/24 to access Serverll, we need to establish a default
route. The format of this default route is as follows:

ip route prefix mask {ip-address interface-type interface-number [ip-address]} [distance] [name]
[permanent track number] [tag tag]

Based on the request of this subject, we need to configure the correct route as follows:

ip route 0.0.0.0 0.0.0.0 s0/0/0

QUESTION NO: 466

What must be configured on the network in order for users on the Internet to view web pages
located on Web Server 2?

Fali
192.168.1.250 24

200.165.200.226 /24

Weh Server 2
102 168.1.10 24

Host 1

192, 168.1.106 24
=

ActualTests

A. On router R1, configure a default static route to the 192.168.1.0 network.

B. On router R1, configure NAT to translate an address on the 209.165.100.0/24 network to
192.168.1.10

C. On router R1 ,configure DNS to resolve the URL assigned to Web Server 2 to the 192.168.1.10
address

D. On router R2, configure DHCP to assign a registered IP address on the 209.165.100.0/24
network to Web Server 2.

Answer: B

Explanation:

In order to allow internet users to access Web Server 2, we need to configure NAT address
translation on router R1.
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QUESTION NO: 467

R1 forwards a packet from Host 1 to remote Server 1. Which statement describes the use of a
MAC as the frame carrying this packet leaves the s0/0/0 interface of R1?

=1

209.165.100.250 24

1021081250 24

200.165.200.226 24

Web Server 2
192.168.1.10 24

ActualTests

J

A. The frame does not have MAC addresses.

B. The destination MAC address in the frame is the MAC address of the s0/0/0 interface of R2
C. The source MAC address in the frame is the MAC address of the s0/0/0 interface of R1.

D. The destination MAC address in the frame is the MAC address of the NIC of server 1.

E. The source MAC address in the frame is the MAC address of the NIC of Host 1.

Answer: A

Explanation:
The frame relay network does not have hardware addresses.

QUESTION NO: 468

Host 1 receives a file from remote server 1. Which MAC address appears as the source address in
the header of the frames received by Host 1?
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209.165.100.250 24

Web Server 2
192.168.1.10 24

ActualTests

A. The MAC address of the s0/0/0 interface of the router R2
B. The MAC address of the Fa0/0 interface of router R1

C. The MAC address of the NIC in Host 1 .

D. The MAC address of the NIC in server 1.

Answer: B

QUESTION NO: 469

Err— -]

|

Host 1 sends an ICMP echo request to remote severl. Which destination address does Host 1

place in the Layer2 header of the frame containing the ping packet?

Clopobogy S - ]

209.165.100.250 24

Web Server 2
192.168.1.10 24

ActualTests

|

A. The IP address of FO/0 interface of router R1.

B. The IP address of the s0/0/0 interface of router R2

C. The MAC address of the Fa0/0 interface of router R1.
D. The MAC address of the s0/0/0 interface of router R2
E. The MAC address of NIC in sever 1.
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F. The IP address of sever 1.
Answer: C

Explanation:
Hostl learned the frame relay network through R1. Hostl can reach serverl by using the Ping
command of the ICMP protocol.

QUESTION NO: 470

Please study the exhibit shown above carefully:

=1

209.165.100.250 24
S

Fal
192.168.1.250 24

0 165.200.226 24

Wb Serser 2
192.168.1.10 24

Host 1
192 168.1.106 24

ActualTests

=

Host 1 sends a request for a file to remote server Serverl. Which destination address does host 1
place in the layer 3 header of the packet containing the request?

A. The IP address of Server Serverl

B. The MAC address of the s0/0/0 interface of router R2
C. The IP address of the Fa0/0 interface of router R1

D. The Mac address of the NIC in Sever Serverl

Answer: A

Explanation:
In the packet that HOST 1 sent and request response, layer 3 destination address is Server
Serverl

QUESTION NO: 471

Jill has opened two Internet Explorer windows on her local PC. She uses them to simultaneously
access the local web server at the time to browse WWW documents on the intranet. What
mechanism makes the data to end up in the correct Internet Explorer window?
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A. The TCP port numbers are used to direct the data to the correct application window.
B. The IP Source addresses of the packets will be used to direct the data to the correct browser
window.

C. The OSI application layer tracks the conversations and directs them to the correct browser.
D. The browser track the data by the URL.

Answer: A

Explanation:

The Application Layer (Layer 7) refers to communications services to applications and is the
interface between the network and the application. Examples include: Telnet, HTTP, FTP, Internet
browsers, NFS, SMTP gateways, SNMP, X.400 mail, and FTAM.

QUESTION NO: 472

=

Multinational Core

ActualTests

i |
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Dubai#sh frame-relay map
Seriall/0 ([up): ip 172.30.0.2 dlci 704

(0=7B,0x1CEQ) , dymamic,

broadecast,, status defined, actiwve

deriall/0 {up): ip 172.30.0.3 dlci 196

{0<EA,Ox3EA0) , dymawmic,

broadecast,, status defined, actiwve

Jeriall/0 {up): ip 172.30.0.4 dlci 702

{0x159,0x5490) , dynamic,

broadcast,, status defined, active

Seriall/0 {up): ip 172.30.0.5 dlci 344

(0x1C8,0x7080) , dymamic,

broadcast,, status defined, active

Dubaigl

interface FastEthernet0/0

no ip address

Fhmtdown

1
interface Seriall/0

ip address 172.30.0.1 255.255.255. 240
encapsulacion frame-relay

no fair-cuieus

1

interface Seriall/l

ip address 192.165.0.1 255.255.255.252
1
interface Seriall/f2

ip addrass 192, 168.0.5 255.255.255.252
encapsulation ppp
1
interface Seriall/3

ip address 192.168.0.9 255.255.255.252
encapsulation ppp

ppp authentication chap
1
rourer rip

version 2

necwork 172.30.0.0

network L192.168.0.0

no SUTo-3Umnmary
1

line con O
exec-timeout 0 0
line aux O

line vty 0 4
pazsword Tlnet
login

L}

etudl

Please study the exhibit shown above carefully, and answer the following questions.

ActualTests

A static map to the S-AMER location is required. Which command should be used to create this

map?

A. frame-relay map ip 172.30.0.3 702 broadcast
B. frame-relay map ip 172.30.0.3 196 broadcast
C. frame-relay map ip 172.30.0.3 344 broadcast
D. frame-relay map ip 172.30.0.3 704 broadcast

Answer: B
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Explanation:

Based on the output of the command "show frame-relay map", we know that DLCI mapped to the
router S-AMER is 196. ( .3 In the above network topology, the complete layer3 IP address
is172.30.0.3)

Frame-relay map: The mapping command "Frame-relay map" can statically create a mapping
reaching the remote protocol address.

The format is :

frame-relay map protocol protocol-address dici [ broadcast ][ ietf | cisco ]

Configuring a static Frame Relay map is optional unless you are using subinterfaces. The Frame
Relay map will map a Layer 3 address to a local DLCI. This step is optional because inverse-arp
will automatically perform this map for you.

Syntax for frame-relay map is:

frame-relay map protocol address dici [broadcast] [cisco | ietf]

The broadcast option allows packets, such as RIP updates to be forwarded across the PVC. If you
are not using the broadcast option, you need to specify the neighbor to forward unicast packet
using neighbor command.

neighbor a.b.c.d

Specify RIP neighbor. When a neighbor doesn't understand multicast, this command is used to
specify neighbors. In some cases, not all routers will be able to understand multicasting, where
packets are sent to a network or a group of addresses. In a situation where a neighbor cannot
process multicast packets, it is necessary to establish a direct link between routers. The neighbor
command allows the network administrator to specify a router as a RIP neighbor. The no neighbor
a.b.c.d command will disable the RIP neighbor.

QUESTION NO: 473
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Multinational Core

ActualTests

d

Dubaigsh frame-relay map

seriall/0 [(up): ip 172.30,0.2 dlci 704 (Ox7B,0x1CEQ), dynanic,
broadeast,, status defined, active
seriall/0 {up): ip 172.30.0.3 dlci 196 (OxEA,Dx3SA0), dynanic,
broadcast,, status defined, active
seriall/s0 (up): ip 172.30,0.4 dlci 702 (0=159,0x54920), dynamic,
broadeast,, srtatus defined, acrive
Serialls0 (up): ip 172.30.0.5 dlci 244 ((<1C2,0x7080), dynamic,
broadecast,, scatus defined, active

Dubaig)
interface FastEthernetd/0
no ip address
shutdown
]
interface Seriall/0
ip address 172.30.0.1 255.255.255. 240
encapsulacion frame-relay
no fair-cuisue
11
|{interface Seriall/l
ip address 192.165.0.1 255.255.255.252
I
interface Seriall/2
ip address 192.168.0.5 255.255.255. 252
encapsulation ppp
1
interface Seriall/3
ip address 192.168.0.9 255.255.255.252
encapsulation ppp
ppp authentication chap
i
router rip
wversion 2
network 172.30.0.0
network 192.168.0.0
no auto-SUmRRary
1
line con O
exec-timeout 0 0
line aux O
line vty 0 4
password Tlnet
login
L}

etul

ActualTests
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Please study the exhibit shown above carefully, and answer the following question.

Which connection user the default encapsulation for serial interfaces on Cisco routers?

A. The serial connection to theMidEast branch office.

B. The serial connection to the DeepSouth branch office.
C. The serial connection to the NorthCentral branch office.
D. The serial connection to the Multinational Core.

Answer: A

Explanation:

On the basis of the configuration on Dubai provided in the exhibit, we know that the encapsulation
types of different interfaces are as follows:

Serial 1/0 : encapsulation frame-relay

Serial 1/2 and Serial 1/3 : both interfaces are encapsulated PPP

Serial 1/1: There is no related encapsulation information displayed, so its default encapsulation
type is HDLC .

Based on the network topology provided in the exhibit, the interface Serial 1/1 is connected to the
router Mideast of the branch office, so the encapsulation type of the router Mideast is by default.

The default encapsulation on a serial interface is HDLC. The original HDLC encapsulation was
defined by the International Organization for Standards (ISO), those same folks who developed
the OSI model. The ISO version of HDLC had one shortcoming, however; it had no options to
support multiple Layer 3 routed protocols. As a result, most vendors have created their own form
of HDLC. Cisco is no exception because it has its own proprietary form of HDLC to support
various Layer 3 protocols such as IPX, IP, and AppleTalk.

The Serial connection to the Dub<i branch office using the default encapsulation type. You can

change using:
* encapsulation <type> command on interface

QUESTION NO: 474
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Multinational Core

ActualTests

d

Dubaigsh frame-relay map

seriall/0 [(up): ip 172.30,0.2 dlci 704 (Ox7B,0x1CEQ), dynanic,
broadeast,, status defined, active
seriall/0 {up): ip 172.30.0.3 dlci 196 (OxEA,Dx3SA0), dynanic,
broadcast,, status defined, active
seriall/s0 (up): ip 172.30,0.4 dlci 702 (0=159,0x54920), dynamic,
broadeast,, srtatus defined, acrive
Serialls0 (up): ip 172.30.0.5 dlci 244 ((<1C2,0x7080), dynamic,
broadecast,, scatus defined, active

Dubaig)
interface FastEthernetd/0
no ip address
shutdown
]
interface Seriall/0
ip address 172.30.0.1 255.255.255. 240
encapsulacion frame-relay
no fair-cuisue
11
|{interface Seriall/l
ip address 192.165.0.1 255.255.255.252
I
interface Seriall/2
ip address 192.168.0.5 255.255.255. 252
encapsulation ppp
1
interface Seriall/3
ip address 192.168.0.9 255.255.255.252
encapsulation ppp
ppp authentication chap
i
router rip
wversion 2
network 172.30.0.0
network 192.168.0.0
no auto-SUmRRary
1
line con O
exec-timeout 0 0
line aux O
line vty 0 4
password Tlnet
login
L}

etul

ActualTests
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Please study the exhibit shown above carefully, and answer the following questions.

What destination Layer2 address will be used in the frame header containing a packet for host
172.30.4.4?

A. 344
B. 704
C. 702
D. 196

Answer: C

Explanation:

Circuits are identified by data-link connection identifiers (DLCI). DLCIs are assigned by your
provider and are used between your router and the Frame Relay provider. In other words, DLCIs
are locally significant.

See the exhibit of show frame-relay map output, IP address 172.30.4.4 is mapped with 702 DLCI
address, so layer 2 destination address (DLCI on frame-relay) will be 702.

You can map IP to DLCI with:

* frame-relay interface-dlci <dlIci_num>
or

* frame-relay map ip <IP Address> <dIci>

In the Frame Relay network, the devices are connected with each other through DLCI. The
address of the destination host presented in the subject is 172.30.0.4, on the basis of the output of
the command "show frame-relay map" displayed in the exhibit , we know that the Layer3 IP
address 172.30.0.4 corresponding DLCI is 702.

DLCI Addressing:The DLCI is an addressing mechanism used to identify a VC so that when
multiple VCs use the same access link the Frame Relay switches know how to forward the frames
to the correct remote sites.

Two important features of the DLCI are:

The Frame Relay headers, which have a single DLCI field, not both Source and Destination DLCI
fields.

The local significance of the DLCI, which means that the addresses need to be unique only on the
local access link. This is called local addressing.

Because there is only a single DLCI field in the Frame Relay header, Global addressing can be
used, making DLCI addressing look like LAN addressing in concept. Global addressing is a way of
choosing DLCI numbers when planning a Frame Relay network so that working with DLCIs is
much easier.
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QUESTION NO: 475

Topalogy = =1

Multinational Core

ActualTests

d
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Dubai#sh frame-relay map
Seriall/0 ([up): ip 172.30.0.2 dlci 704

(0=7B,0x1CEQ) , dymamic,

broadecast,, status defined, actiwve

deriall/0 {up): ip 172.30.0.3 dlci 196

{0<EA,Ox3EA0) , dymawmic,

broadecast,, status defined, actiwve

Jeriall/0 {up): ip 172.30.0.4 dlci 702

{0x159,0x5490) , dynamic,

broadcast,, status defined, active

Seriall/0 {up): ip 172.30.0.5 dlci 344

(0x1C8,0x7080) , dymamic,

broadcast,, status defined, active

Dubaigl

interface FastEthernet0/0

no ip address

Fhmtdown

1
interface Seriall/0

ip address 172.30.0.1 255.255.255.240
encapsulacion frame-relay

no fair-cuieus

1

interface Seriall/l

ip address 192.165.0.1 255.255.255.252
1
interface Seriall/f2

ip addrass 192, 168.0.5 255.255.255.252
encapsulation ppp

1
interface Seriall/3

ip address 192.168.0.9 255.255.255.252
encapsulation ppp

ppp authentication chap

1
rourer rip

version 2

necwork 172.30.0.0

network L192.168.0.0

no SUTo-3Umnmary
1

line con O
exec-timeout 0 0
line aux O

line vty 0 4
pazsword Tlnet
login

L}

etudl

Please study the exhibit shown above carefully, and answer the following question.

ActualTests

If required, what password should be configured on the DeepSouth router in the branch office to
allow a connection to be established with the MidEast router?

A. Console

B. Enable

C. No password is required.
D. Secret

E. Telnet
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Answer: C

Explanation:

No password is required because there is no authentication type is specified, it's just
encapsulation type is changed. By default encapsulation type on serial interface is hdlc on Cisco
router, that is Cisco proprietary code added hdlc . If you are going with different vendor router
connection with cisco router on serial interface, you need to change hdlc encapsulation type to

pPP.

QUESTION NO: 476

Instructions

An administrator is trying to ping and telnet from SwitchC to RouterC with the results shown below.
SwitchC>

SwitchC> ping 10.4.4.3

Type escape sequence to abort.

Sending 5,100-byte ICMP Echos to 10.4.4.3, timeout is 2 seconds
Success rate is 0 percent (0/5)

SwitchC>

SwitchC> telnet 10.4.4.3

Trying 10.4.4.3...

% Destination unreachable; gateway or host down

SwitchC>

Click the console connected to RouterC and issue the appropriate commands to answer the
guestions.

"Pass Any Exam. Any Time." - www.actualtests.com 386



Cisco 640-802: Practice Exam

ActualTests
el

i
dinterface Loopbackl
| ip address 172.16,4.1 255,255,255,0
|1
interface Loopback2
ip address 10.145.145.1 255.255.255.0
| ipwe address 2001:410:2:3::/64 eui-64
]
interface FastEthernet0/0
ip address 10.4.4.3 255.255.255.0
ip access-group 106 in
duplex auto
speed auto
]
dnterface FastEthernet0/1
no ip address
shucdowm
duplex auto
speed auto
|
dinterface Serial0/0/0
| bandwidth 64
no ip address
ip access-group 102 out
encapsulation frame-relay

T

ActualTests
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RouterC = L]
interface Serial0/0/ A
bandwidth 64
no ip address
ip access-group 102 out
encapsulation frame-relay
ip ospf authentication
ip ospf authentication-key san-fran
i
interface Serial0/0/0.1 point-to-pointc
ip address 10.140.3.2 255.255.255.0
ip authentication mode eigrp 100 mdS
ip authentication key-chain eigrp 100 icndchain
frane-relay interface-dlei 120
i
linterface Serial0/0/1
bandwidth 64
ip address 10,45.45.1 255,255.255.0
ip access-group 102 in
ip suthentication mode eigrp 100 mdS
ip authentication key-chainh eigrp 100 icndchain
ip ospf suthentication
ip ospf authentication-key san-fran
ipve address 2001:410:2:10:: /64 eui-64

1 ActualTest
--- Mare (66} --- H

| RouterC L]
ip authentication mode eigrp 100 md5 A
ip authentication key-chain eigrp 100 icndchain
ip ospf authentication
ip ospf authentication-key san-fran
ipve address 2001:410:2:10:: /64 eui-64
i

irouter eigrp 100
network 10.0.0.0
network 172.16.0.0
network 192.1658.2.0
no AUto=-Sunnary
I

irouter aspf 100
log-adjacency-changes
network 10.4.4.3 0,0.0.
network 10.45.45.1 0.0.
network 10.140,3.2 0.0,

2 0.

network 192.166.2.6
i

0 area O

0.0 area O
0.0 area 0
0.0.0 area 0

lrouter rip

version 2

network 10.0.0,0

network 172.16.0.0
ActualTests

i
lip default-gateway 10.1.1.2 E:% .
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ip default-gateway 10.1.1.2
|

ip http sexrw

er

mo ip http securg-ssrver

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
ACcass-list
lfaccess-listc
access-list
access-list
access-lisc
access-list
accesa-list
jaccesgg=-list
access-list
access-list

access-list
access-1ist
access-list
access=1list
raccess-list
access=list
access-list
access-list
access-list
access-list
access-list
Aaccess-list
access-list
accesx-list
access-1ist
access-list
access-list
access-list
access=list

access-lisat
]

102 permit tcp any any eq £tp

102 permit tcp any any eq ftp-data
102 deny tcp any any eq telnet
102 deny icep any any echo-reply
102 permit ip any any

104 permit tcp any any eq £tp

104 permit tcp any any eq ftp-data
104 deny tcp any any eq telnet
104 permit icmp any any echo

104 deny icmp any any echo-ceply
104 permit ip any any

106 permit tcp any any =g £tp

106 permit tcp any any eq Etp-data
106 deny top any any eq telnet
106 permit icmp any any echo-reply
110 permic udp any any &g domain
110 permit udp any eq domain any
110 permit tcp any any eq domain
110 permit tcp any eq domain any

s

0|
Cl

ActualTests

104
104
104
104
104
104
106
108
106
106
110
110
110
110
110
114
115
122
122
122

control-plane
--- More (13) --- |}

Which will fix the issue and allow ONLY ping to work while keeping telnet disabled?

A. Correctly assign an IP address to interface faO/1.

PEEDIC tCp any any eq Etp

petnit tcp any any eq Ltp-data
deny tcp any any eq telnet
petnit icmp any any echo

deny icmp any any echo-reply
permit ip any any

PEERIC tCp any any eq £tp
pernitc tcp any any =g ftp-data
deny tcp any any eq telnet
peruit icmp any any echo-reply
pernit udp any any eq domain
permit udp any eq domain any
PEENLIL tCcp any any eq domain
permit tocp any eq domalrn any
pernit tcp any any

permnic ip 10.4.4.0 0.0.0.255 any
pernit ip 0.0.0:0 255.255:.255.0 any
deny  tcp any any

deny dicmp any any echo-reply
PeEmit ip any any

ActualTests

B. Change the ip access-group command on fa0/0 from"in"to "out".

C. Removeaccess-group 106 to from interface fa0/0 and add access-group 115 in.
D. Remove access-group 102 out from interface s0/0/0 and add access-group 114 in
E. Remove access-group 106 to from interface fa0/0 and add access-group 104 in.

Answer: E
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QUESTION NO: 477

Instructions

An administrator is trying to ping and telnet from SwitchC to RouterC with the results shown below.
SwitchC>

SwitchC> ping 10.4.4.3

Type escape sequence to abort.

Sending 5,100-byte ICMP Echos to 10.4.4.3, timeout is 2 seconds
Success rate is 0 percent (0/5)

SwitchC>

SwitchC> telnet 10.4.4.3

Trying 10.4.4.3...

% Destination unreachable; gateway or host down

SwitchC>

Click the console connected to RouterC and issue the appropriate commands to answer the
guestions.

ActualTests
console |
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RouterC

[]

interface Loopbackl
ip address 172,16.4.1 255,255,255.0
]
interface Loophack:z
ip address 10.1485.145.1 255.255.255.0
ipwvt address 2001:410:2:3::/64 sui-64
]
interface FastEthernet0/0
ip address 10.4.4.3 255.255.255.0
ip access-group 106 in
duplex auto
speed suto
interface FastEthernet0/1
no ip address
shutdowm
duplex auto
speed auto
i
dnterface Serial0/0/0
bandwidch 64
no ip address
ip access-group 102 outc
encapsulation frame-relay

Calll

ArctualTests

]

interface Serial0/f0/0
bandwidth 64
no ip address
ip access-group 102 out
encapsulation frame-relay
ip ospf authentication
ip ospf authentication-key san-fran
i
interface Serial0d/0/0.1 point-to-point
ip address 10.140.3.2 255.255.255.0
ip authentication mode eigrp 100 mdS
ip authenticacion key-chain eigrp 100 icndchain
frame-relay interface-dlci 120
i
linterface derial0/0/1
bandwidch 64
ip addresa 10,45.45.1 255,255.255.0
ip access-group 102 in
ip suthentication mode eigrp 100 mdSs
ip suthentication key-chain eigrp 100 icndchain
ip ospf authentication
ip ospf authentication-key san-fran
ipve address 2001:410:2:10:: /64 eui-64
i

-—- Mote [66) —--——

ﬂxt:tuaITEStHr
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ip authentication mode eigrp 100 md5
ip authentication key-chain eigrp 100 icndchain
ip ospf authentication
ip ospf authentication-key san-fran
ipve address 2001:41l0:2:10:: /64 eui-64
i
router eigrp 100
network 10.0.0.0
network 172.16.0.0
network 192.168.2.0
no AUto=-Sunnary
l
irouter ospf 100
log-adjacency-changes
network 10.4.4,3 0,0.0.0 area O
network 10,45.45.1 0.0.0.0 area O
network 10.140,3.2 0.0.0.0 area O
network 192.168.2.62 0.0.0.0 area 0O
k
lrouter rip
wversion 2
network 10.0.0,0
network 172.16.0.0
i

Hp default-gatevay 10.1.1.2 EE

=

ActualTests

ip defaulv-gaceway 10.1.1.2
|

i

lip http server

o ip http Secure-server

%!

access-lisc 102 permit tcp any any eq £tp
laccezs-list 102 permit tcp any any eq ftp-data
access-lisc 102 deny tcp any any eq telnet
access-list 102 deny icep any any echo-reply
acces3z-list 102 permit ip any any

access-list 104 permit tcp any any eq £tp
acces3-list 104 permit tcp any any eq ftp-data
laccess-list 104 deny tcp any any eq telnet
laccess-list 104 permit icmp any any echo
access-list 104 deny icmp any any echo-reply
‘access-list 104 permit ip any any

access-list 106 permit top any any &q £tp
accegs-list 106 permit tcp any any eq ftp-data
jaccess-list 106 deny tCp any any eq telnst
laccesg-list 106 permit icmp any any echo-reply
accezs-lisc 110 permic udp any any eq domain
laccess=list 110 permit udp any eq domain any
laccess-list 110 permit tcp any any eq domain
access-list 110 permit tcp any eq domain any

=

ActualTests
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access-list 104 permic tcp any any eq £tp
access-list 104 petnit tcp any any eq Ltp-data
access-list 104 deny tcp any any eq telnet
access-list 104 permit lcmp any any echo
taccess-1ist 104 deny icmp any any echo-reply
access=-list 104 permit ip any any

access-1list 106 permit tcp any any eq Ltp
access-list 106 permitc top any any &g ftp-data
access-list 106 deny tcp any any eq telnet
access-list 106 permit icmp any any echo-reply
access-list 110 permit udp any any eq domain
access-list 110 permit udp any eg domain any
access-1list 110 permit tcp any any eq domain
access-1ist 110 permit tcp any &g domain any
access-list 110 permit tcp any any

access-list 114 permic ip 10.4.4.0 0.0.0.255 any
access-list 115 permit ip 0.0.0.0 255.255:255.0 any
access-list 122 deny tcp any any

access=1list 122 deny icap any any echo-reply
access-1ist 122 permit ip ahy any

1

1
1

E.nntml—plane ActualTests
--= More (13} ===

What would be the effect of issuing the command ip access-group 114 in to the fa0/0 interface?

A. Attempts to telnet to the router would fail.

B. It would allow all traffic from the 10.4.4.0 network.

C. IP traffic would be passed through the interface but TCP and UDP traffic would not.

D. Routing protocol updates for the 10.4.4.0 network would not be accepted from the faO/0
interface.

Answer: B

QUESTION NO: 478

Instructions

An administrator is trying to ping and telnet from SwitchC to RouterC with the results shown below.
SwitchC>

SwitchC> ping 10.4.4.3

Type escape sequence to abort.
Sending 5,100-byte ICMP Echos to 10.4.4.3, timeout is 2 seconds

Success rate is 0 percent (0/5)

SwitchC>
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SwitchC> telnet 10.4.4.3

Trying 10.4.4.3...

% Destination unreachable; gateway or host down

SwitchC>

Click the console connected to RouterC and issue the appropriate commands to answer the

guestions.

ActualTests
|

=

i
interface Loopbackl

ip address 172.16.4.1 255.255.255.0

1

interface Loopbackz

ip address 10.145.145.1 255.255.255.0
ipwé address Z00l:410:2:3::/64 eui-64
]

interface FastEthernet(/0

ip address 10.4.4.3 255.255.255.0

ip access-group 106 in

duplex auto

speed auto

[ ]

interface FastEthernet(/1

no ip address

shucdowm

duplex auto

speed auto

i
dinterface Serial0/0/0

bandwidch 64

no ip address

ip access-group 102 out
encapaulation frame-relay

s

ActualTests
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RouterC = L]
interface Serial0/0/ A
bandwidth 64
no ip address
ip access-group 102 out
encapsulation frame-relay
ip ospf authentication
ip ospf authentication-key san-fran
i
interface Serial0/0/0.1 point-to-pointc
ip address 10.140.3.2 255.255.255.0
ip authentication mode eigrp 100 mdS
ip authentication key-chain eigrp 100 icndchain
frane-relay interface-dlei 120
i
linterface Serial0/0/1
bandwidth 64
ip address 10,45.45.1 255,255.255.0
ip access-group 102 in
ip suthentication mode eigrp 100 mdS
ip authentication key-chainh eigrp 100 icndchain
ip ospf suthentication
ip ospf authentication-key san-fran
ipve address 2001:410:2:10:: /64 eui-64

1 ActualTest
--- Mare (66} --- H

| RouterC L]
ip authentication mode eigrp 100 md5 A
ip authentication key-chain eigrp 100 icndchain
ip ospf authentication
ip ospf authentication-key san-fran
ipve address 2001:410:2:10:: /64 eui-64
i

irouter eigrp 100
network 10.0.0.0
network 172.16.0.0
network 192.1658.2.0
no AUto=-Sunnary
I

irouter aspf 100
log-adjacency-changes
network 10.4.4.3 0,0.0.
network 10.45.45.1 0.0.
network 10.140,3.2 0.0,

2 0.

network 192.166.2.6
i

0 area O

0.0 area O
0.0 area 0
0.0.0 area 0

lrouter rip

version 2

network 10.0.0,0

network 172.16.0.0
ActualTests

i
lip default-gateway 10.1.1.2 E:% .
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ip default-gateway 10.1.1.2
|

|
ip http sexrw

er

mo ip http securg-ssrver

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
ACcass-list
lfaccess-listc
access-list
access-list
access-lisc
access-list
accesa-list
jaccesgg=-list
access-list
access-list

104
104

access-list
access-1ist
access-list
access=1list
raccess-list
access=list
access-list
access-list
access-list
iaccess=-1ist
access-list
Aaccess-list
access-list
accesx-list
access-1ist
access-list
access-list
access-list
laccess=list

access-lisat
]

1oz
102
102
102
102
104
104
104
104
104
104
106
106
106
106
110
110
110
110

peemit
pPEEmIT
deny
deny_
permic
permit
permitc
deny
permitc
deny
permic
permitc
permitc
demny
pEEmIT
permit
permit
permic
permit

tcp any any eq £th

tcp any any eq ftp-data
top any any eq telnet
icep any any echo-reply
ip any any

tcp any any eq £tp

tcp any any eq frp-data
tcp any any eq telnet
icep any any echo

icep any any echo-ceply
ip any any

top any any eq £tp

tcp any any eq ftp-data
tocp any any eq telnet
icep any any echo-reply
udp any any &g domain
udp any eq domain any
tep any any eq domain
tcp any eq domain any

s

|
B |

ActualTests

104 denvy

104

104 deny

104
106
106

106 deny

106
110
110
110
110
110
114
115

122 deny
122 deny

122

control-plane
--- More (13) --- |}

PEEmMiC
permit

PEEDIC tCp any any eq Etp
petnit tcp any any eq Ltp-data

tcp any any eq telnet

petnit icmp any any echo

icmp any any echo-reply

permit ip any any
permit top any any eq £rp
permic top any any =g ftp-data

tcp any any eq telnet

peruit icmp any any echo-reply
pernit udp any any eq domain
permit udp any eq domain any
PEENLIL tCcp any any eq domain
pernit tep any egq domain any
pernit tcp any any

ip 10.4.4.0 0.0.0.255 any

ip 0.0.0.0 255.255.255.0 any

tcp any any
icap any any echo-reply

PeEmit ip any any

ActualTests

What would be the effect of issuing the command ip access-group 115 in on the s0/0/1 interface?

A. No host could connect to RouterC through s0/0/1.
B. Telnet and ping would work but routing updates would fail.

C. FTP, FTP-DATA, echo, and www would work but telnet would fail.
D. Only traffic from the 10.4.4.0 network would pass through the interface.

Answer: A
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QUESTION NO: 479
For which type of connection should a straight-through cable be used?

A. switch to switch
B. switch to hub
C. switch to router
D. hub to hub

E. router to PC

Answer: C

QUESTION NO: 480
Which set of commands is recommended to prevent the use of a hub in the access layer?

A. switch(config-if)#switchport mode trunk
switch(config-if)#switchport port-security maximum 1

B. switch(config-if)#switchport mode trunk
switch(config-if)#switchport port-security mac-address 1
C. switch(config-if)#switchport mode access
switch(config-if)#switchport port-security maximum 1

D. switch(config-if)#switchport mode access
switch(config-if)#switchport port-security mac-address 1

Answer: C

QUESTION NO: 481

By default, each port in a Cisco Catalyst switch is assigned to VLAN1. Which two
recommendations are key to avoid unauthorized management access? (Choose two.)

A. Create an additional ACL to block the access to VLAN 1.

B. Move the management VLAN to something other than default.

C. Move all ports to another VLAN and deactivate the default VLAN.
D. Limit the access in the switch using port security configuration.

E. Use static VLAN in trunks and access ports to restrict connections.
F. Shutdown all unused ports in the Catalyst switch.

Answer: B,F
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QUESTION NO: 482

Which Cisco Catalyst feature automatically disables the port in an operational PortFast upon
receipt of a BPDU?

A. BackboneFast
B. UplinkFast

C. Root Guard
D. BPDU Guard
E. BPDU Filter

Answer: D

QUESTION NO: 483

Which type of cable is used to connect the COM port of a host to the COM port of a router or
switch?

A. crossover

B. straight-through

C. rolled

D. shielded twisted-pair

Answer: C

QUESTION NO: 484
What is known as "one-to-nearest" addressing in IPv6?

A. global unicast

B. anycast

C. multicast

D. unspecified address

Answer: B

QUESTION NO: 485
Which option is a valid IPv6 address?

A. 2001:0000:130F::099a::12a
B. 2002:7654:A1AD:61:81AF:CCC1
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C. FECO:ABCD:WXYZ:0067::2A4
D. 2004:1:25A4:886F::1

Answer: D

QUESTION NO: 486
How many bits are contained in each field of an IPv6 address?

A. 24
B.4
C.8
D. 16

Answer: D

QUESTION NO: 487

Which layer of the OSI reference model uses the hardware address of a device to ensure
message delivery to the proper host on a LAN?

A. physical
B. data link
C. network
D. transport

Answer: B

QUESTION NO: 488

Which layer of the OSI reference model uses flow control, sequencing, and acknowledgements to
ensure that reliable networking occurs?

A. data link

B. network

C. transport

D. presentation
E. physical

Answer: C
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QUESTION NO: 489
What is the principle reason to use a private IP address on an internal network?

A. Subnet strategy for private companies.

B. Manage and scale the growth of the internal network.

C. Conserve public IP addresses so that we do not run out of them.
D. Allow access reserved to the devices.

Answer: C

QUESTION NO: 490
Which IP address can be assigned to an Internet interface?

A. 10.180.48.224
B. 9.255.255.10
C. 192.168.20.223
D.172.16.200.18

Answer: B

QUESTION NO: 491
What will happen if a private IP address is assigned to a public interface connected to an ISP?

A. Addresses in a private range will be not routed on the Internet backbone.

B. Only the ISP router will have the capability to access the public network.

C. The NAT process will be used to translate this address in a valid IP address.

D. Several automated methods will be necessary on the private network.

E. A conflict of IP addresses happens, because other public routers can use the same range.

Answer: A

QUESTION NO: 492
When is it necessary to use a public IP address on a routing interface?

A. Connect a router on a local network.

B. Connect a router to another router.

C. Allow distribution of routes between networks.
D. Translate a private IP address.
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E. Connect a network to the Internet.

Answer: E

QUESTION NO: 493
What is the first 24 bits in a MAC address called?

A. NIC
B. BIA
C. oul
D. VAI

Answer: C

QUESTION NO: 494
In an Ethernet network, under what two scenarios can devices transmit? (Choose two.)

A. when they receive a special token

B. when there is a carrier

C. when they detect no other devices are sending
D. when the medium is idle

E. when the server grants access

Answer: C,.D

QUESTION NO: 495
Which term describes the process of encapsulating IPv6 packets inside IPv4 packets?

A. tunneling
B. hashing
C. routing
D. NAT

Answer: A

QUESTION NO: 496
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Which statement about RIPng is true?

A. RIPng allows for routes with up to 30 hops.

B. RIPng is enabled on each interface separately.
C. RIPng uses broadcasts to exchange routes.

D. There can be only one RIPng process per router.

Answer: B

QUESTION NO: 497
Which statement about IPv6 is true?

A. Addresses are not hierarchical and are assigned at random.

B. Only one IPv6 address can exist on a given interface.

C. There are 2.7 billion addresses available.

D. Broadcasts have been eliminated and replaced with multicasts.

Answer: D

QUESTION NO: 498

A network admin wants to know every hop the packets take when he accesses cisco.com. Which
command is the most appropriate to use?

A. path cisco.com

B. debug cisco.com

C. trace cisco.com

D. traceroute cisco.com

Answer: D

QUESTION NO: 499

QoS policies are applied on the switches of a LAN. Which type of command will show the effects
of the policy in real time?

A. show command

B. debug command

C. configuration command
D. rommon command
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Answer: B

QUESTION NO: 500
Which command will show the MAC addresses of stations connected to switch ports?

A. show mac-address
B. show arp

C. show table

D. show switchport

Answer: B

QUESTION NO: 501

What is the name of the VTP mode of operation that enables a switch to forward only VTP
advertisements while still permitting the editing of local VLAN information?

A. server

B. client

C. tunnel

D. transparent

Answer: D

QUESTION NO: 502
Which port state is introduced by Rapid-PVST?

A. learning
B. listening
C. discarding
D. forwarding

Answer: C

QUESTION NO: 503

What speeds must be disabled in a mixed 802.11b/g WLAN to allow only 802.11g clients to
connect?
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A.6,9,12,18
B.1,2,55,6
C.55,6,9,11
D.1,2,55,11

Answer: D

QUESTION NO: 504

Refer to the exhibit. Which VLSM mask will allow for the appropriate number of host addresses for
Network A?

Network A Network B
66 Hosls 310 Hosls

ActualTests

A. 125
B. /26
C. 127
D. /28

Answer: A

QUESTION NO: 505

Refer to the exhibit. Which subnet mask will place all hosts on Network B in the same subnet with
the least amount of wasted addresses?

Network A Network B
66 Hosls 310 Hosls

ActuéITests

A. 255.255.255.0
B. 255.255.254.0
C. 255.255.252.0
D. 255.255.248.0

Answer: B
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QUESTION NO: 506

Refer to the exhibit. What is the most appropriate summarization for these routes?

10.0.0.0

10.0.1.0
10.0.2.0

10.0.3.0

ctualTests

A.10.0.0.0 /21
B. 10.0.0.0 /22
C. 10.0.0.0/23
D. 10.0.0.0 /24

Answer: B

QUESTION NO: 507
Which two tasks does the Dynamic Host Configuration Protocol perform? (Choose two.)

A. Set the IP gateway to be used by the network.

B. Perform host discovery used DHCPDISCOVER message.

C. Configure IP address parameters from DHCP server to a host.
D. Provide an easy management of layer 3 devices.

E. Monitor IP performance using the DHCP server.

F. Assign and renew IP address from the default pool.

Answer: C,F

QUESTION NO: 508

Which two benefits are provided by using a hierarchical addressing network addressing scheme?
(Choose two.)

A. reduces routing table entries
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B. auto-negotiation of media rates

C. efficient utilization of MAC addresses

D. dedicated communications between devices
E. ease of management and troubleshooting

Answer: A,E

QUESTION NO: 509
Which two benefits are provided by creating VLANs? (Choose two.)

A. added security

B. dedicated bandwidth

C. provides segmentation

D. allows switches to route traffic between subinterfaces
E. contains collisions

Answer: A,C

QUESTION NO: 510
Which two link protocols are used to carry multiple VLANSs over a single link? (Choose two.)

A. VTP
B. 802.1q
C.IGP
D. ISL
E. 802.3u

Answer: B,D

QUESTION NO: 511

Which two protocols are used by bridges and/or switches to prevent loops in a layer 2 network?
(Choose two.)

A. 802.1d
B. VTP
C. 802.1¢q
D. STP
E. SAP
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Answer: A,D

QUESTION NO: 512
On the network 131.1.123.0/27, what is the last IP address that can be assigned to a host?

A. 131.1.123.30
B.131.1.123.31
C.131.1.123.32
D.131.1.123.33

Answer: A

QUESTION NO: 513

The ip subnet zero command is not configured on a router. What would be the IP address of
Ethernet 0/0 using the first available address from the sixth subnet of the network 192.168.8.0/297?

A. 192.168.8.25
B. 192.168.8.41
C. 192.168.8.49
D. 192.168.8.113

Answer: C

QUESTION NO: 514
For the network 192.0.2.0/23, which option is a valid IP address that can be assigned to a host?

A.192.0.2.0
B. 192.0.2.255
C. 192.0.3.255
D. 192.0.4.0

Answer: B

QUESTION NO: 515

How many addresses for hosts will the network 124.12.4.0/22 provide?
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A. 510

B. 1022
C. 1024
D. 2048

Answer: B

QUESTION NO: 516
Where does routing occur within the DoD TCP/IP reference model?

A. application
B. internet

C. network
D. transport

Answer: B

QUESTION NO: 517

Which VTP mode is capable of creating only local VLANs and does not synchronize with other
switches in the VTP domain?

A. client

B. dynamic

C. server

D. static

E. transparent

Answer: E

QUESTION NO: 518
Which switch would STP choose to become the root bridge in the selection process?

A. 32768: 11-22-33-44-55-66
B. 32768: 22-33-44-55-66-77
C. 32769: 11-22-33-44-55-65
D. 32769: 22-33-44-55-66-78

Answer: A
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QUESTION NO: 519
Which two statements about the use of VLANSs to segment a network are true? (Choose two.)

A. VLANSs increase the size of collision domains.

B. VLANSs allow logical grouping of users by function.
C. VLANSs simplify switch administration.

D. VLANs enhance network security.

Answer: B,D

QUESTION NO: 520

When a DHCP server is configured, which two IP addresses should never be assignable to hosts?
(Choose two.)

A. network or subnetwork IP address

B. broadcast address on the network

C. IP address leased to the LAN

D. IP address used by the interfaces

E. manually assigned address to the clients
F. designated IP address to the DHCP server

Answer: A,B

QUESTION NO: 521
Which network protocol does DNS use?

A FTP
B. TFTP
C.TCP
D. UDP
E. SCP

Answer: D

QUESTION NO: 522
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When two hosts are trying to communicate across a network, how does the host originating the
communication determine the hardware address of the host that it wants to "talk" to?

A. RARP request

B. Show Network Address request
C. Proxy ARP request

D. ARP request

E. Show Hardware Address request

Answer: D

QUESTION NO: 523

When a host transmits data across a network to another host, which process does the data go
through?

A. standardization
B. conversion

C. encapsulation
D. synchronization

Answer: C

QUESTION NO: 524

An administrator attempts a traceroute but receives a "Destination Unreadable" message. Which
protocol is responsible for that message?

A. RARP
B. RUDP
C. ICMP
D. SNMP

Answer: C

QUESTION NO: 525
When you are logged into a switch, which prompt indicates that you are in privileged mode?

A. %
B.@

"Pass Any Exam. Any Time." - www.actualtests.com 410



Cisco 640-802: Practice Exam

C.>
D.$
E. #

Answer: E

QUESTION NO: 526
Which command shows system hardware and software version information?

A. show configuration
B. show environment
C. show inventory

D. show platform

E. show version

Answer: E

QUESTION NO: 527

Cisco Catalyst switches CAT1 and CAT2 have a connection between them using ports FA0/13. An
802.1Q trunk is configured between the two switches. On CAT1, VLAN 10 is chosen as native, but
on CAT2 the native VLAN is not specified.

What will happen in this scenario?

A. 802.1Q giants frames could saturate the link.

B. VLAN 10 on CAT1 and VLAN 1 on CAT2 will send untagged frames.
C. A native VLAN mismatch error message will appear.

D. VLAN 10 on CAT1 and VLAN 1 on CAT2 will send tagged frames.

Answer: C

QUESTION NO: 528

Workstation A has been assigned an IP address of 192.0.2.24/28. Workstation B has been
assigned an IP address of 192.0.2.100/28. The two workstations are connected with a straight-
through cable.

Attempts to ping between the hosts are unsuccessful. What two things can be done to allow
communications between the hosts? (Choose two.)

A. Replace the straight-through cable with a crossover cable.
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B. Change the subnet mask of the hosts to /25.

C. Change the subnet mask of the hosts to /26.

D. Change the address of Workstation A to 192.0.2.15.
E. Change the address of Workstation B to 192.0.2.111.

Answer: A,B

QUESTION NO: 529

Your ISP has given you the address 223.5.14.6/29 to assign to your router's interface. They have

also given you the default gateway address of 223.5.14.7. After you have configured the address,

the router is unable to ping any remote devices. What is preventing the router from pinging remote
devices?

A. The default gateway is not an address on this subnet.

B. The default gateway is the broadcast address for this subnet.
C. The IP address is the broadcast address for this subnet.

D. The IP address is an invalid class D multicast address.

Answer: B

QUESTION NO: 530
Which command is used to copy the configuration from RAM into NVRAM?

A. copy running-config: startup-config
B. copy startup-config: running-config:
C. copy running config startup config
D. copy startup config running config
E. write terminal

Answer: A

QUESTION NO: 531

Which command is used to load a configuration from a TFTP server and merge the configuration
into RAM?

A. copy running-config: TFTP:
B. copy TFTP: running-config
C. copy TFTP: startup-config
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D. copy startup-config: TFTP:

Answer: B

QUESTION NO: 532

A system administrator types the command to change the hostname of a router. Where on the
Cisco IFS is that change stored?

A. NVRAM
B. RAM

C. FLASH
D. ROM

E. PCMCIA

Answer: B

QUESTION NO: 533
Which command is used to configure a default route?

A.ip route 172.16.1.0 255.255.255.0 0.0.0.0

B. ip route 172.16.1.0 255.255.255.0 172.16.2.1
C. ip route 0.0.0.0 255.255.255.0 172.16.2.1

D. ip route 0.0.0.0 0.0.0.0 172.16.2.1

Answer: D

QUESTION NO: 534

If IP routing is enabled, which two commands set the gateway of last resort to the default
gateway? (Choose two.)

A. ip default-gateway 0.0.0.0

B. ip route 172.16.2.1 0.0.0.0 0.0.0.0

C. ip default-network 0.0.0.0

D. ip default-route 0.0.0.0 0.0.0.0 172.16.2.1
E. ip route 0.0.0.0 0.0.0.0 172.16.2.1

Answer: C,E
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QUESTION NO: 535

Which command would you configure globally on a Cisco router that would allow you to view
directly connected Cisco devices?

A. enable cdp
B. cdp enable
C. cdp run
D. run cdp

Answer: C

QUESTION NO: 536
Which command is used to debug a ping command?

A. debug icmp
B. debug ip icmp
C. debug tcp

D. debug packet

Answer: B

QUESTION NO: 537
When configuring a serial interface on a router, what is the default encapsulation?

A. atm-dxi

B. frame-relay
C. hdlc

D. lapb

E. ppp

Answer: C

QUESTION NO: 538

What must be set correctly when configuring a serial interface so that higher-level protocols
calculate the best route?

A. bandwidth
B. delay
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C. load
D. reliability

Answer: A

QUESTION NO: 539

A company implements video conferencing over IP on their Ethernet LAN. The users notice that
the network slows down, and the video either stutters or fails completely. What is the most likely
reason for this?

A. minimum cell rate (MCR)

B. quality of service (Qo0S)

C. modulation

D. packet switching exchange (PSE)
E. reliable transport protocol (RTP)

Answer: B

QUESTION NO: 540

Which layer in the OSI reference model is responsible for determining the availability of the
receiving program and checking to see if enough resources exist for that communication?

A. transport

B. network

C. presentation
D. session

E. application

Answer: E

QUESTION NO: 541

Data transfer is slow between the source and destination. The quality of service requested by the
transport layer in the OSI reference model is not being maintained. To fix this issue, at which layer
should the troubleshooting process begin?

A. presentation
B. session
C. transport
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D. network
E. physical

Answer: D

QUESTION NO: 542

Which protocols are found in the network layer of the OSI reference model and are responsible for
path determination and traffic switching?

A. LAN

B. routing
C. WAN
D. network

Answer: B

QUESTION NO: 543
Which command reveals the last method used to powercycle a router?

A. show reload

B. show boot

C. show running-config
D. show version

Answer: D

QUESTION NO: 544
Which three options are valid WAN connectivity methods? (Choose three.)

A. PPP

B. WAP
C. HDLC
D. MPLS
E. L2TPv3
F.ATM

Answer: A,.C,F
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QUESTION NO: 545

Refer to the exhibit. Which WAN protocol is being used?

Routera#show interface pos80/0
POSE/0/0 15 up, Tine protocol s up
Hardware is Packet ogwer Sonet
Keepalive set (10 sec)
scratble disabled
LMI eng sent 24749885, LMI stat recvd 2474969, LMI upd recwd O, DTE LMI up
Broadecast gueuwe 0,/256, broadcasts sentfdrnpped 2576086E,0, interface h:nadcastf 2534EL76
Last input 04:00:00, output 00:00:00, cutput hang newver
Last clearing of ' "show interface” counters 40wsd
3 minute input rate O bits/sec, O packers/fsec
5 minute output rate 39000 b1t5fsec 60, packetsysac
631533956 packets input, 4389121455 bytes. ¥ no buffer
Received O broadcasts {0 3P multicast)
0 runts, O gianets, O throttles
¢ parity
44773 dnput errors, 39138 CrC, O frame, O overrun, ¢ ignored, 27 abort
945506253 packers OuTpuT, 62753244360 byrtas, 0 underruns
0 output errars, ¢ appligue, @ interface resets ActualTests
U output. buffer failures. O output’ buffdars swapped out
0 carrier transitions

A. ATM

B. HDLC

C. Frame Relay
D. PPP

Answer: C

QUESTION NO: 546
What is the difference between a CSU/DSU and a modem?

A. A CSU/DSU converts analog signals from a router to a leased line; a modem converts analog
signals from a router to a leased line.

B. A CSU/DSU converts analog signals from a router to a phone line; a modem converts digital
signals from a router to a leased line.

C. A CSU/DSU converts digital signals from a router to a phone line; a modem converts analog
signals from a router to a phone line.

D. A CSU/DSU converts digital signals from a router to a leased line; a modem converts digital
signals from a router to a phone line.

Answer: D

QUESTION NO: 547

When troubleshooting a Frame Relay connection, what is the first step when performing a
loopback test?

A. Set the encapsulation of the interface to HDLC.
B. Place the CSU/DSU in local-loop mode.
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C. Enable local-loop mode on the DCE Frame Relay router.
D. Verify that the encapsulation is set to Frame Relay.

Answer: A

QUESTION NO: 548
What occurs on a Frame Relay network when the CIR is exceeded?

A. All TCP traffic is marked discard eligible.

B. All UDP traffic is marked discard eligible and a BECN is sent.
C. All TCP traffic is marked discard eligible and a BECN is sent.
D. All traffic exceeding the CIR is marked discard eligible.

Answer: D

QUESTION NO: 549

Refer to the exhibit. Addresses within the range 10.10.10.0/24 are not being translated to the
1.1.128.0/16 range. Which command shows if 10.10.10.0/24 are allowed inside addresses?

RouterA# show running-config
|

ip nat pool inside_green 1.1.128.1 1.1.255.254

1p nat inside source list 161 pool inSide green
|

ActualTests

A. debug ip nat

B. show access-list

C. show ip nat translation
D. show ip nat statistics

Answer: B

QUESTION NO: 550

A wireless client cannot connect to an 802.11b/g BSS with a b/g wireless card. The client section
of the access point does not list any active WLAN clients. What is a possible reason for this?
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A. The incorrect channel is configured on the client.
B. The client's IP address is on the wrong subnet.
C. The client has an incorrect pre-shared key.

D. The SSID is configured incorrectly on the client.

Answer: D

QUESTION NO: 551

Which two features did WPAv1 add to address the inherent weaknesses found in WEP? (Choose
two.)

A. a stronger encryption algorithm
B. key mixing using temporal keys
C. shared key authentication

D. a shorter initialization vector

E. per frame sequence counters

Answer: B,E

QUESTION NO: 552

Which two wireless encryption methods are based on the RC4 encryption algorithm? (Choose
two.)

A. WEP
B. CCKM
C. AES
D. TKIP
E. CCMP

Answer: A,D

QUESTION NO: 553
What are two characteristics of RIPv2? (Choose two.)

A. classful routing protocol

B. variable-length subnet masks
C. broadcast addressing

D. manual route summarization
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E. uses SPF algorithm to compute path

Answer: B,D

QUESTION NO: 554
Which two Ethernet fiber-optic modes support distances of greater than 550 meters?

A. 1000BASE-CX
B. 100BASE-FX

C. 1000BASE-LX
D. 1000BASE-SX
E. 1000BASE-ZX

Answer: C,E

QUESTION NO: 555
What two things will a router do when running a distance vector routing protocol? (Choose two.)

A. Send periodic updates regardless of topology changes.

B. Send entire routing table to all routers in the routing domain.

C. Use the shortest-path algorithm to the determine best path.

D. Update the routing table based on updates from their neighbors.
E. Maintain the topology of the entire network in its database.

Answer: A,D

QUESTION NO: 556

Refer to the exhibit. According to the routing table, where will the router send a packet destined for
10.1.5.65?
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[Network Interface Next-hop
10.1.1.0/24 el directly connected
10.1.2.0/24 el directly connected
10.1.3.0/25 s0 directly connected
10.1.4.0/24 sl directly connected
10.1.5.0/24 el 10,112
10.1.5.64/28 el k23
10.1.5.64/29 50 10.1:2.3 13| Tests
10.1.5.64/27 51 10.1.4.4

A.10.1.1.2

B.10.1.2.2

C.10.1.3.3

D.10.1.4.4

Answer: C

QUESTION NO: 557

Refer to the exhibit. Which rule does the DHCP server use when there is an IP address conflict?

Fouterg# show ip dhcp conflict

IP address Detection method Detection time
172.16.1.32 Fing Feh 16 1993 1Z:28 M
17z.16.1.64 Gratuitouz ARF Feb 23 1998 05:12 AM

ActualTests

A. The address is removed from the pool until the conflict is resolved.
B. The address remains in the pool until the conflict is resolved.

C. Only the IP detected by Gratuitous ARP is removed from the pool.
D. Only the IP detected byPing is removed from the pool.

E. The IP will be shown, even after the conflict is resolved.

Answer: A

QUESTION NO: 558

Refer to the exhibit. You are connected to the router as user Mike. Which command allows you to
see output from the OSPF debug command?
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Fouterf#show users

Line User Host (s)
*322 vty 0 Mike idle
Interface User Mode

Routerf#fdebug ip ospf events
OSPF events debugging is on
Router#

A. terminal monitor

B. show debugging

C. show sessions

D. show ip ospf interface

Answer: A

QUESTION NO: 559

Idle Location
00:00:00 laptop
Tdle Pear Address

ActualTests

Refer to the exhibit. If number 2 is selected from the setup script, what happens when the user

runs setup from a privileged prompt?

Enter your selection [2]:

[6] Go to the I0S command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

ActualTests

A. Setup is additive and any changes will be added to the config script.

B. Setup effectively starts the configuration over as if the router was booted for the first time.
C. Setup will not run if an enable secret password exists on the router.

D. Setup will not run, because it is only viable when no configuration exists on the router.

Answer: A

QUESTION NO: 560

Refer to the exhibit. Which (config-router) command will allow the network represented on the

interface to be advertised by RIP?

router rip

version 2

no auto-summary

I

intertace ethernetd

ip address 18.12.6.1 255CRS3|TEsds
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A. redistribute ethernetO
B. network ethernetO
C. redistribute 10.12.0.0
D. network 10.12.0.0

Answer: D

QUESTION NO: 561

Refer to the exhibit. What information can be gathered from the output?

ae

A

ae

ae

A

B

e
e

ae.;

BE
B

(5] =M
134
21+ H

d:
134
ELH
3d:
HEL
34
HE1
14
34
134
3d

34

Y
YN
32:
E
a2
i2:
32:
EYS
a3
a3
144:
tdd
1440

Routerdsdebug ip rip
RIP protocol debugglng is on

RIF:
RIF:

RIP:

RIP:

RIF:

RIF:

RIP:
RIP:

sending w2 flash update to 224.8.8.9 via FastEthernetd/é (172.16.1.1)
build flash update entries

18.18.1.8/24 via 0.9.e.8, metrle 1, tap @

sending w2 flash update to 224.8.8.9 via Loopbacke (18.1€.1.1)

build flash update entries

18.8.9.8/8 via &.8.9.8, metric 2, tag @

172.16.1.6/24 via 8.9.8.8, metrlc 1, tTag @
ignared w2 packet from 18.18.1.1 (sourced from one of our addresses)
received w2 ppdate from'172.16.1.2 on FastEtheriete/s
12.6.8.2/8 via 9.8.8.9 in 1 hops
SERQINE ve uptdate TO 224.8:8.9 via FastErherneti/e (172,16:1.1)
build update entries

1e.18.1.8/24 via @.9.2.8, metric 1, tag @

ActualTests

A. One router is running RIPv1.

B. RIP neighbor is 224.0.0.9.

C. The network contains a loop.

D. Network 10.10.1.0 is reachable.

Answer: D

QUESTION NO: 562

Refer to the exhibit. What type of connection would be supported by the cable diagram shown?

1 White/Green |TX+ 1 white/Green |Tx+
2 Green TX- 2 Green TH-
3 White/Orange |RX+ 3 white/Cranget| R Fests
=} Orange RX- B Orange Rx-

A. PC to router
B. PC to switch
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C. server to router
D. router to router

Answer: B

QUESTION NO: 563

Refer to the exhibit. What type of connection would be supported by the cable diagram shown?

1 White/Green |TX+ 3 Qrange R¥+
2 Green TX- 6 wWhite/Orange |RX-
3 White/Orange |RX+ i Green At ¥ ests
) Orange RX- 2 White/Green |TX-

A. PC to router
B. PC to switch
C. server to switch
D. switch to router

Answer: A

QUESTION NO: 564

Refer to the exhibit. What can be determined about the router from the console output?

1 FastEthernet/IEEE 862.3 interface(s)
125K bytes of non-volatile configuration memory.

65536K bytes of ATA PCMCIA card at slot 8 (Sector size 512 bytes).
8192K bytes of Flash internal SIMM (Sector size 256K).

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [ﬁﬁ@fﬂ%ﬂ?ﬁ

A. No configuration file was found in NVRAM.

B. No configuration file was found in flash.

C. No configuration file was found in the PCMCIA card.

D. Configuration file is normal and will load in 15 seconds.

Answer: A
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QUESTION NO: 565

Refer to the exhibit. What can be determined from the output?

Routerd#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.1.1 - catd. 1748 8888  ARPA FastEtherneta, e
Internet 192.168.3.1 - cadd.17de .0888 ARPA FastEtherneEﬁ#@ ITest
Internet 192.168.1.2 8 ca®l.17d8.@@eR ARPA  FastEthernatifgdd  Coo

A. 192.168.1.2 is local to the router.

B. 192.168.3.1 is local to the router.

C. 192.168.1.2 will age out in less than 1 minute.

D. 192.168.3.1 has aged out and is marked for deletion.

Answer: B

QUESTION NO: 566

Refer to the exhibit. Which command would allow the translations to be created on the router?

RouterAf#show ip nat translations
Pro Inside gloebal Inside local Outside local Dutside pglobal
--= 1.1.128.1 14.18.14.98 ana T
1.1.129.187 14.18.14.91 - i
- 1.1.138.178 18.18.14.92 - =i
- 1.1.131.177 18,18.14.89 -
1.1.132.171 16.10.16.284 . e
--- 1.1.133.172 18.16.24.218 - i
--- 1.1.134.173 18.16.24.216 - S
1.1.135. 148 14.19.16.95 - Ny
- 1.1.134.169 12.19.16.96 - =i
- 1.1.136.178 18.28.122.234 o
1.1.135.174 1626.122. 248 . ArtualTests

A. ip nat pool mynats 1.1.128.1 1.1.135.254 prefix-length 19
B. ip nat outside mynats 1.1.128.1 1.1.135.254 prefix-length 19
C. ip nat pool mynats 1.1.128.1 1.1.135.254 prefix-length 18
D. ip nat outside mynats 1.1.128.1 1.1.135.254 prefix-length 18

Answer: A

QUESTION NO: 567

Refer to the exhibit. Which value will be configured for Default Gateway of the Local Area
Connection?
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Internet Protocol {TCP/IP) Properties

General |

“'ou can get IP settngs azsigned automatically if pour network: supports
thiz capabiity. Othensize, pou need to-azk your network. admanstrator for
the appropnate IP settings.

{) Obtain an P address autornatically
{(#) Uze the following |P address:

|P address: | 10. 0.0 .249]
Subnet mask: | 255.265.256. 0 |
e ,_ T

Obtain DNS server address automatically
{3 Use the following DNS server addresses:

Frefenred DNS seiver 192,223 . 128 . 100 |
Altemnate DNS zerver: 192 .223 .129 . 10
| Advanced. .. |

A. 10.0.0.0

B. 10.0.0.254

C. 192.223.129.0
D. 192.223.129.254

Answer: B

QUESTION NO: 568

Refer to the exhibit. The user at Workstation B reports that Server A cannot be reached. What is
preventing Workstation B from reaching Server A?
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==
|
Server A Workstation B
IP: 131.1.123.24/27 IP: 131 Act2FT43i27
GW: 131.1.123.33 G 131.1.123.33

A. The IP address for Server A is a broadcast address.

B. The IP address for Workstation B is a subnet address.

C. The gateway for Workstation B is not on the same subnet.
D. The gateway for Server A is not on the same subnet.

Answer: D

QUESTION NO: 569

Refer to the exhibit. What does the (*) represent in the output?

82:16:29: NAT: s5=190.18.8.2->1.2.4.2, d=1.2 4.1 [51687]
§2:16:2%9: NAT: s=1.2.4.1, d=1.2.4.2->16.18.6.2 [55227]
92:16:29: NAT*: 5=16.18.0.2-:1.2.4.2, d=1. 2 4 1 [51688]
02:16:29: NAT*: 5=18.18.8.2->1.2.4.2, d=1.2.4.1 [51689]

ActualTests

A. Packet is destined for a local interface to the router.

B. Packet was translated, but no response was received from the distant device.
C. Packet was not translated, because no additional ports are available.

D. Packet was translated and fast switched to the destination.

Answer: D

QUESTION NO: 570

Refer to the exhibit. What command sequence will enable PAT from the inside to outside network?

"Pass Any Exam. Any Time." - www.actualtests.com 427



Cisco 640-802: Practice Exam

ip nat pool isp-net 1.2.4.18 1.2.4.248 netmask 255.255.255.8
|
intertace ethernet 1
description ISF Connection
ip address 1.2.4.2 255.255,255.@
ip nat outside
|
Interface ethernet 4
description Ethernet to Firewall ethé
ip address 18.18.4.1 255.255.255.8
ip nat inside
|

: ActualTests
access-1ist 1 permit 16.6.8.6 0.255, 255,255

A. (config) ip nat pool isp-net 1.2.4.2 netmask 255.255.255.0 overload
B. (config-if) ip nat outside overload

C. (config) ip nat inside source list 1 interface ethernetl overload

D. (config-if) ip nat inside overload

Answer: C

QUESTION NO: 571

Refer to the exhibit. What will happen to HTTP traffic coming from the Internet that is destined for
172.16.12.10 if the traffic is processed by this ACL?

routerdichow access-l1ists
Extended IP access list 118
18 deny tcp 172.16.48.8
28 deny tep 172.16.9.8
g deny top 172.16.9.8
48 permit tcp 172.16.8.

.255.255 any eg telnet
.255,.255 any eg swtp
.255.255 any eq http
.8.255,255 any ActualTests

= R
S R D ®

A. Traffic will be dropped per line 30 of the ACL.

B. Traffic will be accepted per line 40 of the ACL.

C. Traffic will be dropped, because of the implicit deny all at the end of the ACL.

D. Traffic will be accepted, because the source address is not covered by the ACL.

Answer: C

QUESTION NO: 572

Refer to the exhibit. Which statement describes the effect that the Routerl configuration has on
devices in the 172.16.16.0 subnet when they try to connect to SVR-A using Telnet or SSH?
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: 172.16.48.63 /20
——— =1 SVR-A

172.16.16.0 f20

Ronterl#show ip access-lists
Extended IP access list 100
10 permit top 172.16.16.0 0.0.0.15 host 172.16.48.63 eg 22
20 permit tep 172.16.16.0 0.0.0.15 eg telnet host 172.16.48.63
Extended IP access list 101
10 permit tcp host 172.16.48.63 eq 22 172.16.16.0 0.0.0.15
20 permit top host 172.16.48.63 172.16.16.0 0.0.0.15 eg telnet
Ronterlfcont t
Enter configoration commands, one per line, End with CNTL/Z.
Ronterl {config)#int £fal/0D
Ronterl (config-if}#ip acces=ss—-gronp 100 in
Ronterl (config-ifi#int faD/1
Bonterl (config-if)#ip access—-gronp 101 in
Fonterl (config-if) ActualTests

A. Devices will not be able to use Telnet or SSH.
B. Devices will be able to use SSH, but not Telnet.
C. Devices will be able to use Telnet, but not SSH.
D. Devices will be able to use Telnet and SSH.

Answer: B

QUESTION NO: 573 DRAG DROP

Drag the security features on the left to the specific security risks they help protect against on the right. (Mol all oplions are
usad.)

| ACCesE-Qroup [ [ ramote SCCess 10 devics Console I
| e F [ accass to the consale O line l

\ 2ccess o connecied neiworks of resouces I
| enable secret l

\ viewing of passwords I
| CHAP authentication L

’— BOCHSS 1o privileged mode |
| NTY password {

1 ActualTests

| service password-encryption

Answer:
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Drag the security fealures on the left to the specific security risks they help prolect against on the right. (Mol all oplions are

used.)
| ACCESS-Qroup I VTY password
| console password I (A FT
| enable secret I SR
service password-encryption

| CHAP authentication |

enable secret
| NTY password i

ActualTests
| service password-encryption !
Explanation:

Drag the security features on the left te the specific securily nsks they nelp protect against on the right. (Not all options are
used.)

QUESTION NO: 574 DRAG DROP

access-group

console pasaword

enable sacrat

CHAP suthent cation

NTY passwond

service password encryption

e ] —3 0 1 L

VT password

CONSOle pasSWONT

Fccess-group |

service password-encryption |

snable secret |

ActualTests

| Drag the cable type on the left to the purpose for which it is best suited on the right. (Mot all options are used.)

CIOs50ver

rull modam

straight-through

rillover

|
I
|
|
|

9.5 pin sefial

|
|
|
|
|

Answer:

\ swilch access pon to nouter l

[ Swilch 1o Swilch J

| PC COM port 1o swilch ]

ActualTests

| Drag the cable type on the left to the purpose for which it is best suited on the right. (Mot all options are used.)

CROSSover

rull modem

straight-through

roflover

|
I
|
|
|

9.25 pin senial

|
|
|
|
|

siraight-through

Crossover

rollover

ActualTests
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Explanation:

[ Drag the cable type on the left fo the purposa for which it Is besi suited on the right. (Mot all uptl[}gs are used.)

l CIOSSaver ] | siras ght-hraLah
J rufl modem | S ki .
I roflover
] straighit-through | L
1 foliaver |
ActualTests
l LT v Sl al J

QUESTION NO: 575

Refer to the exhibit. * Missing*
Based on the output from RouterA, what metric will RouterB install in its routing table to reach
network 192.168.3.0 if EIGRP is the only routing process in use in the network?

A. 2681856
B. 2172416
C. 28160

D. 2169856

Answer: B

QUESTION NO: 576
What is the function of the command switchport trunk native vlan 999 on a Cisco Catalyst switch?

A. It designates VLAN 999 for untagged traffic.

B. It blocks VLAN 1 traffic from passing on the trunk.

C. It creates a VLAN 99 interface.

D. It designates VLAN 1 as the default for all unknown tagged traffic.

Answer: A

Explanation:

Native VLAN is the VLAN that you configure on the Catalyst interface before you configure the
trunking on that interface. By default, all interfaces are in VLAN 1. Therefore, VLAN 1 is the native
VLAN that you can change. On an 802.1Q trunk, all VLAN packets except the native VLAN are
tagged. You must configure the native VLAN in the same way on each side of the trunk. Then, the
router or switch can recognize to which VLAN a frame belongs when the router or switch receives
a frame with no tag.

To configure the native VLAN use the following command. Cat2950(config-if)# switchport trunk
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native vlan 10

QUESTION NO: 577

Which of the following are valid VLAN Trunk Protocols over Fast Ethernet? [Select 2].

A. Inter-Switch Link
B. 802.10

C. LANE

D. 802.1Q

Answer: A,D

QUESTION NO: 578
Which of the following is not a valid VTP mode?

A. Server
B. Client
C. Transparent
D. Hybrid

Answer: D

QUESTION NO: 579

Given a subnet mask of 255.255.255.224, which of the following addresses can be assigned to

network hosts? (Choose three.)

A. 15.234.118.63
B.92.11.178.93
C. 134.178.18.56
D. 192.168.16.87
E. 201.45.116.159
F.217.63.12.192

Answer: B,C,D

QUESTION NO: 580 DRAG DROP
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The left describes boot sequence, while the right describes the orders. Drag the items on the left
to the proper locations.

If no configuration file is located, the setup dialog
Initiates Step 1
[~ The 10S is localed and loaded based on boot
system commands in NVRAM Step 2
The power on self test executes Step 3
The bootstrap loader in ROM executes Step 4
'ihmnﬁgumthnﬂa ts loaded from NVRAM Step 5 ActualTests
Answer:
I no configuration file is located, the selup dialog 2
initiates The power on self test executes
Tr-alﬂsfshcamdardbaqndm&mm
system commands in NVRAM The bootstrap loader in ROM executes
The power on self test executes The 105 is located and loaded based on boot
system commands in NVRAM
The boolstrap loader in ROM executes The configuration file is loaded from NVRAM
The configuration file is leaded from NVRAM Irmmﬁmﬂmﬂnkmm.mm%
initiates
Explanation:

If no configuration file is located, the setup dialog
Initiates

The power on salf test axecutes
The 105 is located and loaded based on boot : —

system commands in NVRAM The bootsirap loader in ROM executes

The power on self test executes The 10S is located and loaded based on boot
system commands in NVRAM

The bootstrap loader in ROM execules The configuration file is loaded from NVRAM

Tha configuration file is loaded from NVRAM If no configuration file is located, the setup dialog

initiates ActualTes

ol

QUESTION NO: 581 DRAG DROP

The left provides some routing protocols, while the right gives several Cisco default administrator
distances. Drag the items on the right to the proper locations.
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RIP
110
OSPF
1
static route reference |P address of next hop
120
internal EIGRP route
a0
directly connected network
o ActualTests
Answer:
120
110
110
1
static 1 1 t hop
120
g0
90
0
o ActualTests
Explanation:
120
110
110
1
1 |
120
90
a0
0
0 ActualTests

QUESTION NO: 582 DRAG DROP

The above describes some features, while the below describes some routing protocols. Drag the
above items to the proper locations.
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suscephible to routing koops uses only event-triggered updates
requires more memory and processing faster convergence
power
Sends frequent updates exchanges full routing table in updates
same topalogy information held by all
" Imoonmxmﬂ-mnum
RIF Version 1 OSPF
ArCtualTesty
Answer:
suscaphible o routing koops uses only event-triggered updates
requires more memory and processing faster convergence
power
Sends frequent updates exchanges full routing table in updates
same topalogy information held by all
" mmwmmum
RIF Version 1 OSPF
e reqmmsmmmmandmmngl
less complex configuration uses only event-tiggered updates |
P A e | same lopology information held by all |
’ R R ‘ ¢ ActuaITFsts
Explanation:

susceplible to routing loops

uses only event-triggered updales

requires more memory and processing
power

[aster convergence

Sends frequent updates

exchanges full rouling table in updates

sama topology information held by all
routers

less complex configuration

RIP Version 1

OSPF

susceptible to routing loops

less complex configuration

requires more memory and processing
power

uses only eveni-triggered updates

|I| Sends frequoent updates

([ same topalogy infarmalion haid by all
routers

| exchanges full routing table in updates

faster convergance~ L3l TE5LE
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QUESTION NO: 583 DRAG DROP

The left describes some types of connections, while the right describes some types of cables.
Drag the items on the left to the proper locations.

e hib Crossover
PC to router Fa0i0
PC to switch Fad/1
[ Straight-through
modem to router auxiliary port
PC serial port to switch console port
swiich port Fa0/1 to switch2 port Fa0/1 Rollover
ActualTests
Answer:
Crossover
router to hub
PC to router Fal/0
PC to router Fali0
swiich port Fa0/1 to switch2 port Fa0/1
PC to switch FaQ/1
[ Straight-through
maodem to router auxiliary port foutar-o b
swiich port Fa0/1 to switch2 port Fa0/1 Rollover
PC serial port to swilch console port
ActualTests
Explanation:
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Crossover

router to hub =

PC to router Fa0/0
PC to router Fali0 - — — - ——

swlich port Fal/1 to switch2 port Fa0/1 I

PC to switch Fal/1
Straight-through

modem to nouter auxilia rt
Y P router to hub

PC serial port to switch console port

PC to switch FaQ/

swiich port Fa0/1 to switch2 port Fal/1 [ Rollover

PC sarial port to swilch console port

ActuaITesfS

QUESTION NO: 584

Refer to the exhibit. Which three statements correctly describe Network Device A? (Choose three.)

T

10.1.0.36 10.1.1.70 ActualTests

A. With a network wide mask of 255.255.255.128, each interface does not require an IP address.
B. With a network wide mask of 255.255.255.128, each interface does require an IP address on a
unique IP subnet.

C. With a network wide mask of 255.255.255.0, must be a Layer 2 device for the PCs to
communicate with each other.

D. With a network wide mask of 255.255.255.0, must be a Layer 3 device for the PCs to
communicate with each other.

E. With a network wide mask of 255.255.254.0, each interface does not require an IP address.

Answer: B,D,E

QUESTION NO: 585
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Refer to the exhibit. Given the output shown from this Cisco Catalyst 2950, what is the most likely

reason that interface FastEthernet 0/10 is not the root port for VLAN 2?

Switch# show spanning-tree interface fastethernet 0710

Vlan Role 5ts. Cost Prio.Nbr Type
VLANOOOL Root FWD 19 125.2 Pip
VLANOOOZ Altn BLE 1% 125.2 Pzp
VLANOOOS Root FWD 19 125.2 Pzp

ActualTests

A. This switch has more than one interface connected to the root network segment in VLAN 2.
B. This switch is running RSTP while the elected designated switch is running 802.1d Spanning
Tree.

C. This switch interface has a higher path cost to the root bridge than another in the topology.
D. This switch has a lower bridge ID for VLAN 2 than the elected designated switch.

Answer: C

QUESTION NO: 586

Refer to the exhibit. The network administrator must establish a route by which London
workstations can forward traffic to the Manchester workstations. What is the simplest way to
accomplish this?

|

y 1
. Internet
R-[ Lﬂndon Manchester Rz
- r -
/—lg_@ 172.16.100.2/30 GREE
= ..,L:-E.? i
—— e -
London London Manchester A
Servers Workstations Workstations s )
Internet
192.168.1.0/24 192.168.10.0/24 17216110024 e
192.168.11.0/24 172.16.2.0/24
172.16.3.0/24
- v & oy . ActualTests

A. Configure a dynamic routing protocol onLondon to advertise all routes to Manchester.

B. Configure a dynamic routing protocol onLondon to advertise summarized routes to Manchester.

C. Configure a dynamic routing protocol onManchester to advertise a default route to the London

router.
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D. Configure a static default route onLondon with a next hop of 10.1.1.1.
E. Configure a static route onLondon to direct all traffic destined for 172.16.0.0/22 to 10.1.1.2.
F. Configure Manchester to advertise a static default route toLondon.

Answer: E

QUESTION NO: 587

A host is attempting to send data to another host on a different network. What is the first action
that the sending host will take?

A. Drop the data.

B. Send the data frames to the default gateway.

C. Create an ARP request to get a MAC address for the receiving host.

D. Send a TCP SYN and wait for the SYN ACK with the IP address of the receiving host.

Answer: C

QUESTION NO: 588

Refer to the exhibit. Which statement is true?

Switchif show spanning-tree wvlam 20

VLANOOZ0
Spanhihg tree enabled protocol rstp
Root ID Priority 24596
ALddress 0017.596d. 2a00
Cost 38
Port 11 (FastEthernec0/11)

Hello Time 2 mec Max Age 20 =ec Forward Delay 15 =ec
Bridge ID Priority 28692 (prioricy 28672 =ys-id-ext 20)

Address 0017.5964.1580

Hello Time 2 gec Max Age Z0 gec TForward Delay 15 sec

Aging Tiwe 300

Interface Role 3ts-Cost Prio.Nbr Type
Fad/11 Root FUD 19 128.11 PZp
Fad/ 1z Lltn EBELE 195 128.12 PZp

ActualTests

A. The Fa0/11 role confirms that SwitchA is the root bridge for VLAN 20.

B. VLAN 20 is running the Per VLAN Spanning Tree Protocol.

C. The MAC address of the root bridge is 0017.596d.1580.

D. SwitchA is not the root bridge, because not all of the interface roles are designated.

Answer: D
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QUESTION NO: 589

Refer to the exhibit. A system administrator installed a new switch using a script to configure it. IP
connectivity was tested using pings to SwitchB. Later attempts to access NewSwitch using Telnet
from SwitchA failed. Which statement is true?

Switchi# show spanning-tree vlan 20

VLANOOZO
Spanning tree enabled protocol rstp
Root ID Priority 24596
Lddress 0017.596d4. 2a00
Cost 38
Part 11 (FastEthernet0/11)

Hello Timwe 2 sec MHax Age 20 sec TForvard Delay 15 sec
Bridge ID PFriority 28692 (prioricy 28672 sysE-id-axt Z0)

Address 0D17.596d.1580

Hello Time 2 sec Max Age 20 sec TForward Delay 15 sec

Aging Time 300

Interface Fole 3ta Cost Prio.:Nbr Type
FaO/11 Root FUD 19 128.11 PZp
Fao/ 1z Altn BELE 19 128.12 PZp

ActualTests

A. Executing password recovery is required.

B. The virtual terminal lines are misconfigured.

C. Use Telnet to connect to RouterA and then to NewSwitch to correct the error.
D. Power cycle of NewSwitch will return it to a default configuration.

Answer: C

QUESTION NO: 590

Refer to the exhibit. A junior network administrator was given the task of configuring port security
on SwitchA to allow only PC_A to access the switched network through port fa0/1. If any other
device is detected, the port is to drop frames from this device. The administrator configured the
interface and tested it with successful pings from PC_A to RouterA, and then observes the output
from these two show commands.

Which two of these changes are necessary for SwitchA to meet the requirements? (Choose two.)
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Port 3Status

Lasat Source

switchporc

switchport

switchport

switchport

switchport
end

Switchif show port-security interface fadjfl
Port Security :

Violation Mode : Restrict
Aging Time : 0 wins
Lging Type 1 iIbsolute

Jecuredtacic Address Lging @ Disabled

Maximumn MAC Addresses : 2
Total MAC Addresses H ]
Configured MAC Addresses HEl ]
Sticky MAC Addresses 1 0

fali24 Security Violation Count HI ]

Suitchif show running-contiyg interface fa0df1
Building configuratioh...

Current configuration : 209 bytes
1

inverface FascEchernero) 1

¢ Disabled
: Secure-down

Address:Vlan : 0DO0.0000,.0000:0

adcess vian 3

mode access

port=securicy maximun 2
port-security violation restrict
port-security mac-address sticky

ACtualTests

A. Port security needs to be globally enabled.
B. Port security needs to be enabled on the interface.

C. Port security needs to be configured to shut down the interface in the event of a violation.
D. Port security needs to be configured to allow only one learned MAC address.

E. Port security interface counters need to be cleared before using the show command.

F. The port security configuration needs to be saved to NVRAM before it can become active.

Answer: B,D

QUESTION NO: 591 DRAG DROP

The above provides some descriptions, while the below provides some routing protocols. Drag the

above items to the proper locations.
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has a default admn;éshsﬁw distance of is vendor-specific
uses cost as its metric elects a DR on each mutiaccess network
[ EIGRP
OSPF

ActualTests

Answer:
has a default admng(n}ahahw distance of is vendor-specific
uses cost as its melric elects a DR on each mutiaccess network
[ EIGRP
is vendor-specific
has a default administrative distance of
90
OSPF
uses cost as its metric
elects a DR on each mutiaccess network ActualTests
Explanation:
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ini i i f : :
has a default admlgastfatwa distance o is vendor-specific
|
uses cost as its metric elects a DR on each mutiaccess network

| EIGRP

is vendor-specific

a0

has a default administrative distance of

OSPF

uses cost as its metric

elects a DR on each mutiaccess network ActualTests

QUESTION NO: 592

This task requires you to use the CLI of Sw-AC3 to answer following question.

S 192.168.33.253/24

Sw AC1

=
LE1 1) 1 [1]

B Fal/0.1 - 192.168.1.254 /24 VLAN1
ISP Fa0/0.22 -192.168.22.254 /24 VLAN22

i Fa0/0.33 -192.168.33.254 /24 VLAN33

Fal/0.44 -192.168.44.254 /24 VLAN4S

Sw-hed eonl ie now availabla

Prass FETURN to get stacted.

ActualTests

Sw-heds _

What interface did Sw-AC3 associate with source MAC address 0010.5a0c.ffba ?

A. Fa0/1
B. Fa0/3
C. Fa0/6
D. Fa0/8
E. Fa0/9
F. Fa0/12

Answer: D
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Explanation:

to find out which interface associated with a given MAC address, use the show mac-address-table
command. It shows the learned MAC addresses and their associated interfaces. After entering this
command, you will see a MAC address table like this:

Sw-Acif¥show mac-address-table
Mac Address Tabhle

Vlan Mac Address Tvpe Porta
All O00£.2485.8000 STATIC CPU
All 0100, Dece, ceee STATIC CPU
All 0100 Jecee . coed STATIC CEU
All 0100. Dedd . dddd ETATIC CPU

1 0009, eBb2 c28c DYNAMIC FaQ/12
1 000a . bTed. B360 NYHAMIC Fad/3
1 000f. 2485 . 8b49 DYNAMIC Fal/9
22 0008, eBb2 , =28 DEYNAMIC Fal/12
22 000a.bTeb. B360 DYHAMIC Fad/3
| 22 0010 5alc.ffba _ DYNAMIC Fad/8 |
33 0005, eBb2  c28e DYNAMIC Fal/12
33 000z bTebd . 8360 DYHAMIC Fal/3

33 000c.celd. 8860 DYNAMIC Fald/12
33 0010. 5a0c, £dBe DYNAMIC Fal/6

33 0010 _EBale . feam DY¥HAMIC Fal/f12

33 0010.5a0c.f£9f  DYNAMI

44 0009.eBb2,c28e nmuig':t“a lﬁ:’%ﬂﬁ
-=More--

From this table we can figure out that the MAC address 0010.5a0c.ffba is associated with interface
Fa0/8

QUESTION NO: 593

This task requires you to use the CLI of Sw-AC3 to answer following question.

P = Fal/0.1 - 182.168.1.254 /24 VLAN1
ISP Fali.22 -192.168.22.254 /24 VLANZZ
= =4 Fa0/0.33 -192.168.33.254 /24 VLAN33
Fal/0.44 -192.168.44.254 /24 VLAN44

S 192.168.33.253/24

Sw-hed eond iz now available

Prasa FETURN to get stacted.

ActualTests

Sw-hed> _
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What ports on Sw-AC3 are operating has trunks (choose three)?

A. Fa0/1
B. Fa0/3
C. Fa0/4
D. Fa0/6
E. Fa0/9

F. Fa0/12

Answer: B,E,F

Explanation:
Use the show interface trunk command to determine the trunking status of a link and VLAN status.
This command lists port, its mode, encapsulation and whether it is trunking. The image below

shows how it works:

Sw-Acifshow interface trunk

Port Mode Encapszulation Status Mative wlan
Fal/a an 802.1q trunking 1

Fal/9 desirable 802.1q trunking 1

Fal,/12 dezirable B02.1q trunking 1

Port Vlans allowed on trunk

Fal/9 1-4094

Fad;/12 1-4094

Port YWlans allowed and active in management domain

Fa0/9 g

Fa0/12 1

Port YWlans in spanning tree forwarding state and not pruned
FaD/9 it ActualTests
Fa0/12 4

Sw-Aci#

QUESTION NO: 594

This task requires you to use the CLI of Sw-AC3 to answer following question.

Fabf0.1 - 192.168.1.254 [24 VLAN1

Fali.22 -192.168.22.254 /24 VLANZZ
Fa0/0.33 -192.168.33.254 /24 VLAN33
Fal/0.44 -192.168.44.254 /24 VLAN44

Sw-hed eond iz now available

Prasa FETURN to get stacted.

ActualTests

Sw-hed> _
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What kind of router is VLAN-R17?

A. 1720
B. 1841
C. 2611
D. 2620

Answer: C

Explanation:

VLAN-RL1 is the router directly connected to Sw-Ac3 switch, so we can use the show cdp
neighbors command to see:

1. Neighbor Device ID : The name of the neighbor device; 2. Local Interface : The interface to
which this neighbor is heard 3. Capability: Capability of this neighboring device - R for router, S for
switch, H for Host etc. 4. Platform: Which type of device the neighbor is 5. Port ID: The interface of
the remote neighbor you receive CDP information 6. Holdtime: Decremental hold time in seconds
Sample output of show cdp neighbors command:

Sw-Acifshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source FRouts Bridge
§ - Switech, H - Hosk, I - IGMP, r - Hepeater, P - Phone

Davice ID Local Intrfce Holdtme Capability Platform Pert ID

Sw=-D51 Fas 0/12 130 51 W5-C2O50G- Fas 0/12
Sw-AC2 Faz 0/9 176 81 wsfczgsuﬁ':ttﬂjﬁﬁﬁ
Fas 0/3 152 R Fas 0/0.1

One thing | want to notice you is "Local Intrfce" in the image above refers to the local interface on
the device you are running the "show cdp neighbors" command

QUESTION NO: 595 CORRECT TEXT

This task requires you to use the CLI of Sw-AC3 to answer following question.

- = FaD/0.1
ISP Fab/i0.22 -

: j Fa0/0.33 -
Fal/0.44 -

- 192.168.1.254 /24 VLAN1
192.168.22.254 /24 VLAN22
192.168.32.254 /124 VLAN33
192.168.44.254 /24 VLAN44

Sw-hed conl ie now availabla

Prass PETURN to get stacted

ActualTests

Sw-heds_

From which switch did Sw-Ac3 receive VLAN information ?
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Answer: Sw-AC2

QUESTION NO: 596

Refer to the exibit, SwX was taken out of the production network for maintenance. It will be

reconnected to the Fa 0/16 port of Sw-Ac3. What happens to the network when it is reconnected

and a trunk exists between the two

switches?

SwX#show vian
'-.FL.AM Name Status Pnrt5

GEdEh B b R B EE R RS R AREE R R R E

1 default active FaDﬁ Fali2, FaD/3
Faulllli't'l1 Fa0/5, FaD/é
Fal/7, FaD/8, FaD/9
Fal/10, Fa0/M1, FaDM2
GidM, Gid/2
2 students active
3 admin active
4 faculty active

Swi# show vip stat

VTP Version 12

Configuration Revision

1B

Maximum VLANS supported Ionally 250

NMumber of existing VLANs

: 8

VTP Operating Mode : Server

VTP Domain Name : home-office
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MDS digest : 0xD8 0xD8 Dx38 0x22

0x98 OxE3 DxAC 0x65
Configuration last modified by 0.8:6I3d 2513
3-28-99 01:24:88

A. All VLANs except the default VLAN win be removed from all switches

B. All existing switches will have the students, admin, faculty, Servers, Management, Production,
and no-where VLANSs

C. The VLANSs Servers, Management, Production and no-where will replace the VLANs on SwX
D. The VLANSs Servers, Management, Production and no-where will be removed from existing
switches

Answer: D

QUESTION NO: 597

Refer to the exhibit. A network administrator configures a new router and enters the copy starup-
config running-config command on the router. The network administrator powers down the router
and sets it up at a remote location. When the router starts, it enters the system configuration
dialog as shown. What is the cause of the problem?
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—- System Configuration Dialog —-
vwiould you like to enter the indial configuration deafog’? [ves/ino]
% Please answer yes' or 'no’
Wiould you like to enter the intial configuration dialog? [yesinol n

vwould you like to terminate sutorstall? [yes]

Press RETURN to get started ArtualTests

A. The network administrator failed to save the configuration.

B. The configuration register is set to 0*2100.

C. The boot system flash command is missing from the configuration.
D. The configuration register is set to 0*2102.

E. The router is configured with the boot system startup command.

Answer: A

QUESTION NO: 598

A network administrator needs to allow only one Telnet connection to a router. For anyone viewing
the configuration and issuing the show run command, the password for Telnet access should be
encrypted. Which set of commands will accomplish this task?

A. service password-encryption
access-listl permit 192.168.1.0.0.0.0.255
login

password cisco

access-class 1

B. enable password secret
Line vty O

login

password cisco

C. service password-encryption
Line vty O

login

password cisco

D. service password-encryption
Line vty0 4

login

password cisco

"Pass Any Exam. Any Time." - www.actualtests.com 448



Cisco 640-802: Practice Exam

Answer: C

QUESTION NO: 599

Users have been complaining that their Frame Relay connection to the corporate site is very slow.
The network administrator suspects that the link is overloaded. Based on the partial output of the
Router# show frame relay pvc command shown in the graphic, which output value indicates to the
loacal router that traffic sent to the corporate site is experiencing congestion?

PVC Statistics for interface Seriall (Frame Relay DTE)

Active Inactive Deleted Static

Local 1 0 (1) 0

Switched 0 o 0 0

Unused 0 0 0 0
DLCI = 100, DLCI USAGE = LOCAL, PYC STATUS = ACTIVE, INTERFACE =
Seriald

input plte 1300 output pits 1270 n bytes 22121000

out bytes 21802000 dropped pids 4 in FECN pkis 147

in BECN pkis 192 out FECN pkis 259 out BECN phkts 214

in DE pkis 0 out DE pkis 0

out beast pkts 107 out boast bytes 19722
pve create time 00: 25:50, last time pve status changed 00:25:40

ActualTests

. DLCI=100

. last time PVC status changed00:25:40
. in BECN packets 192

. in FECN packets 147

. in DF packets 0

Mmoo w >

Answer: C

QUESTION NO: 600

Which statement describes the process of dynamically assigning IP addresses by the DHCP
server?

A. Addresses are allocated after a negotiation between the server and the host to determine the
length of the agreement.
B. Addresses are permanently assigned so that the hosts uses the same address at all times.
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C. Addresses are assigned for a fixed period of time, at the end of the period, a new request for an
address must be made.
D. Addresses are leased to hosts, which periodically contact the DHCP server to renew the lease.

Answer: D

QUESTION NO: 601

Refer to the exhibit. The network shown in the diagram is experiencing connectivity problems.
Which of the following will correct the problems? (Choose two.)

Host A
Address - 10.1.1.126
Interface VLAN1 ol Mask - 255.255.255.0
10.1.1.124 Gateway - 10.1.1.254
I@Eﬁﬁ '
- P Host B

Address - 10.1.1.12
Mask — 255.255.255.0
/ Gateway - 10.1.1.254
ArctualTests

Fa0/0.1 - 10.1.1.254/24 VLAN1
Fa0/0.2 - 10.1.2.254/24 VLAN2

A. Configure the gateway on Host A as 10.1.1.1.

B. Configure the gateway on Host B as 10.1.2.254.

C. Configure the IP address of Host A as 10.1.2.2.

D. Configure the IP address of Host B as 10.1.2.2.

E. Configure the masks on both hosts to be 255.255.255.224.
F. Configure the masks on both hosts to be 255.255.255.240.

Answer: B,D

QUESTION NO: 602
What should be done prior to backing up an IOS image to a TFTP server? (Choose three.)

A. Make sure that the server can be reached across the network.

B. Check that authentication for TFTP access to the server is set.

C. Assure that the network server has adequate space for the 10S image.
D. Verify file naming and path requirements.

E. Make sure that the server can store binary files.

F. Adjust the TCP window size to speed up the transfer.

Answer: A,C,D
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QUESTION NO: 603

Which of the following data network would you implement if you wanted a wireless network that
had a relatively high data rate, but was limited to very short distances?

A. Broadband personal comm. Service (PCS)
B. Broadband circuit

C. Infrared

D. Spread spectrum

Answer: C

QUESTION NO: 604

The corporate head office has a teleconferencing system that uses VOIP (voice over IP)
technology. This system uses UDP as the transport for the data transmissions. If these UDP
datagrams arrive at their destination out of sequence, what will happen?

A. UDP will send an ICMP Information Request to the source host.

B. UDP will pass the information in the datagrams up to the next OSI layer in the order that they
arrive.

C. UDP will drop the datagrams.

D. UDP will use the sequence numbers in the datagram headers to reassemble the data in the
correct order.

Answer: B

QUESTION NO: 605 DRAG DROP

Drag the Frame Relay acronym on the left to match its definition on the right.(Not all acronyms are
used.)
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a router is this type of devuce

the most common type of virtual circuit

provides status messages between DTE and DCE devices

SvC
DLCI

Answer:

CIR

identifies the virtual connection between the DTE and the switch

ArctualTests

DCE

arouteristhistype DTE

DTE

the mostcommon  PVC frcuit

provides status mess | M| TE and DCE devices

SvC
DLCI

Explanation:

identifies the virtualco  DLC|  the DTE and the switch

ArctualTests

DTE type of devuce

PVC  |non type of virtual circuit

LMl |nessages between DTE and OCE devices

QUESTION NO: 606

How does using the service password-encryption command on a router provide additional

security?

DLCI ;i_dmrm_pﬂhn between the DTE and the switch

ActualTests

A. by encrypting all passwords passing through the router
B. by encrypting passwords in the plain text configuration file
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C. by requiring entry of encrypted passwords for access to the device
D. by configuring an MD5 encrypted key to be used by routing protocols to validate routing
exchanges

E. by automatically suggesting encrypted passwords for use in configuring the router

Answer: B

QUESTION NO: 607

Refer to the exhibit. The network is converged. After link-state advertisements are received from

Router_A, what information will Router_E contain in its routing table for the subnets 208.149.23.64
and 208.149.23.967

19.12.23.0%

T1 Link WAN2H427

19017323030
p

814923927

Fouter Af show ip rowte

<output omitted

*:a 149.23.0/27 13 subnetted, 2 mboets
0 .149,23.64 [110/12) wia 190.171.23.10, 00:29:52, Serial 1/0
0 208.145.23.96 [110/12) wia 190.171.23.10, 00:29:52, Serial 1/0

<output omitted

ActualTests

A. 208.149.23.64(110/13] via 190.173.23.10,00:00:07, FastEthemet0/0
208.149.23.96(110/13] via 190.173.23.10,00:00:16, FastEthemet0/0

B. 208.149.23.64(110/1] via 190.172.23.10,00:00:07, Seriall/0
208.149.23.96(110/3] via 190.173.23.10,00:00:16, FastEthemetO/0

C. 208.149.23.64(110/13] via 190.173.23.10,00:00:07, Seriall/0
208.149.23.96(110/13] via 190.173.23.10,00:00:16, Seriall/0
208.149.23.96(110/13] via 190.173.23.10,00:00:16, FastEthemetO/0
D. 208.149.23.64(110/3] via 190.172.23.10,00:00:07, Serial1/0
208.149.23.96(110/3] via 190.173.23.10,00:00:16, Seriall/0
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Answer: A

QUESTION NO: 608

Refer to exhibit. The company uses EIGRP as the routing protocol. What path will packets take
from a host on 192.168.10.192/26 network to a host on the LAN attached to router R1?

192 1631064 20

192 1631059

192168101922
192 16810030

192168104750

19216810128 26

Fa#show p rone

Cateway of bstresortis ot 5ot

192 168 100724 15 wanshly subosied 6 suboets, ) masis
192.168 10 6426 [902195456) wa 192 168 109, 000331, Senall0
192 168 10 0730 [90/2681856 wa 192162 109, 000331, Senall
192 168 104530 55 drertly connerted, Senal V]
192163 10830 15 darectiy connerted, Senal 00
192163 10192726 15 darectly conected, FastFithernatl)0
192 168 10128726 [S0/2195456) wa 192168 105, 00.03 31, Semal L

oD

A. The path of the packets will be R3 to R2 to R1.

B. The path of the packets will be R3 to R1 to R2.

C. The path of the packets will be both R3 to R2 to R1 AND R3 to R1.
D. The path of the packets will be R3 to R1.
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Answer: D

QUESTION NO: 609

Refer to the exhibit. Switch port FastEthemet 0/24 on ALSwitchl will be used to create an IEEE
802.1Q-compliant trunk to another switch. Based on the output shown, What is the reason the
truck does not form, even though the proper cabling has been attached?
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L e L]

interface FastEthemetliid
ng ip addresss
<<oufpul omilied>>

A_Swin1# show interfaces fastethernetd 24 switchport
Name Fali2d

Switchport Enabled

Adminishrative Mode: siabc atcess

Operabonal Mode: slalc access

Adminisiatve Trunking Entapsuaton dotiq
Operabonal Trunlang Encapsulabon nabee
Negobation of Trunlong: OFf

Access Mode VLAN 1 (defaull)

Trunking Natve Mode VLAN. 1 (defauld

voice YLAN. none

Admmnisiratve pevate-vian host3ss00abon none
Adranishative pevale-vian mappeng none
Operabonal private-vian nooe

Trunking YLANS Enabled ALL

Pruning VLANSs Enabled 2-1001

Capture Moge Disabled

Camhure VLANS Alowed ALl

Prosecieq raise

Voice VLAN: none (inactve)
Appliance tust none ActualTests

A. VLANs have not been created yet.

B. An IP address must be configured for the port.

C. The port is currently configured for access mode.

D. The correct encapsulation type has not been configured.

E. The no shutdown command has not been entered for the port.
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Answer: C

QUESTION NO: 610

The output of the show frame-relay pvc command shows"PVC STATUS=INACTIVE". What does
this mean?

A. The PVC is configured correctly and is operating normally.but no data packets have been
detected for more than five minutes.

B. The PVC is configured correctly, is operating normally.and is no longer actively seeking the
address the remote route.

C. The PVC is configured correctly, is operating normally.and is waiting for interesting to trigger a
call to the remote router.

D. The PVC is configured correctly on the local switch, but there is a problem on the remote end of
the PVC.

E. The PVC is not configured on the switch.

Answer: D

QUESTION NO: 611

Refer to the exhibit.Which command will created a default route on Router B to reach all networks
beyond routerA?

\\‘———’/A;tualTests

A. ip route 0.0.0.0 0.0.0.0 192.168.2.2

B. ip route 192.168.1.0 255.255.255.0 192.168.2.1
C. ip route 192.168.1.0 255.255.255.0 s0/0/0

D. ip route 10.0.0.0 255.255.255.0 s0/0/0

E. ip route 0.0.0.0 255.255.255.0 192.168.2.2
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Answer: A

QUESTION NO: 612
Which of the following IP addresses can be assigned to host devices?(Choose two)

A. 205.7.8.32/27

B. 191.168.10.2/23
C.127.0.0.1

D. 224.0.0.10

E. 203.123.45.47/28
F. 10.10.0/13

Answer: B,F

QUESTION NO: 613

What is a vaild reason for a switch to deny port access to new devices when port security is
enabled?

A. The denied MAC addresses have already been learned or configured on another secure
interface in the same VLAN.

B. The denied MAC addresses are statically cofigured on the port.

C. The minimum MAC threshold has been reached.

D. The absolute aging times for the denied MAC addresses have expired.

Answer: B

QUESTION NO: 614

Refer to the digram.What is the largest configuration file that can be stored on this router?
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DD# show version

Clsco 10S Software, 1841 Software (C1841-IPBASE-M), Version 12.4(1a),
RELEASE SOFTWARE (fc2)

Technical Support: http:/iwww.cisco.comitechsupport

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Fri 27-May-05 12:32 by hgluong

ROM: System_Bootstrap. Version 12 U8riT8. RELEASE SOFTWARE (fc1)

N-East uptinfe Is 5 days, 39 mimutés -
System returned to ROM by reload at 15:17:00 UTC Thu Jun 8 2006
System Image file is "flash:c1841-ipbase-mz.124-1a bin”

Cisco 1841 (revision 5.0) with 114688K/16384K bytes of memory.
Processor board ID FTX0932W21Y

2 FastEthernet interfaces

2 Low-speed serial{sync/async) interfaces

DRAM configuration Is 64 bits wide with parity disabled.

191K bytes of NVRAM,

31360K bytes of ATA CompactFlash (Read/Write)

Configuration register Is 0x2102

ActualTests

no#

A. 191 Kbytes

B. 16384K bytes
C. cK bytes

D. 114688K bytes

Answer: A

QUESTION NO: 615 DRAG DROP

| Drag e funchon on tns |efl o the malching securly apphancs or apehcabion on e nght (F

bBlocks mknosn MAC sddresses ifom ac cessing a
wAreless L AN

delacts S OTWARS GG QNS i S EELE e v
irfarmaticn and removes it rom e compLls:

on v kstalions

v nis known malldous programs from baing installed I

hikers raffic bassd onsowce and destination IP address
of Irafc hypa

identfies maldcus nebwork rafic and alens network ned
parponnal

ActualTests
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Answer:

| Crag thee funchion on the ef bo the malching securty apphance or apphcation on the mght (F

m:nmmmcaﬂl‘;?'wmmtmmn;a " R R eI ——

ol infarmanicn and remcves It rom the computa:
detacts 5 oTtware des| gned o Capire & ens: e =
infarmaticn Emdmmcz‘as it iram the complta: =i mmﬂg:ﬁm mm B2ing installed

CAVE NS FNown i all 0 ous prodrams from baing installed |

on reohsialions | igentifies MalCicus Nelwonk trafmic Bnd Bl6 NS netwnk
parponng
flikers raffic basedonsowce and destinabon IF address
of Iramc hpa
| lilsrs raffic based onsowce and destination IP address
of rafic hypa
igenifias mald cusnelwork trafic and alans network L = |
parsonngl

ActualTests

Explanation:

] Drag the function on the et to the matching security applance or applicalion on the night (Il

plocks unknove MAC addresses from accossing detects softevare desioned 1o capiure sensitive
waraless LAN 2 = informnation and rermicves it from the computer

= [prevents known malcious programs from badng installed
datacts softwiars designed o captie sensitive on workstalions
information and removes iT from the compiter

identfies mabeious netork IraMc and alens pedwork
prerconn

prevednts known malcious programs from baing instaied
on workstabons

filtérs traffic based on source and desbnation IP address
of traffic type

fikers raffic bassd on soyrce and destnation P address
of traffic ype

Identfies makcious natwork raffic and alens nedwork
L ActualTests

QUESTION NO: 616

Refer to the topology and router output shown in the exhibit. A technician is troubleshooting host
connectivity issues on the Swll are unable to communicate with hosts in the same VLANS on
Sw12. Hosts in the Admin VLAN are able to communicate identical on the two switches. What
could be the problem?
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Sw11# show vlan brief

VLAN Name

1 defaull
10 Marketing

15 Accounting
20 Admin

1002 fddi-default

1003 token-ring-defaull
1004 fddinet-default
1005 trmet-default
Swilch#

Status
active
active
active
active
active
active

active
active

Ports

Fal/6, Faly7, Falug, Fal/d
Fa0/10, Fa0/11, Fa0M 2, Fao/ 3
Fa0/14, FaDns

Fa0/Me, Fal/18, Fad/9, Falizo
Fa0s21, Fali22, Fals24

FalM, Falr2, Falj3, Falié
Falis

ActualTests

A. The Fa0/1 port is not operational on one of the switches
B. The link connecting the switches has not been configured as a trunk

C. At least one port needs to be configured in VLAN 1 for VLANs 10 and 15 to be able to

communicate

D. Port FastEthernet 0/1 needs to be configured as an access link on both switches
E. A router is required for hosts on SW1 in VLANs 10 and 15 to communicate with hosts in the

same VLAN on SW12.

Answer: B

QUESTION NO: 617

The administrator is unable to establish connectivity between two Cisco routers. Upon reviewing
the command output of both the problem?
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RirA# show running-config
T_s_ume outputtext ormtted>

enable password C15Co

!

hostname RirA

username RirB password cisco

[

mterface seral 0/0

ip address 10.0.8.1 255.255.248.0
encapsulation ppp

ppp authenticalion chap

RirB# show running-config

<some output text onutted>
enable password ciscol

hostname RirB

username RirA password ciscol

I
mierface senal (/0

ip address 10.0.15.2 255.255.248.0
encapsulation ppp

ppp authenlication chap ArtualTests

A. Authentication needs to be changed to PAP for both routers.
B. Serial ip addresses of routers are not on the same subnet.
C. Username/password is incorrectly configured.

D. Router names are incorrectly configured.

Answer: C

QUESTION NO: 618 DRAG DROP

Drag each definition on the left to the matching term on the right.

bandwidth of the interface

the number of point-to-point links in a transmission path cost
the data capacity of a link load
the amount of time reauired to move a packet from
bandwidth
source to destination
the amount of activity on a network resource hep count
usually refers to the bit error rate of each network link reliablity
a configurable value based by default on the dﬁ;p.lalTests

Answer:
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Drag each definition on the left to the matching term on the right.

a configurable value based by default on th

the number of point-to-point links in a transmission
o E 8 bandwidth of the interface

the data capacity of a link the amount of activity on a network resourc

the amount of time reauired to move a packet from
the data capacity of a link
source to destination

the amount of activity on a network resource | the number of point-to-point links in a transmissi

usually refers to the bit error rate of each network li| wusually refers to the bit error rate of each netwo

a configurable value based by default on the the amount of time reauired to mgyg a4 packst’
bandwidth of the interface source to destination
Explanation:

Drag each definition on the left to the matching term on the right.

a configurable value based by defal
bandwidth of the interface

the amount of activity on a network

the data capacity of a link

the number of point-to-point links in a tral

usually refers to the bit error rate of eacl

the amount of time mqu%fluta ﬂ?%'t% a
source to destination

QUESTION NO: 619

Refer to the exhibit. A network administrator needs to add a new VLAN. named VLANS3. to the
network shown. Unfortunately, there is not another FastEthernet interface on R1 to connect to the
new VLAN3. Which approach is the most cost effective solution for this problem?
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Ho=nts A, I, SW1 Faln, and B1 Fal/'d on W&
: | ! &ﬁtg ests
o=t .. TF, SW1 Fan'”, and B1 Fan’ 1 on

A. Purchase a new FastEthernet module and install it on R1.

B. Replace R1 with a new router that has at least three FastEthernet interfaces.

C. Configure a second switch to support VLAN3 with a VLAN trunk between SW1 and the new
switch.

D. Configure a single VLAN trunk between R1 and SW1 and configure a subinterface on the R1
interface for each VLAN.

E. Connect another router to a serial interface of R1. Use a FastEthernet interface on the new
router for VLANS3.

Answer: D

QUESTION NO: 620

A network administrator is troubleshooting an EIGRP problem on a router and needs to confirm
the IP addresses of the devices with which the router has established adjacency. The retransmit
interval and the queue counts for the adjacent routers also need to be checked. What command
will display the required information?

A. Router# show ip eigrp adjacency
B. Router# show ip eigrp topology

C. Router# show ip eigrp interfaces
D. Router# show ip eigrp neighbors

Answer: D

QUESTION NO: 621

All WAN links inside the ABC University network use PPP with CHAP for authentication security.
Which command will display the CHAP authentication process as it occurs between two routers in
the network?
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A. show CHAP authentication

B. show interface serialO

C. debug PPP authentication

D. debug CHAP authentication
E. show ppp authentication chap

Answer: C

QUESTION NO: 622

Refer to the exhibit A network technician is asked to design a small network with redundancy. The

exhibit represents this design, with all hosts configured in the same VLAN. What conclusions can
be made about this design?

—_—
Host 2

Hfs.t 1 Host 3 |-|05t 4 HggtﬁﬁztualTests

A. This design will function as intended.

B. Spanning-tree will need to be used.

C. The router will not accept the addressing scheme.

D. The connection between switches should be a trunk.

E. The router interfaces must be encapsulated with the 802.1Q protocol.

Answer: C

QUESTION NO: 623

Refer to the exhibit. How should the FastEthernetO/1 ports on the 2950 model switches that are
shown in the exhibit be configured to allow connectivity between all deviecs?
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Routerl

fa 00.1 192.168.1.1/24 VLAN 1

fa 0/0.10 192.168.10.1/24 VLAN 10
fa 0/0.20 192.168.20.1/24 VLAN 20

Switchi

IP address: 192.168.1.2/24
Ports 3-12 VLAN 10

Pors 13-24 VLAN 20

Switch?

IP address: 192.168.1.3/24
Ports 2-12 VLAN 10

Ports 13-24 VL AN 20

ActualTests

A. The ports only need to be connected by a crossover cable.

B. SwitchX(config)#interface fastethernet 0/1 SwitchX(config-if)#switchport mode trunk
C. SwitchX(config)# interface fastethernet 0/1 SwitchX(config-if)#¥switchport mode access
SwitchX(config-if)#switchport access vlan 1

D. SwitchX(config)#interface fastethernet 0/1 SwitchX(config-if)#switchport mode trunk
SwitchX(config-if)#switchport trunk vlan 1 SwitchX(config-if)#switchport trunk vlian 10
SwitchX(config-if)#switchport trunk vlan 20

Answer: B

QUESTION NO: 624

Refer to the exhibit. After SwitchB was added to the network, VLAN connectivity problems started
to occur. What caused this problem?

SwitchaE show vip status SwitchB# show wip status

TP wersion 02 TP version b
Caonfiguration Rewision 4 Canfiguration Revisian i
haximum WLANS supported locally B4 haximum SLANS supported locally : B4
Mumber of axieting WLAMe = Mumber of cxiating VLMo o

TP Operating Mode . Server WTR Operating Mode D Server
%TP Domain Mame : cisco WTP Dormain Marme : cisco
TP Pruning Mode - dizabled TP Pruning Mode : disabled
W2 Mode - disahled WTR W2 Wode ACTdal 051
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A. Both switches are in server mode in the same domain.

B. The revision number of SwitchB was higher than the revision number of SwitchA.

C. SwitchA was not rebooted prior to adding SwitchB to the network.

D. V2-mode is not enabled.

E. VTP pruning is not activated, so the new paths in the network have not been recalculated.

Answer: B

QUESTION NO: 625

Refer to the exhibit.A router boots to the prompt shown in the exhibit.What does this signify,and
how should the network administrator respond?

A. This prompt signifies that the configuration file was not found in NVRAM.The network
administrator should follow the prompts to enter a basic configuration.

B. This prompt signifies that the configuration file was not found in flash memory.The network
administrator should use TFTP to transfer a configuration file to the router.

C. This prompt signifies that the IOS image in flash memory is invalid or corrupt.The network
administrator should use TFTP to transfer anlOS image to the router.

D. This prompt signifies that the router could not authenticate the user.The network administrator
should modify the IOS mage and reboot the router.

Answer: B

QUESTION NO: 626

Exhibit and option E. added.
Refer to the exhibit. Which of these statements correctly describes the state of the switch once the
boot process has been completed?

00:00:39; WLINEPROTC-5-LIPDOWRN. Line protocol on Interface Vian1, changed state to down
000040 %SPANTREE-S-EXTENDED_SYSID: Extended Sysid enabled for type vian

00:0042: %SYS-5-CONFIG_I Configured from memary by console

000042 S-2-RESTART. Systam restaried —

Cisco 03 Software, C2960 Software (C2960-LANBASEKS-M), Version 12 2(25)SEE2, RELEASE SOFTWARE (fc1)
Copyright {c) 1986-2006 by Cisco Systems, Inc

Compiled Fri 28-Jul0f 1157 by yenanh

000044, %l INK-3-CHANGED. Interface Vian1, changed state to administratively down

D000 44 %L INK-3-UPDOVM. Interface FastErthernetQr, changed state o up

000084 %LINK-3-UPDOWN. Interface FastEtherneti2, changed state 1o up

000044 %LINK-3-UPDOWM. Interface FastEthernetli i1, changed state (o up

00:00:45 %LINEPROTO-S-LPDOWN: Line protocol on Inteface FastEthernat0/ | changed state to up
00,0045 %BLINEFPROTOLS.LPDOWRN: Line protocal on Interface FastEtherneti2, changed state to up
00:00:45; %LINEPROTCLS-UPDOWN. Line protocol on Interface FastEthernstlf1 1, changed state to up
000048 %LINK-3-UPDOWN Interface FastEthernetli12, changed state to up

000049 %LINEPROTO-5- UFPDOWM. Line protocol on Interface FasiEthernati'i 2, changed state to yp
ArctualTests
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A. As FastEthernet0/12 will be the last to come up, it will not be blocked by STP.

B. Remote access management of this switch will not be possible without configuration change.
C. Moer VLANSs will need to be created for this switch.

D. The switch will need a different IOS code in order to support VLANs and STP.

E. As FastEthernet0/12 will be the last to come up, it will be blocked by STP.

Answer: C

QUESTION NO: 627

Refer to the exhibit. Which of these statements correctly describes the state of the switch once the
boot process has been completed?

A. Only the default VLANSs are configured on SwitchA.

B. SwitchA does not have a VTP domain name configured.
C. VTP pruning needs to be enabled on SwitchA.

D. SwitchC needs to have the VTP domain name configured.
E. SwitchB is in transparent mode.

Answer: B

QUESTION NO: 628
What can be done to secure the virtual terminal interfaces on a router? (Choose two.)

A. Administrabvely shut down the interface.

B. PhysicalAb secure the interface

C. Create an access list and apply t to the virfcAJal terminal interfaces with the access-group
command

D. ConRgure a virtual temminal password and bgin process.

E. Enter an access list and apply it to the virtual terminal interlaces using the aceess-class
command

Answer: D,E

QUESTION NO: 629

Refer to the exhibit. In this YLSM addressing scheme, what summary address would be sent from
router A?

A. 172 16 0.0/16
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B.172.16 0 0/20
C.172.16.0.0/24
D. 172.32.0.0/16
E. 172.32.0.0/17
F. 172.64.0.0/16

Answer: A

QUESTION NO: 630

Refer to the exhibit. Given the output for this command, if the muter ID has not been manually set
what muter ID will OSPF use for this ROUTER?

A.1011.2

B. 10.154.154.1
C.172.16.5.1
D. 192.168.5.3

Answer: C

QUESTION NO: 631

Refer to the exhibit. What commands must be configured on the 2950 switch and the router to
allow communication between host 1 and host 2? (Choose two.)

Switch1
IP address: 192.168.1.2/24
Ports 2-12 VLAN 10
fa0/2 Ports 1324 VL AN 20

Host 1 Host?
IP address: 192 16R.10.5/24 IP address: 192.168.20.5/24

Default Gateway: 192.168.10.1  Default Gateway: 192.168.20df. 31 Tests

A. Router(config)# interface fastethernet 0/0 Router(config-if)# ip address 192 168 11 255 255 255
0 Router(config-if)# no shut down
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B. Router(config)# interface fastethernet 0/0 Router(config-if)# no shut down Router(config)#
interface fastethernet 0/0.1 Router(config-subif)# encapsulation dotlg 10 Router(config-subif)# ip
address 192.168.10.1 255.255.255.0 Router(config)# interface fastethernet 0/0.2 Router(config-
subif)# encapsulation dotlq 20 Router(config-subif)# ip address 192.168.20.1 255.255.255.0

C. Router(config)# router eigrp 100 Router(config-router)# network 192.168.10.0 Router(config-
router)# network 192.168.20.0

D. Switch1(config)#vlan database Switch 1(config-vlan)#vtp domain XYZ Switch 1(config-vlan)#vtp
server

E. Switch 1(config)# interface fastethernet 0/1 Switch 1(config-if)# switchport mode trunk

F. Switch 1(config)# interface vlan 1 Switch 1(config-if)#ip default-gateway 192.168.1.1

Answer: B,E

QUESTION NO: 632 DRAG DROP

bandwidth

point to point

Advantage

Disadvantages

more flexibility
circuit switched

low speed

Advantage

more complex

Disadvantages
packet switched

Advantage

limited flexibility

Disadvantages

erTictae s | E]

Answer:
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bandwidth

point to point

Advantage
Advantage

Disadvantages

more flexibility
circuit switched

Disadvantages

Advantage

Disadvantages

Disadvantages
packet switched

Advantage
Advantage

Disadvantages

Disadvantages

Explanation:
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bandwidth

point to point
Advantage
Advantage

Disadvantages

more flexibility
circuit switched

Disadvantages

Advantage

Disadvantages

Disadvantages
packet switched

Advantage
Advantage

Disadvantages

Disadvantages

QUESTION NO: 633
What destination layer 2 address will be used in the frame the host 172.30.0.47?

A. 767
B. 682
C. 455
D. 46

Answer: B

QUESTION NO: 634

Refer to the exhibit.
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Router(config)# interface serial 0/0
Routericonfig-ify# frame-relay Imi-type cisco
n
% Unrecognized command
Router(config-ifj# frame-relay ?
% Unrecognized command ActualTests

A router interface is being configured for Frame Relay. However, as the exhibt shows, the router
will not accept the command to configure the LMI type. What is the problem?

A. The interface does not support Frame Relay connections.

B. The interface does not have an ip address assigned to it yet.

C. The interface requires that the no shutdown command be configured first.

D. The interface requires that the encapsulation frame-relay command be configured first.

Answer: D

QUESTION NO: 635 DRAG DROP

Drag the option on the left that best describes the unique advantage and disadvantage of each WAN link type to
the correct box on the right.

] low speed | | Point to Point Advantage | h
1 quality I —

Point to Point Disadvantage
1 more complex | | I
] e | il Circuit Switched Advantage b
1 limited flexibility [ . T
l I Circuit Switched Disadvantage

Packet Switched Advantage h

ArtualTests

Answer:
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Drag the option on the left that best describes the unique advantage and disadvantage of each WAN link type to
the correct box on the right.

Explanation:

QUESTION NO: 636

A network administrator is verifying the configuration of a newly installed host by establishing an
FTP connection to a remote server. What is the hightest layer of the protocol stack that the
network administrator is using for this operation?

A. Application
B. Presentation
C. Session
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D. Transport
E. Internet
F. Data link

Answer: A

QUESTION NO: 637

192.168.10.16 /28 192.168.10.64 /28
192.168.10.32 /28 ‘192.153.10.33 /128

192.168.10.48 /28 |E!GRP44| 192.168. 16.867£28

An internetwork has been configured as shown in the diagram, with both routers using EIGRP
routing for AS 44. Users on the Branch router are unable to reach any of the subnets on the HO
router. Which of ttie following commands is necessary to fix this problem?

A. Branch(config-router)# eigrp log-neighbor-changes
B. Branch(config-router)# redistribute eigrp 44

C. Branch(config-router)# version 2

D. Branch(config-router)# no auto-summary

E. Branch(config-router)# default-information originate

Answer: D

Explanation:

There are two ways to inject a default route into a normal area. If the ASBR already has the
default route in its routing table, you can advertise the existing 0.0.0.0/0 into the OSPF domain
with the default-information originate router configuration command. If the ASBR doesn't have a
default route, you can add the keyword always to the default-information originate command (
default-information originate always ).

This command will advertise a default route into the OSPF domain, regardless of whether it has a
route to 0.0.0.0. Another benefit of adding always keyword is that it can add stability to the
internetwork. For example, if the ASBR is learning a default route from another routing domain
such as RIP and this route is flapping, then without the always keyword, each time the route flaps,
the ASBR will send a new Type 5 LSA into the OSPF domain causing some instability inside the
OSPF domain. With the always keyword, the ASBR will advertise the default inside the OSPF
domain always, and thus the flapping of the default route from the RIP domain will not cause any
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instability inside the OSPF domain.
In the example shown here, only choice D is correct as the wildcard mask correctly specifies the
10.10.2.16 0.0.0.15 networks, which include all IP addresses in the 10.10.2.16-10.10.2.31 range.
Reference: http://www.cisco.com/warp/public/104/21.html

QUESTION NO: 638 DRAG DROP

| Drag the funclion on the left to the matching secunty sppkance or applcalion on the nght, (Mot all funchions are used )

biocks unknown MAC addresses from accessing a
wirslass L AN

detects software designed 10 capture sensitive
informahon and removes it from the computer

pravants known malicious programs from being installed
on oS

filters trafic based on source and destnation IF address
of traflic type

identfies malicious network traffic and alarts network
porsonnel

Answer:

antispryware

antrarus

DS

firewall

ActualTests

| Drag the funclion on the left to the matching secunty sppkance or applcalion on the nght, (Mot all funchions are used )

biocks unknown MAC addresses from accessing a
wiralass LAN

detects software designed (o capture sensitive
infiormaton and remaves it from tha computer

detects software designed 10 capture sensitive
informahon and removes it from the computer

prevants known maliclous programs from being installed
worksiations

on

previants known malicious programs from being installed
on workstations

identifies malicious natwork traffic and alerts network
parsonnel

o

filters trafic based on source and desbnation IF address
of traflic type

filters traffic based on Source and destinaton IP address
traffic fype

identfies malicious network traffic and alarts network
parsonnsl

Explanation:

ActualTests

detects software designed to capture sensitive
information and removes it from the computer

prevents known malicious programs from being installed
on workstations

identifies malicious network traffic and alerts network
personnel

filters traffic based on source and destination I gdsEss
or traffic type
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QUESTION NO: 639 DRAG DROP

| Drag the appropriae § sieps of the bool sequence on the left to lheir correct slols on the righl. (Mot all oplions apply.) !

ArctualTests

Answer:

| Drag the apgropriate 5 steps of the baol sequence on the left 1o their correct siots on the righl. (Not ail options apply) |

ActualTests

Explanation:
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s
Th K05 3 locatad and aded basad on bootsystom LR O |

Tre bootstrap foader in ROM sxetutes:

It no 105 is located, the Setup dalog inibiales.

Tha KIS i3 located and loaded based on boot system
commands in NVRAM

T ronster looks for the configuraton filke in NVRAM.

The router looks for e configuration file in NVRAM

It no configuration file o5 located, the selup diaiogintiatas
§ ¥ no configeration fils 15 located, tha satup disloginidaes

Ther power-on Self test execules

The router entars ROM monstor mode

Tre bootstrap loader i ROM executes.
2 e -3 ActualTests

QUESTION NO: 640

LAB - SIMULATION

A network associate is configuring a router for the weaver company to provide internet access.
The ISP has provided the company six public IP addresses of 198.18.184.105 198.18.184.110.
The company has 14 hosts that need to access the internet simultaneously. The hosts in the
company LAN have been assigned private space addresses in the range of 192.168.100.17 -
192.168.100.30.
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The following have already been configured on the router:
- The basic router configuration

- The appropriate interfaces have been configured for NAT inside and NAT outside.
- The appropriate static routes have also been configured (since the company will be a stub network, no routing

protocol will be required)

- All passwords have been temporarily set to "cisco”.

The task is to complete the NAT configuration using all IP addresses assigned by the ISP to provide Internet access
for the hosts in the Weaver LAN. Functionality can be tested by clicking on the host provided for testing.

Configuration information
router name - Weaver
inside global addresses-198.18.184.105 198.18.184.110/29
inside local addresses - 192.168.100.17 - 192.168.100.30/28
number of inside hosts - 14

Pl

eSIM™ Professi -00:
[Scenarlo 1 Version 1.0
You will have to |3
scroll this window
and the problem
statement window
to view the entire

host icon that is
connected to a
router by a serial
console cable
(shown in the

"="Hide Topology

FaDi0

S0/0
problem.
To configure the 192.0.2.113
router click on a ~ e

A\
\

diagram as a L]
dotted line). Host for [—=

The [Tab] key Testing o
and most

S0/
152.0.2.114

AcCtualTests

Explanation:

Solution:

The company has 14 hosts that need to access the internet simultaneously but
we just have 6 public IP addresses from 198.18.184.105 to 198.18.184.110/29.
Therefore we have to use NAT overload (or PAT)

Double click on the Weaver router to open it

Router>enable

Router#configure terminal

First you should change the router's name to Weaver
Router(config)#hostname Weaver

Create a NAT pool of global addresses to be allocated with their netmask.
Weaver(config)#ip nat pool mypool 198.18.184.105 198.18.184.110 netmask
255.255.255.248

Create a standard access control list that permits the addresses that are to be
translated

Weaver(config)#access-list 1 permit 192.168.100.16 0.0.0.15

Establish dynamic source translation, specifying the access list that was defined
in the prior step

Weaver(config)#ip nat inside source list 1 pool mypool overload

This command translates all source addresses that pass access list 1, which
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means a source address from 192.168.100.17 to 192.168.100.30, into an
address from the pool nhamed mypool (the pool contains addresses from
198.18.184.105 to 198.18.184.110)

Overload keyword allows to map multiple IP addresses to a single registered IP

address (many-to-one) by using different ports

The question said that appropriate interfaces have been configured for NAT
inside and NAT outside statements.

This is how to configure the NAT inside and NAT outside, just for your
understanding:

Weaver(config)#interface fa0/0

Weaver(config-if)#ip nat inside

Weaver(config-if)#exit

Weaver(config)#interface s0/0

Weaver(config-if)#ip nat outside

Weaver(config-ify#end

Finally, we should save all your work with the following command:
Weaver#copy running-config startup-config

Check your configuration by going to "Host for testing" and type:
C:\>ping 192.0.2.114

The ping should work well and you will be replied from 192.0.2.114

QUESTION NO: 641

LAB - SIMULATION

A netaork assocale ks adding secuntty 1o the configuration of the Corp 1 router. The user on host G should be abie 1o
e & web browser 10 dccess Snancial information fram e Finance Web Server. NO other hosts [rom the LAN nor the
Core should be able lo use a wob browser 1o access this server. Since there are muiliple resources for the
COMPOIation Al s lOCHlon INCluding cEhar FEScLFClE ON B Findnod VWeb Sena, all ol rafic shoulkd b aicwwad

The task is 10 croate and apply an access-ist with no mone than throe siabements al will aiow DNLY hosi C web
BC0osS 10 the Finance Wob Server. No other hosts will have web Bccess 10 the Finance Web Server, All other irafflic
& parmitiod

Access (o the router CLI can be gained by clicking on the appropriate host.

All passwords have been temporarily sed bo “cisco”.
The Core connection uses an P address of 196.18.196.65
The compuiers in the Hosts LAN have been assigned addresses of 192,168,331 - 192 168.33.254,
o hostA 192.168.33.1
o host B 192.168.33.2
o hostC 192168313
& hostD192.168.33.4
The servers in the Server LAN have been assigned addressos of 172.22.242.17 - 172.22.242. 30~ CtU3alTests
The Finance Web Server is assianed an IP address of 172.22.242.23
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Core ]
-

g [0 o

Finance DNS Pﬁc ActualTests
Web Server Server Web Server

Explanation:
Select the console on Corpl router

Configuring ACL

Corpl>enable
Corpl#configure terminal

comment: To permit only Host C (192.168.33.3){source addr} to access finance server address
(172.22.242.23) {destination addr} on port number 80 (web)
Corp1(config)#access-list 100 permit tcp host 192.168.33.3 host 172.22.242.23 eq 80

comment: To deny any source to access finance server address (172.22.242.23) {destination
addr} on port number 80 (web)

Corpl(config)#access-list 100 deny tcp any host 172.22.242.23 eq 80

comment: To permit ip protocol from any source to access any destination because of the implicit
deny any any statement at the end of ACL.

Corp1(config)#access-list 100 permit ip any any

Applying the ACL on the Interface

comment: Check show ip interface brief command to identify the interface type and number by
checking the IP address configured.

Corpl(config)#interface fa 0/1

If the ip address configured already is incorrect as well as the subnet mask. this should be
corrected in order ACL to work
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type this commands at interface mode :

no ip address 192.x.x.x 255.x.x.x (removes incorrect configured ipaddress and subnet mask)
Configure Correct IP Address and subnet mask :

ip address 172.22.242.30 255.255.255.240 ( range of address specified going to server is given as

172.22.242.17 - 172.22.242.30)

comment: Place the ACL to check for packets going outside the interface towards the finance web
server.
Corpl(config-if)#ip access-group 100 out

Corpl(config-if)#end
Important: To save your running config to startup before exit.

Corpl#copy running-config startup-config

Verifying the Configuration :

Stepl: show ip interface brief command identifies the interface on which to apply access list.

Step2: Click on each host A,B,C & D . Host opens a web browser page , Select address box of the
web browser and type the ip address of finance web server(172.22.242.23) to test whether it
permits /deny access to the finance web Server .

Step 3: Only Host C (192.168.33.3) has access to the server . If the other host can also access
then maybe something went wrong in your configuration . check whether you configured correctly
and in order.
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Step 4: If only Host C (192.168.33.3) can access the Finance Web Server you can click on NEXT
button to successfully submit the ACL SIM.

QUESTION NO: 642

LAB - SIMULATION

A network associate is configuring a router for the network company to provide Internet access.
The ISP has provided the company with six public IP addresses of 198.18.237.225
198.18.237.230. The company has 14 hosts that need to access the Internet simultaneously. The
hosts in the company LAN have been assigned private space addresses in the range of
192.168.16.33 -192.168.16.46.

The following have already been configured on the router

- The basic router configuration

- The appropriate interfaces have been configured for NAT inside and NAT outside.

- The appropriate static routes have also been configured (since the company will be a stub
network, no routing protocol will be required)

- All passwords have been temporarily set to "cisco".

The task is to complete the NAT configuration using all IP addresses assigned by the ISP to
provide Internet access for the hosts in the Bomar LAN. You have successfully completed this
exercise when the host PC can ping the ISP.

Configuration information

router namE. R

inside global addresses- 198.18.237.225 198.18.237.230/29
inside local addresses - 198.18.16.33 192.168.16.46/28
number of inside hosts - 14

Explanation:
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Router=enable
Router#config terminal
Router(config)#hostname P4S-R
R(config)#interface fa0/0
Rconfig-if)#ip nat inside
R(config)#interface S0/0
R(config-if)#ip nat outside
R(config-if)#exit
R(config)#access-list 1 permit 192.168.16.33 0.0.0.15
R(config)#access-list 1 deny any
R(config)#ip nat pool nat_test 198.18.237.225 198.18.237.230 pref'x I %W 2?
R(config)#ip nat inside source list 1 pool nat_test overload Esls

QUESTION NO: 643

LAB - SIMULATION

Central Florida Widgets recently installed a new router in their office. Complete the network
installation by performing the initial router configurations and configuring R1PV2 routing using the
router command line interface (CLI) on the RC.

Configure the router per the following requirements:

Name of the router is R2

EnablE. secret password is ciscol

The password to access user EXEC mode using the console is cisco2

The password to allow telnet access to the router is cisco3

IPV4 addresses mast be configured as follows:

Ethernet network 209.165.201.0/27 - router has fourth assignable host address in subnet
Serial network is 192.0.2.176/28 - router has last assignable host address in the subnet.
Interfaces should be enabled.

Router protocol is RIPV2

Attention:

In practical examinations, please note the following, the actual information will prevail.
1. Name or the router is xxx

2. EnablE. secret password is Xxx

3. Password In access user EXEC mode using the console is xxx

4. The password to allow telnet access to the router is xxx

5. IP information
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R2
R R2 LAM Switch
= Fa0/0 S0/ S0/0/0 Fa0/0
19202 176/28 ¥ 209.165.201.0/27
198.18.1.1/24 Metwork H Network
Fa0/0 - IP E ActualTests

Explanation:

Router=enable

Router#config terminal

Router{config)#hostname R2
R2(config)#enable secret Cisco 1
R2(config)#line console 0
R2(config-line)#password Cisco 2
R2(config-line)#exit
R2(config)#line vty 0 4
R2(config-line)#password Cisco 3
R2(config-line)#login
R2(config-line)#exit
R2(config)#interface fa0/0
R2(config-if)#ip address 209.165.201.1 255.255.255.224
R2(config)#interface s0/0/0
R2(config-if)#ip address 192.0.2.176 255.255.255.240
R2(config-if)#no shutdown
R2(config-if)#exit
R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#network 209.165.201.0
R2(config-router)#network 192.0.2.176
R2(config-router)#end

R2#copy run start ActualTests

QUESTION NO: 644

LAB - SIMULATION

After adding Router2 router, no routing updates are being exchanged between ROUTER1 and the
new location. All other inter connectivity and Internet access for the existing locations of the
company are working properly.

The task is to identify the fault(s) and correct the router configuration to provide full connectivity
between the routers.
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Access to the router CLI can be gained by clicking on the appropriate host. All passwords on all

routers are cisco.
IP addresses are listed in the chart below.

Router1 Router2

Fa0/0 - 192.168.77.33 Fal/0 - 192.168.77.34
510 = 198.0.18.6 Fal/0 - 192.168.60.81
S001 - 192,160.60.25 Fal/l = 192.168.60.65
RouterA RouterB

Fal/0 — 192.168.60.97 Fa0/0 - 192.168.60.129

Fal/T — 192.168.60.113 Fal/1 - 191.1{:?&%1]{145
S0/0 - 192.168.36.14 S/l - I?I.Iﬁﬁ. .

Esfs

Click that host-G, complete the configuration of the router in the pop-up CLI

Router

EIGRP 212

kkkkkkkkkkkkkkkkkkkkkkkkkhkkkhkkkhkkkkkkkkkkhkkkhkkkhkkhhkkhkkkkkkkkhkkhkkhkkhkkkkkhkkkhkhkkkkkkkkkkkkkhkkkhkkkhkkkkkkkkkkhkkkhkkhkkkkkkkkkk

RouterA# show run

interface FastEthernet0/0

ip address 192.168.60.97 255.255.255.240

!

interface FastEthernet0/1

ip address 192.168.60.113 255.255.255.240
!

interface Serial0/0

ActualTests
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Ip address 192.168.36.14 255.255.255.252
Clockrate 64000

!

router eigrp 212
Network 192.168.36.0
Network 192.168.60.0

No auto-summary
|

RouterA# show ip route

192.168.36.0/30 is subnetted, 1 subnets

C 192.168.36.12 is directly connected, Serial0/0

192.168.60.0/24 is variably subnetted, 5 subnets, 2 masks

C 192.168.60.96/28 is directly connected, FastEthernet0/0

C 192.168.60.112/28 is directly connected, FastEthernet0/1

D 192.168.60.128/28 [ 90/21026560 ] via 192.168.36.13, 00:00:57, Serial0/0
D 192.168.60.144/28 [ 90/21026560 ] via 192.168.36.13, 00:00:57, Serial0/0
D 192.168.60.24/30 [ 90/21026560 ] via 192.168.36.13, 00:00:57, Serial0/0
D* 198.0.18.0 [ 90/21024000 ] via 192.168.36.13, 00:00:57, Serial0/0

kkkkkkkkkkkkkkkkkkkhkkkkkkhkkkhkkhkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkkhkkhkkhkkhkkkhkhkkhkhkkhkkkkkkhkkkhkkhkkkkkkkkkkkkkkhkkkkkkkkkk

Router2# show run

!

!

interface FastEthernet0/0

ip address 192.168.77.34 255.255.255.252
!

interface FastEtherner0/1

ip address 192.168.60.65 255.255.255.240
!

interface FastEthernetl1/0

ip address 192.168.60.81 255.255.255.240
!

!

router eigrp 22

network 192.168.60.0

network 192.168.77.0

no auto-summary

Router2# show ip route
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192.168.60.0/28 is subnetted, 2 subnets

C 192.168.60.80 is directly connected, FastEthernet1/0
C 192.168.60.64 is directly connected, FastEthernet0/1

192.168.77.0/30 is subnetted, 1 subnets

C 192.168.77.32 is directly connected, FastEthernet0/0

kkkkkkkkkkkkkkkkkkhkkkkkkhkkkhkkhkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkkhkkhkkkkkkhkkkkkkkkhkkkkhkkhkkkhkkhkkkkkkkkkkhkkhkkhkkkkkkkkkk

RouterB# show run

interface FastEthernet0/0

ip address 192.168.60.129 255.255.255.240
|

interface FastEthernetO/1

ip address 192.168.60.145 255.255.255.240
|

interface Serial0/1

ip address 192.168.60.26 255.255.255.252

router eigrp 212

network 192.168.60.0
network 192.168.60.0

RouterB# show ip route

192.168.60.0/24 is variably subnetted, 5 subnets, 2 masks

C 192.168.60.24/30 is directly connected, Serial0/1

C 192.168.60.128/28 is directly connected, FastEthernet0/0

C 192.168.60.144/28 is directly connected, FastEthernet0/1

D 192.168.60.96/28 [ 90/21026560 ] via 192.168.60.25, 00:00:57, Serial0/1
D 192.168.60.112/28 [ 90/21026560 ] via 192.168.60.25, 00:00:57, Serial0/1

192.168.36.0/30 is subnetted, 1 subnets

D 192.168.36.12 [ 90/21026560 ] via 192.168.60.25, 00:00:57, Serial0/1
D* 198.0.18.0 [ 90/21024000 ] via 192.168.60.25, 00:00:57, Serial0/1

kkkkkkkkkkkkkkkkkkkhkkhkkkkhkkkhkkkhkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkkhkkhkkkkkkhkkkkhkkhkkhkkkkhkkkhkkkhkkhkkkkkkkkkkkkhkkhkkkkkkkkkk

ROUTER1# show run

|

interface FastEthernet0/0

ip address 192.168.77.33 255.255.255.252
|

interface Seriall/0
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ip address 198.0.18.6 255.255.255.0
|

interface Serial0/0

ip address 192.168.36.13 255.255.255.252
clockrate 64000

!

interface Serial0/1

ip address 192.168.60.25 255.255.255.252
clockrate 64000

|

!

router eigrp 212

network 192.168.36.0

network 192.168.60.0

network 192.168.85.0

network 198.0.18.0

no auto-summary

!

ip classless

ip default-network 198.0.18.0

ip route 0.0.0.0 0.0.0.0 198.0.18.5

ip http server

ROUTER1# sh ip route
192.168.36.0/30 is subnetted, 1 subnets
C 192.168.36.12 is directly connected, Serial0/0

192.168.60.0/24 is variably subnetted, 5 subnets, 2 masks

C 192.168.60.24/30 is directly connected, Serial0/1

D 192.168.60.128/28 [ 90/21026560 ] via 192.168.60.26, 00:00:57, Serial0/1
D 192.168.60.144/28 [ 90/21026560 ] via 192.168.60.26, 00:00:57, Serial0/1
D 192.168.60.96/28 [ 90/21026560 ] via 192.168.36.14, 00:00:57, Serial0/0

192.168.77.0/30 is subnetted, 1 subnets

C 192.168.77.32 is directly connected, FastEthernet0/0

C 198.0.18.0/24 is directly connected, Seriall/0
*S 0.0.0.0 via 198.0.18.5

Explanation:
Please input commands here:

Router2>enable
Router2#config t
Router2(config)#no router eigrp 22
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Router2(config)#router eigrp 212
Router2(config-router)#network 192.16.60.0
Router2(config-router)#network 192.16.77.0

ROUTER1>enable

ROUTER1#config t

ROUTERZ1(config)#router eigrp 212
ROUTERZ1(config-router)#network 192.16.77.0

QUESTION NO: 645

LAB - SIMULATION

To configure the router Router3 click on the console host icon that is connected to a router by a serial
console cable (shown in the diagram as a dashed black line).

Click that host, complete the configration ¢
of the router In the pop-up CUI . ----

L

Sy

Central Florida Widgets recemly installed a new router in their office. Complete the network
installation by performing the initial router configurations and configuring RIPV2 routing
using the router command line interface (CLI) on the Router3
Configure the router per the following regquiremenis;
Name of the router is Router3
Enable-secret password 15 fubar
The password to access user EXEC mode using the console is fubar2
The password to allow telnet aceess 1o the router it fubard
IPV4 addresses must be configured as follows:
Ethernet network 209.165.202. 128727 - router has last assignable host address in subnet
Serial network is 192.0.2.16/28 - router has last assignable host address in the subnet.
Interfaces should be enabled.
Router protocol is RIPY2

Please input command here:

Explanation:

Router>enable

Router#config terminal
Router(config)#hostname ROUTERS
ROUTERS3(config)#enable secret fubarl
ROUTERS3(config)#line console 0
ROUTERS3(config-line)#password fubar2
ROUTERS3(config-line)#exit
ROUTERS3(config)#line vty 0 4
ROUTERS3(config-line)#password p fubar3

ActualTests

Attention:

In practical examinations, please
nate the following. the actual
information will prevail,

I. Name of the rowter is xax

1. Enable-secret password is xux
3. Password to 2ocess user EXEC
mods using the console is 1xx

4. The password to allow telnet
acorss bo the router is xxx

& IP information

ActualTests
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ROUTERS3(config-line)#login

ROUTERS3(config-line)#exit

ROUTERS3(config)#interface fa0/0

ROUTER3(config-if)#ip address 209.165.202.158 255.255.255.224
ROUTERS3(config-if)#no shutdown

ROUTERS3(config-if)#exit

ROUTER3(config)#interface s0/0/0

ROUTER3(config-if)#ip address 192.0.2.30 255.255.255.240
ROUTERS3(config-if)#no shutdown

ROUTERS3(config-if)#exit

ROUTERS3(config)#router rip
ROUTERS3(config-router)#version 2
ROUTERS3(config-router)#network 209.165.202.128
ROUTER3(config-router)#network 192.0.2.16
ROUTER3(config-router)#end

ROUTERS3#copy run start

QUESTION NO: 646

LAB - SIMULATION

Fali0 S0/0
192.168.6.126 192.0.2.113

] gl?'m

son

192.0.2.114

(& = . D!C?ET ActualTests

You work as a network technician. Study the exhibit carefully. You are required to perform

configurations to enable Internet access. The Router ISP has given you six public IP addresses in

the 198.18.32.65 198.18.32.70/29 range.

Your Organization has 62 clients that needs to have simultaneous internet access. These local

hosts use private IP addresses in the 192.168.6.65 - 192.168.6.126/26 range.

You need to configure Routerl using the PC1 console.

You have already made basic router configuration. You have also configured the appropriate NAT

interfaces; NAT inside and NAT outside respectively.

Now you are required to finish the configuration of Routerl.

Solution:
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The company has 62 hosts that need to access the internet simultaneously but
we just have 6 public IP addresses from 198.18.32.65 to 198.18.32.70/29 => we
have to use NAT overload (or PAT)

Double click on PC1 to access Routerl's command line interface
Routerl>enable

Routerl#configure terminal

Create a NAT pool of global addresses to be allocated with their netmask (notice
that /29 = 248)

Router1(config)#ip nat pool mypool 198.18.32.65 198.18.32.70 netmask
255.255.255.248

Create a standard access control list that permits the addresses that are to be
translated

Routerl(config)#access-list 1 permit 192.168.6.64 0.0.0.63

Establish dynamic source translation, specifying the access list that was defined
in the prior step

Router1(config)#ip nat inside source list 1 pool mypool overload

This command translates all source addresses that pass access list 1, which
means a source address from 192.168.6.65 to 192.168.6.126, into an address
from the pool named mypool (the pool contains addresses from 198.18.32.65 to
198.18.32.70)

Overload keyword allows to map multiple IP addresses to a single registered IP
address (many-to-one) by using different ports

The question said that appropriate interfaces have been configured for NAT
inside and NAT outside statements.

This is how to configure the NAT inside and NAT outside, just for your
understanding:

Router1(config)#interface fa0/0

Router1(config-if)#ip nat inside

Router1(config-if)#exit

Router1(config)#interface s0/0

Router1(config-if)#ip nat outside

Before leaving Routerl, you should save the configuration:
Router1(config)#end (or Routerl(config-if)#end)

Routerl#copy running-config startup-config

Check your configuration by going to PC2 and type:

QUESTION NO: 647

Access List Lab.

A network associate is adding security to the configuration of the Corp1 router. The user on host C
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should be able to use a web browser to access financial information from the Finance Web Server.
No other hosts from the LAN nor the Core should be able to use a web browser to access this
server. Since there are multiple resources for the corporation at this location including other
resources on the Finance Web Server, all other traffic should be allowed.

The task is to create and apply an access-list with no more than three statements that will allow
ONLY host C web access to the Finance Web Server. No other hosts will have web access to the
Finance Web Server. All other traffic is permitted.

Access to the router CLI can be gained by clicking on the appropriate host.

All passwords have been temporarily set to "cisco".

The Core connection uses an IP address of 198.18.196.65

The computers in the Hosts LAN have been assigned addresses of 192.168.33.1 -
192.168.33.254

Host A 192.168.33.1

Host B 192.168.33.2

Host C 192.168.33.3

Host D 192.168.33.4

The servers in the Server LAN have been assigned addresses of 172.22.242.17 - 172.22.242.30

The Finance Web Server is assigned an IP address of 172.22.242.23.
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s

254

Console

/

i

Finance Public
Web Server DNS Server Web Server ActualTests
Explanation:

Corpl>enable (you may enter "cisco” as it passwords here)

We should create an access-list and apply it to the interface which is connected to the Server LAN
because it can filter out traffic from both Sw-2 and Core networks. The Server LAN network has
been assigned addresses of 172.22.242.17 - 172.22.242.30 so we can guess the interface
connected to them has an IP address of 172.22.242.30 (.30 is the number shown in the figure).
Use the "show running-config” command to check which interface has the IP address of
172.22.242.30.

Corpl#show running-config
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Corpl# show running-config

<putput omitted>

interface FastEthernet0/0

ip address 192.168.33.254 255.255.255.0
duplex auto

speed auto
I

interface FastEthernetD/1
ip address 172.22.242.30 255.255.255.240

duplex auto

speed auto
|

ActualTests

<output omitted>

rrerre
We learn that interface FastEthernet0/1 is the interface connected to Server LAN network. It is the
interface we will apply our access-list (for outbound direction).

Corpl#configure terminal

Our access-list needs to allow host C - 192.168.33.3 to the Finance Web Server 172.22.242.23 via
web (port 80)

Corpl(config)#access-list 100 permit tcp host 192.168.33.3 host 172.22.242.23 eq 80

Deny other hosts access to the Finance Web Server via web

Corpl(config)#access-list 100 deny tcp any host 172.22.242.23 eq 80

All other traffic is permitted

Corpl(config)#access-list 100 permit ip any any

Apply this access-list to Fa0/1 interface (outbound direction)

Corpl(config)#interface faO/1 Corpl(config-if)#ip access-group 100 out

Notice: We have to apply the access-list to Fa0/1 interface (not Fa0/0 interface) so that the
access-list can filter traffic coming from the Core network.

Click on host C and open its web browser. In the address box type http://172.22.242.23 to check if
you are allowed to access Finance Web Server or not. If your configuration is correct then you can
access it.

Click on other hosts (A, B and D) and check to make sure you can't access Finance Web Server
from these hosts.

Finally, save the configuration

Corpl(config-if)#end Corpl#copy running-config startup-config

(This configuration only prevents hosts from accessing Finance Web Server via web but if this
server supports other traffic - like FTP, SMTP... then other hosts can access it, t00.)
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